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REMOVAL

1. REMOVE LOWER INSTRUMENT PANEL FINISH PANEL ASSEMBLY

2. REMOVE GLASS BREAKAGE SENSOR

(a) Disengage the 2 claws and remove the glass breakage
sensor.
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Title: THEFT DETERRENT / KEYLESS ENTRY: GLASS BREAKAGE SENSOR: INSTALLATION (2010

INSTALLATION

1. INSTALL GLASS BREAKAGE SENSOR

(a) Engage the 2 claws and install the glass breakage sensor.

2. INSTALL LOWER INSTRUMENT PANEL FINISH PANEL ASSEMBLY

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

3/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

lLast Modified: 3-10-2010 6.4 K

||From: 200901

Model: Corolla

Model Year: 2010

Doc ID: RM0O00003C0O7003X

(2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: GLASS BREAKAGE SENSOR ECU: COMPONENTS

COMPONENTS
ILLUSTRATION

GLOVE COMPARTMENT DOOR ASSEMBLY

[N"m (kg"em, ft."Ibf) |: Specified torque

GLASS BREAKAGE SENSOR ECU
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REMOVAL

1. REMOVE GLOVE COMPARTMENT DOOR ASSEMBLY

2. REMOVE GLASS BREAKAGE SENSOR ECU

(a) Disconnect the connector.

(b) Remove the bolt and glass breakage sensor ECU.
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Title: THEFT DETERRENT / KEYLESS ENTRY: GLASS BREAKAGE SENSOR ECU: INSTALLATION

INSTALLATION

1. INSTALL GLASS BREAKAGE SENSOR ECU

(b) Connect the connector.

(a) Install the glass breakage sensor ECU with the bolt.
Torque: 8.0 N-m (82 kgf:cm, 71in:lbf)

2. INSTALL GLOVE COMPARTMENT DOOR ASSEMBLY
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w! Smart Key System: w/o Smart Key System:
& s,

IMMOBILISER CODE ECU TRANSPONDER KEY ECU

AIR CONDITIONING UNIT
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REMOVAL
1. REMOVE AIR CONDITIONING UNIT
HINT:
Refer to the removal procedure for the air conditioning unit ;

2. REMOVE IMMOBILISER CODE ECU (w/ Smart Key System)

(a) Disconnect the connector.

(b) Disengage the clamp.
(c) Remove the bolt and the immobiliser code ECU.

3. REMOVE TRANSPONDER KEY ECU (w/o Smart Key System)

(a) Disconnect the connector.

(b) Disengage the clamp.
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(c) Remove the bolt and the transponder key ECU.

3 TOYOTA
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INSTALLATION

1. INSTALL IMMOBILISER CODE ECU (w/ Smart Key System)
(a) Install the immobiliser code ECU with the bolt.

(b) Engage the clamp.

(c) Connect the connector.

2. INSTALL TRANSPONDER KEY ECU (w/o0 Smart Key System)
(a) Install the transponder key ECU with the bolt.

(b) Engage the clamp.

(c) Connect the connector.

3. INSTALLAIR CONDITIONING UNIT

HINT:
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Refer to the installation procedure for the air conditioning unit - -

(P TOYOTA
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COMPONENTS
ILLUSTRATION
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INSTRUMENT PANEL HOLE COVER ASSEMBLY

LOWER INSTRUMENT
PANEL FINISH PANEL RH

INSTRUMENT PANEL BOX ASSEMBLY

LOWER INSTRUMENT PANEL FINISH PANEL LH

for Automatic Transaxle: for Manual Transaxle:
SHIFT LEVER KNOB SHIFT LEVER KNOB
SUB-ASSEMBLY SUB-ASSEMBLY

CENTER INSTRUMENT CLUSTER CENTER INSTRUMENT CLUSTER
FINISH PANEL ASSEMBLY FINISH PANEL ASSEMBLY

INSTRUMENT PANEL
HOLE COVER

TELLTALE LIGHT ASSEMBLY

£ YOYOTA
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Title: THEFT DETERRENT / KEYLESS ENTRY: SECURITY INDICATOR LIGHT ASSEMBLY:
REMOVAL (2010 Corolla)

REMOVAL

1. REMOVE LOWER INSTRUMENT PANEL FINISH PANEL LH [E_"

2. REMOVE LOWER INSTRUMENT PANEL FINISH PANEL RH
3. REMOVE SHIFT LEVER KNOB SUB-ASSEMBLY (for Manual Transaxle)

4. REMOVE SHIFT LEVER KNOB SUB-ASSEMBLY (for Automatic Transaxle)

5. REMOVE CENTER INSTRUMENT CLUSTER FINISH PANEL ASSEMBLY (for Manual

Transaxle)

6. REMOVE CENTER INSTRUMENT CLUSTER FINISH PANEL ASSEMBLY (for Automatic

Transaxle)
7. REMOVE INSTRUMENT PANEL BOX ASSEMBLY

8. REMOVE INSTRUMENT PANEL HOLE COVER ASSEMBLY
9. REMOVE TELLTALE LIGHT ASSEMBLY

e ,_'_n-'?"’ 4 (a) Disengage the 2 claws and remove the telltale light
i e | assembly.

25 (S YOYOTA . |
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Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): SYSTEM
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SYSTEM DESCRIPTION

CAUTION:

If using a pacemaker, be sure to read the manual of the pacemaker before using the key because the radio
waves of the key may affect the pacemaker.

1. SMARTKEY SYSTEM DESCRIPTION

(a) In addition to conventional mechanical key and wireless door lock control functions, the smart
key system enables door locking/unlocking, steering lock releasing, engine starting, and luggage
compartment door opening without operating the key. The only requirement is that the key is in
the user's possession.

e This system is controlled by the certification ECU (smart key ECU assembly). When the
certification ECU (smart key ECU assembly) detects the presence of a key in one of the
detection areas, it identifies and checks the ID code, and outputs operation signals to
the related ECU in accordance with their functions.

e The detection areas are formed by 6 electrical key oscillators (2 door electrical key
oscillators, 3 indoor electrical key oscillators, and 1 outside electrical key oscillator).

2. DETECTION AREA
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Indoor Electrical Key Oscillator
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(for Luggage Compartment)

Oscillator RH

Detection Area

Door Electrical Key

(a) Precautions for the entire system:

e Be sure to carry the key during inspection of the smart key system.

e As weak radio waves are used to detect the key, the key detection area may decrease, or

the key may not be detected correctly in the following situations:

a.

o

me e

e The key may be difficult to operate for a reason relating to the vehicle body shape.
e The key may not be detected correctly ifitis around the vehicle's windows, the door
handle, or the center of the bumper even when it is in the detection area outside the

vehicle.

e The key may not be detected correctly ifitis on the instrument panel, rear package tray,
floor, or in the glove box even when it is in the detection area inside the vehicle.
e The engine cannot be started even when the key is in the detection area inside the

The key battery is depleted.

Any facilities that generate strong radio waves, such as a TV tower, power
plant, broadcast station, or gas station, are located near the inspection site.
A wireless device, such as a cellular phone, is carried with the key.

The key is in contact with or covered with metal.

Another wireless door lock control function is operated near the vehicle.
The key is located near a device that generates high voltage or noise.
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luggage compartment.

e The key may not operate if the key is not held properly.
e The smart key system does not operate in the following conditions:

a. The smart key system is canceled.
b. The key battery is completely depleted (the indicator does not blink when
pushing any of the buttons on the key).

3. FUNCTION OF MAIN COMPONENTS

COMPONENT

FUNCTION

Key

Consists of mechanical key, transmitter for wireless door lock
control, and transceiver for smart key system

Certification ECU (smart key ECU
assembly)

Controls smart key system in accordance with signals from
each electrical key oscillator, various switches, ECUs, and
key

e Judges and certifies ID code from door control
receiver

* Transmits engine immobiliser unset signal to ID
code box (immobiliser code ECU)

® Transmits steering unlock signals to steering lock
EEU

Main Body ECU (instrument panel
junction block)

Controls push button start function in accordance with signals
from various switches, ECUs, and combination meter

* Transmits key verification request signal to
certification ECU (smart key ECU assembly) in
accordance with engine switch signal, and turns
relays ON and OFF

® Receijves request signal from certification ECU
(smart key ECU assembly) and actuates door lock
motor to unlock or lock door

® Transmits each door condition signal to certification
ECU (smart key ECU assembly)

ID Code Box (immobiliser code ECU)

Receives steering unlock or engine immobiliser unset signals
from certification ECU (smart key ECU assembly), certifies
them, and transmits unset signals to steering lock ECU or
ECM

O utside Door Handle (driver door
and passenger door) (antenna)

Transmits request signals

Qutside Door Handle (driver door
and passenger door) (touch sensor)

Detects that person touches inside of outside handle

O utside Door Handle (driver door
and passenger door) (lock switch)

Transmits door lock request signals to certification ECU
(smart key ECU assembly)

Door Electrical Key Oscillator (driver
door and passenger door)

Receives request signal from certification ECU (smart key

ECU assembly), and forms detection area around front door

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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COMPONENT

FUNCTION

Indoor Electrical Key Oscillator
(front and rear)

Receives request signal from certification ECU (smart key
ECU assembly), and forms detection area in vehicle interior

Indoor Electrical Key Oscillator
(luggage compartment)

Receives request signal from certification ECU (smart key
ECU assembly), and forms detection area in luggage
compartment

Outside Electrical Key Oscillator
(luggage compartment)

Receives request signal from certification ECU (smart key
ECU assembly), and forms detection area around luggage
compartment door

Door Control Receiver

e Receives ID code from key in detection area and
transmits it to certification ECU (smart key ECU
assembly)

e Receives ID code from key in luggage compartment
and transmits it to certification ECU (smart key ECU
assembly)

Electrical Key Antenna

Receives ID code from key and transmits it to door control
receiver

Luggage Compartment Door O pener
O uter Switch

Transmits luggage compartment door open request signal to
certification ECU (smart key ECU assembly)

Stop Light Switch

O utputs state of brake pedal to main body ECU (instrument
panel junction block)

e Wireless Door Lock Buzzer
e Combination Meter

© Multi-information
Display
o Buzzer

When certification ECU (smart key ECU assembly) detects
human errors such as those below, it warns driver by sounding
wireless door lock buzzer, displaying information and sounding
a buzzer in combination meter in accordance with request
signal from ECU

Example:

e Key is taken out of vehicle
e Driver leaves vehicle while engine is still running

4. CONSTRUCTION AND OPERATION

(a) Key

The key consists of a mechanical key, a transmitter for the wireless door lock control, and a
transceiver for the smart key system.

e The transceiver for the smart key system receives signals from the oscillators and
sends the ID code to the tuner.

e The transmitter for the wireless door lock control has a LOCK switch, UNLOCK switch,
LUGGAGE COMPARTMENT switch.

e This mechanical key works for the driver door, luggage compartment door, and glove box,

but cannot start the engine.

A total of 4 keys can be registered.
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Mechanical Key—U

LOCK Switch

UNLOCK Switch

LUGGAGE COMPARTMENT
4 ‘ Switch
i

PANIC Switch

Mechanical Key

(b) Electrical key oscillator (door electrical key oscillators, indoor electrical key oscillators (front,
rear and luggage compartment) and outside electrical key oscillator (luggage compartment))

Each electrical key oscillator transmits the request signal received from the certification ECU
(smart key ECU assembly), and forms a key detection area to detect the presence of a key. The
detection area formed by the door electrical key oscillator and outside electrical key oscillator
(luggage compartment) is approximately 0.7 to 1.0 m (2.3 to 3.3 ft.) from the outside handle of
the door or the center of the rear bumper.

e The detection area of the door electrical key oscillator is formed by transmitting a
request signal every 0.25 seconds while the engine switch is off and each dooris locked.
In this way, the oscillator detects the proximity of a key. During entry lock, the detection
area is formed with the lock switch on.

e The detection area of the outside electrical key oscillator (luggage compartment) is
formed when the power luggage door open switch is on.

e The detection area of the indoor electrical key oscillator (front and rear) is formed when
the driver door is opened or closed, during start ignition, when a warning is activated, or
the lock switch is on.

e The detection area of the indoor electrical key oscillator (luggage compartment) is
formed when the luggage compartment dooris closed, or the luggage compartment
opener outer switch is pressed.

5. ENTRY FUNCTION OPERATION

(a) The smart key system has the following functions:

FUNCTION

OUTLINE

Mechanical Key

O peration is same as conventional mechanical key.

Wireless Door
Lock Control

This function remotely locks and unlocks all doors or luggage compartment.

O peration is same as wireless door lock control system. However, receiverin
certification ECU (smart key ECU assembly) uses entry door control receiver to
control locking and unlocking.

Entry Illumination

When person carrying key enters detection area, door will enter unlock standby
mode and front map light will illuminate.

Entry Unlock

When key is located in detection area of door electrical key oscillator, door will
unlock by touching inside of outside door handle.
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FUNCTION

OUTLINE

Entry Unlock
Mode Switching

Changes doors that can be unlocked with entry unlock function between 2 modes.

e Driver door mode
e All door mode

Entry Lock

When key is located in detection area of door electrical key oscillator and engine
switch is off, door can be locked by pressing lock switch on outside door handle.

Entry Luggage

When key is in detection area of outside electrical key oscillator (luggage

Compartment compartment), luggage compartment door opens by pressing luggage
O pen compartment opener outer switch.
e Prevents confinement of key if door is locked using outside door handle
while key is still inside vehicle.
Key Lock-in e If all doors are locked and luggage compartment door is closed while
Prevention key is still in luggage compartment, warning buzzer sounds. If luggage
compartment open switch is operated, luggage compartment door can
be opened.
When any of situations below occur, smart key system causes certification ECU
(smart key ECU assembly) to sound buzzer in combination meter and wireless
door lock buzzer in order to alert driver.
e Occupant leaves with key.
e Engine switch is operated while key is outside actuation area.
e Entry lock is operated while key is inside vehicle.
Warning e Key battery is weak.

e The key is left in the vehicle.

® A dooris ajar.

e The key is left in the luggage compartment.

e Steering lock does not release.

e The steering lock mechanism is malfunctioning.

The main body ECU (instrument panel junction block) is malfunctioning.

Battery Saving

If key is constantly located within actuation area of door electrical key oscillator,
system maintains periodic communication with key. Therefore, if vehicle remains
parked in that state for a long time, key battery and vehicle battery could be
drained.

Key Cancel

Following key functions can be cancelled by performing certain operations:

Entry Unlock/Lock

Entry Luggage Compartment O pen
Key Lock-in Prevention

e Warning

Key Code
Registration

The total number of keys that can be registered is four.

Enables the registration (writing and storing) of transmitter recognition codes in
the EEPROM that is contained in the certification ECU (smart key ECU
assembly).
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6. WIRELESS DOOR LOCK AND UNLOCK AND LUGGAGE COMPARTMENT OPEN FUNCTION

Push the LOCK/UNLOCK/LUGGAGE COMPARTMENT switch on the key to operate each function. For

details, .

7. ENTRY UNLOCK FUNCTION

(a) The detection area is formed by communication between a door electrical key oscillator and door
control receiver when the door is locked in order to detect access of the person carrying the key.

(b) When the person carrying the key enters the detection area around the vehicle, the matching of
the ID codes for a door electrical key oscillator and key will automatically be performed. After the
matching is completed, the door will enter unlock standby mode.

(c) In unlock standby mode, the antenna built into the outside handle starts sensing. If the outside
handle is held (the back side of the handle is touched), the door unlock operation will be
performed. At this time, the hazard warning light blinks twice and the wireless door lock buzzer
sounds twice.

(d) If any of the doors are not opened after a door unlock operation, all doors will automatically lock
after 60 seconds.
8. ENTRY LOCK FUNCTION

(a) After leaving the vehicle carrying the key, push the lock switch on the outside handle when all the
doors are closed.

(b) The certification ECU (smart key ECU assembly) determines whether the key is located inside or
outside the cabin based on the information from a door electrical key oscillator and indoor
electrical key oscillator. Then matching of the ID codes is performed.

(c) When the matching result shows that the ID codes of the key and indoor antenna do not match
and the ID codes of the key and door electrical key oscillator match, the door lock function will
operate. At this time, the hazard warning lights blink once and the wireless door lock buzzer
sounds once.

(d) If the key is located inside the cabin, the door lock function will not operate and the alarm buzzer
(beep sound) will sound for 2 seconds.

9. ENTRY LUGGAGE COMPARTMENT OPEN FUNCTION

Stand in front of the luggage compartment with the key and push the power luggage compartment opener
switch to start the matching of the ID codes for the outside electrical key oscillator (luggage
compartment). If the ID codes match, luggage compartment door open operation will be performed.

10. KEY LOCK-IN PREVENTION FUNCTION

(a) If you attempt to lock the door through keyless operation (move the lock knob to the lock
position and then close the door) with the key in the cabin, the system determines that the key is
located in the cabin and unlocks the door.

(b) If the luggage compartment is closed with the key in it, the alarm will sound and the luggage
compartment can be opened only when all the doors are locked in order to prevent key
confinement in the vehicle.

11. WARNING FUNCTION

(a) General

When any of the situations below occur, the smart key system causes the certification ECU
(smart key ECU assembly) to sound the buzzer in the combination meter and the wireless door
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lock buzzer in order to alert the driver.

| WARNING FUNCTION OPERATION CONDITION l SITUATION
IExit warning if shift lever position is not P and power source mode is not off. A
IExit warning if shift lever position is P and power source mode is not off. B
]An occupant leaves with the key. | G
IThe engine switch is operated while the key is outside the detection area. | D
IEntry lock is operated while the key is inside the cabin or luggage compartment. E
]The key battery is weak. F
IThe key reminder warning sounds. | G
IA door is ajar. H
IThe key is left in the luggage compartment. | I
Steering lock does not release. | J
The steering lock mechanism is malfunctioning. | K
]The main body ECU (instrument panel junction block) is malfunctioning. | L

(b) Situation A
There are 2 patterns for situation A.
Pattern 1: In situation A, the door is opened and the user tries to leave the vehicle.
Pattern 2: Then the user holds the key and tries to move away from the vehicle.

In these situations, the following control is performed:

e Pattern 1

Possible Effects without
Warning

Sudden vehicle start, vehicle theft, vehicle roll-away

© The shift lever position is not P.
o The engine switch is not off.
o The driver side door is opened.

Warning Condition

The certification ECU (smart key ECU assembly) gives
warning when all following conditions are satisfied:

o Vehicle speed is less than 5 km/h (3.1 mph).

Combination Meter )
warning:

o Buzzer Continuous sound

Combination Meter

o Smart Key #
Indicator Light
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Wireless Door Lock
Buzzer

Warning Stop Condition

The warning is stopped when one of the following
conditions is met:

© The engine switch is off.

o The shift lever positionis P.

© The driver side door is closed.

o Vehicle speed is above 5 km/h (3.1 mph).

e Pattern 2

Possible Effects without
Warning

Sudden vehicle start, vehicle theft, vehicle roll-away

Warning Condition

The certification ECU (smart key ECU assembly) gives
warning when all following conditions are satisfied:

© The shift lever position is not P,

© The engine switch is not off.

© The driver side door is opened and closed.

o Vehicle speed is 0 km/h (0 mph).

o The key is not in the cabin or luggage
compartment.

Combination Meter

o Buzzer

Warning:
Continuous sound

The warning is stopped when one of the following conditions
is met:

© The engine switch is off.

o The shift lever positionis P.

© The key is in the cabin or luggage compartment.
o Vehicle speed is above 0 km/h (0 mph).

Combination Meter

o Smart Key
Indicator Light

Flashes

Wireless Door Lock
Buzzer

Warning:
Continuous sound

The warning is stopped when one of the following conditions
is met:

© The engine switch is off.

o The shift lever positionis P.

o The key is in the cabin or luggage compartment.
o Vehicle speed is above 0 km/h (0 mph).

(c) situation B
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There are 2 patterns for situation B.

Pattern 1: In situation B, the door is opened and the user tries to leave the vehicle.

Then the user holds the key and tries

to move away from the vehicle.

Pattern 2: Then the user tries to use the entry lock and presses the lock switch.

In these situations, the following cont

e Pattern 1

rol is performed:

Possible Effects without
Warning

Vehicle theft, engine cannot be restarted

Warning Condition

The certification ECU (smart key ECU assembly) gives
warning when all following conditions are satisfied:

© The shift lever positionis P.

© The engine switch is not off.

o The driver side door is opened and closed.

© The key is not in the cabin or luggage
compartment.

Combination Meter

o Buzzer

Warning:
Sounds once

Combination Meter

o Smart Key
Indicator Light

Flashes

Wireless Door Lock
Buzzer

Warning:
Sounds 3 times

The warning is stopped when either of the following
conditions is met:

© The engine switch is off.

o0 The key is in the cabin or luggage compartment.

e Pattern 2

Possible Effects without
Warning

V ehicle theft

Warning Condition

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

The certification ECU (smart key ECU assembly) gives
warning when all following conditions are satisfied:

o The shift lever position is P.

o The engine switch is not off.

o All doors are closed.

o The lock switchis "ON",

© The key is not in the cabin or luggage
compartment.

© The key is outside vehicle (within one of the
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actuation areas).

Combination Meter

o Buzzer

Combination Meter

o Smart Key =
Indicator Light

Buzzer

Wireless Door Lock Warning:

Sounds for 2 seconds

(d) Situation C

In this situation, the following control is performed:

Possible Effects without
Warning

Engine cannot be restarted

Warning Condition

The certification ECU (smart key ECU assembly) gives warning when
all following conditions are satisfied:

® The engine switch is not off.
e Any door other than driver side door is opened and closed.
® The key is not in the cabin or luggage compartment.

Combination Meter

e Buzzer

Warning:
Sounds once

Combination Meter

e Smart Key
Indicator Light

Flashes

Wireless Door Lock Buzzer

Warning:
Sounds 3 times
The warning is stopped when one of the following conditions is met:

e The engine switch is off.
® VVehicle speed is above 0 km/h (0 mph).
e The key is in the cabin or luggage compartment.

(e) Situation D

In this situation, the following control is performed:

Possible Effects without
Warning

Confuses the user

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Warning Condition

The certification ECU (smart key ECU assembly) gives warning when
both of the following conditions are satisfied:

e The engine switch is off — on (IG).
® The key is not in the cabin.

Combination Meter

e Buzzer

Warning:
Sounds once

Combination Meter

e Smart Key
Indicator Light

Flashes

Information is displayed on the combination meter for 8seconds
(disappears after 8 seconds).

Wireless Door Lock Buzzer

(f) Situation E

In this situation, the following control is performed:

Possible Effects without
Warning

Vehicle theft

Warning Condition

The certification ECU (smart key ECU assembly) gives warning when
all following conditions are satisfied:

® The engine switch is off.

® All doors are closed.

e The lock switch is "ON".

® The key is in the cabin or luggage compartment.

Combination Meter

e Buzzer

Combination Meter

e Smart Key
Indicator Light

Wireless Door Lock Buzzer

Warning:
Sounds for 2 seconds

(g) Situation F

In this situation, the following control is performed:

Possible Effects without
Warning

Smart key system does not function

Warning Condition

The certification ECU (smart key ECU assembly) gives warning when
all following conditions are satisfied:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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e The engine switch is turned off after being left on (IG) for over
20 minutes.

e The key battery voltage is low.

e The key is in the cabin.

Combination Meter

e Buzzer

Warning:
Sounds once

Combination Meter

e Smart Key
Indicator Light

Wireless Door Lock Buzzer

(h) Situation G

There are 2 patterns for situation G.

e Pattern 1: When the driver's door is open, the driver turns the engine switch on (ACC)

and attempts to leave the vehicle.

e Pattern 2: When the driver's dooris open, the driver turns the engine switch from on (IG)

to off and attempts to leave the vehicle.

In these situations, the following control is performed:

Pattern 1 and Pattern 2

Possible Effects without
Warning

V ehicle theft

Warning Condition

The warning is activated when either of the following conditions is
met:

® The engine switch is on (ACC) and the driver door is
opened.

® The engine switch is off, the steering is unlocked, and the
driver door is opened.

Combination Meter

e Buzzer

Continues to sound at short and even intervals

Combination Meter

e Smart Key Indicator
Light

[Wireless Door Lock Buzzer

Engine Switch Indicator Light

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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The warning is stopped when one of the following conditions is met:

e The engine switch is on (IG).
e The driver side dooris closed.
e The engine switch is off and the steering is locked.

Warning Stop Condition

(i) Situation H

The lock switch on the door outside handle is pressed to perform entry lock with a door open. In
this situation, the following control is performed:

Possible Effects without

Warrifbg Vehicle theft

The warning is activated when all of the following conditions are met:

e The engine switch is off.
e Any doors are opened.
e The entry lock button on the outer door handle is operated.

Warning Condition

Combination Meter

e Buzzer

Combination Meter

e Smart Key Indicator ||-
Light

Warning:
Continuous sound

Wireless Door Lock Buzzer

Engine Switch Indicator Light |-

The warning is stopped when one of the following conditions is met:

The engine switch is off.

All doors are closed.

Wireless door lock remote function is unlocked.

Entry unlock is operated.

10 seconds have elapsed since the wireless door lock
buzzer was activated.

Warning Stop Condition

(j) Situation I

The luggage compartment door is closed with the key left in the luggage compartment. In this
situation, the following control is performed:

Possible Effects without

. Vehicle theft
Warning
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Warning Condition

The warning is activated when all of the following conditions are met:

e Vehicle speedis 0 km/h (0O mph).

e All doors are closed and all doors are locked or the state where
the door after unlock operation is waiting to open.

e Entry luggage compartment open function is available.

Combination Meter

e Buzzer

Combination Meter

e Smart Key
Indicator Light

|Wire|ess Door Lock Buzzer

Sounds for 2 seconds

| Warning Stop Condition

(k) situation J

The steering lock cannot be released. In this situation, the following control is performed:

Possible Effects without
Warning

Vehicle theft

Warning Condition

The steering lock cannot be released, thus the engine is prevented from
starting.

Combination Meter

e Buzzer

Combination Meter

e Smart Key
Indicator Light

Flashes

Wireless Door Lock Buzzer

Engine Switch Indicator
Light

The green indicator blinks at 1-second intervals (goes off automatically
in 30 seconds).

Warning Stop Condition

The engine switch is pressed while the steering wheel is turned left and
right, and the steering lock is successfully released.

(1) Situation K

A malfunction of the steering lock ECU is detected. In this situation, the following control is

performed:

Possible Effects without
Warning

Vehicle theft

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Warning Condition A malfunction of the steering lock ECU is detected.

Combination Meter

e Buzzer

Combination Meter

e Smart Key Indicator ||Flashes
Light

Wireless Door Lock Buzzer |

The amber indicator blinks at 2-second intervals (goes off

Engine Switch Indicator Light
9 g automatically in 15 seconds).

Warning Stop Condition |The steering lock ECU returns to normal.

(m) Situation L

A malfunction of the main body ECU (instrument panel junction block) is detected. In this
situation, the following control is performed:

Possible Effects without

Warning Vehicle theft

A malfunction in the main body ECU (instrument panel junction

Warning Conditi
arning Condition block) is detected.

Combination Meter

e Buzzer

Combination Meter

e Smart Key Indicator |-
Light

Wireless Door Lock Buzzer -

The amberindicator blinks at 2-second intervals (goes off

Engine Switch Indicator Light
9 9 automatically in 15 seconds).

The main body ECU (instrument panel junction block) returns to

Warning Stop Condition
normal.

12. BATTERY SAVING
(a) Vehicle Battery Saving Function

In the smart key system, signals are emitted outside the vehicle at a prescribed interval (0.25
seconds) when the doors are locked. Therefore, the vehicle battery could be drained if the vehicle
remains parked for a long time. For this reason, the controls listed below are carried out:

CONDITION CONTROL
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CONDITION . CONTROL

Both conditions below are met for 5 days:

e Key is not in detection area. Signal transmission interval is extended from
e Touch sensor or lock switch operationis [[0.25 to 0.75 seconds.
not performed.

Both conditions below are met for 14 days:

e Key is not in detection area. The smart key system is automatically
e Touch sensor or lock switch operation is | deactivated.
not performed.

Reinstatement Conditions

e A wireless door lock control signal (lock, unlock) is input and the ID code matches.
e A usercarries the key and pushes a lock switch on an cutside door handle.
e A dooris locked or unlocked by the mechanical key.

(b) Key Battery and Vehicle Battery Saving Function

In the smart key system, if the key is constantly located within the vehicle exterior detection area
of the doors, the system maintains periodic communication with the key. Therefore, if the vehicle
remains parked in that state for a long time, the key battery and the vehicle battery could be

drained. For this reason, if this state continues longer than 10 minutes, the smart key system
automatically becomes deactivated.

Reinstatement Conditions

e A wireless door lock control signal (lock, unlock) is input and the ID code matches.
e A user carries the key and pushes a lock switch on an cutside door handle.
e A dooris locked or unlocked by the mechanical key.

(22 JOYOTA.
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Last Modified: 3-10-2010 |6.4A From: 200901

Model Year: 2010 IModel: Corolla Doc ID: RMOOOOO3FX5001X

Title: THEFT DETERRENT / KEYLESS ENTRY: SECURITY INDICATOR LIGHT ASSEMBLY:
INSTALLATION (2010 Corolla)

INSTALLATION
1. INSTALL TELLTALE LIGHT ASSEMBLY

(a) Engage the 2 claws and install the telltale light assembly.

4. INSTALL CENTER INSTRUMENT CLUSTER FINISH PANEL ASSEMBLY (for Manual

Transaxle)

5. INSTALL CENTER INSTRUMENT CLUSTER FINISH PANEL ASSEMBLY (for Automatic

Transaxle)

6. INSTALL SHIFT LEVER KNOB SUB-ASSEMBLY (for Manual Transaxle)
7. INSTALL SHIFT LEVER KNOB SUB-ASSEMBLY (for Automatic Transaxle)
8. INSTALL LOWER INSTRUMENT PA NEL FINISH PANEL LH

9. INSTALL LOWER INSTRUMENT PANEL FINISH PANEL RH
N7 OTOYO A,
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Last Modified: 3-10-2010 l6.4 L |From: 200901

Model Year: 2010 Model: Corolla IDoc ID: RMO0O0O0O0OOXUGBOD36X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function):
PRECAUTION (2010 Corolla)

PRECAUTION

1. PRECAUTIONS WHEN USING TECHSTREAM

(a) When troubleshooting the smart key system using the Techstream with the engine switch off,
connect the Techstream to the vehicle and repeat turning any of the courtesy light switches on
and off until communication between the Techstream and the vehicle begins (the interval between
ON and OFF should be less than 1.5 seconds).

(b) After DTCs are all cleared, check if the trouble occurs again 6 seconds after the engine switch is
turned on (IG).

2. PRECAUTIONS FOR EACH FUNCTION
(a) Precautions for the key:
The key is a precision instrument. Be sure to observe the following:
(1) Do not drop or strike the key.
(2) Do not keep the key in a high temperature area for a long time.
(3) Do not use an ultrasonic washing machine to clean the key.
(4) Keep the key away from magnets or magnetized items during use.
(5) Do not attach any stickers to the key.
(6)Ifa key is lost, delete all registered key ID codes and then reregister the remaining keys.
(b) Precautions for the entry unlock function:

(1) As the sensoris built into the backside of the outside door handle, the user must touch the
backside of the handle when performing the unlock function.

(2) If the backside of the handle is touched with gloved hands, the response of the door may be
delayed.

(3) During the entry unlock operation, if the door handle is pulled before the door unlocks, the

unlock function cannot be completed. Confirm that the door has been unlocked before pulling
the door handle to open the door.

(4) Make sure that the doors are unlocked when touching the touch sensor on the outside door
handle while the key is being carried.

Ifthe doors cannot be unlocked, the certification ECU (smart key ECU assembly) orders the
main body ECU (instrument panel junction block) to perform the door unlock operation 4 times
at intervals of 0.75 seconds.

At this time, the door may not be unlocked because the handle is being pulled due to some
mechanical reasons.

Be sure to return the door handle to its original position.
Ifthe door cannot be opened by pulling the handle, perform the entry unlock operation again.

(5) Ifthe key is too close to the electrical key oscillator on the outside of the vehicle, the door

may not be unlocked because the key cannot react to the strong wave output from the
transmitter.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 33/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

(6) If the key is within the vehicle exterior detection area, the door can be unlocked even when a
person other than the person carrying the key holds the door handle.

However, the doors other than the door that the codes match will not be unlocked.

(If the key is within the driver side door's detection area outside the vehicle, the doors will be
unlocked when the person carrying the key holds the driver side door handle. However, if any
door handle other than that of the driver side dooris held, the doors will not be unlocked).

(7) If a dooris not opened after the door unlock operation, the doors automatically lock after
approximately 60 seconds.

(8)Ifalarge amount of wateris applied to the door handle due to a car wash or heavy rain, the
key being within the vehicle exterior detection area may cause the doors to be unlocked.

However, the doors will be locked again after approximately 60 seconds if a door is not
opened.

(9) If the key of the smart key system is used while it is being carried with the key of another
smart key system, the time before the entry unlock operation will become longer than usual.
This is not a malfunction.

(c) Precautions for the entry lock function:

(1) When performing the entry lock operation, firmly press the lock switch on the outside door
handle.

Ifthe lock switch is pressed too quickly or lightly, the entry lock may not operate.

(2) Signals output from the indoor electrical key antenna may leak through the window. Also, if the
key is too close to a door electrical key oscillator, the electrical key oscillator output signals
are too strong and the key cannot respond. As a result, when the key is near the vehicle
(window, door handle), the entry lock function may not operate. Also, the key reminder warning
buzzer may sound and the entry unlock operation may stop functioning. In this situation, move
the key away from the vehicle (window, door handle), perform the entry lock operation and
perform the entry unlock operation.

(3) Do not touch the lock switch while opening or closing a door.

Ifthe lock switch is pressed when opening or closing a door while the key is being carried, the
door ajar warning buzzer sounds (beeps outside the vehicle for 10 seconds).

(4) Ifthe key is on the instrument panel, rear package tray, floor, orin the glove box, the key
reminder function may not operate and the key may be locked in the vehicle. Always carry the
key.

(5) Ifthe key is outside the vehicle but is very close to a window or door handle (the ECU
determines that the key is inside the vehicle) and the transmitter or mechanical key is used to
lock the doors (entry lock is not used), entry unlock will not operate. To unlock the doors,
perform a wireless door unlock operation. The entry lock function operates in this way to
prevent the user from unintentionally unlocking the doors from outside the vehicle. For
example, when a user operates the wireless door lock operation from inside the vehicle, radio
waves from a door electrical key oscillator may leak into the vehicle interior and the doors
may unlock.

(6) To allow the user enough time to check if the doors are locked after performing a door lock
operation (entry lock function or wireless door lock operation), the entry unlock function will
not be permitted for 3 seconds after the door lock operation.

(d) Precautions for luggage compartment door entry function:

Even if the key is within the outside electrical key oscillator (luggage compartment) detection
area, the luggage compartment door cannot be opened if the key is in the following areas:
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e Near the center of the bumper
e Too close to the ground or in a high place

(e) Precautions for the function to prevent key confinement in the luggage compartment:
(1) Do not place the key in the luggage compartment.

Ifthe luggage compartment dooris closed with the key in it when all the doors are locked, the
alarm to indicate key confinement will operate (beeping sound for 2 seconds outside of the
vehicle). However, the alarm may not operate for some reason relating to the key location
(near the spare tire or the side of the luggage compartment), the key condition (covered with
metal or near metal), or ambient radio waves.

(2) If the luggage compartment door is closed with the key in it when any of the doors is unlocked
or open, the key confinement prevention function will not operate. In this case, use the

luggage compartment openerin the cabin to open the luggage compartment door and take out
the key.

(3) The alarm may erroneously operate in the following conditions. If you can confirm that you are
carrying the key or that the key is in the cabin, there is no problem. The entry luggage
compartment open function may not operate if the alarm erronecusly operates. In this case,

use the luggage compartment opener in the cabin or perform a wireless operation to open the
luggage compartment door.

- The key is brought into the cabin after the luggage compartment door is opened, and then the
luggage compartment door is closed.

- The luggage compartment dooris closed by the person who is carrying the key.

(4) If the alarm operates when the luggage compartment door is closed with all the doors locked,

the key is in the cabin or luggage compartment. Check the cabin and luggage compartment to
find the key.

(5) If the luggage compartment door is closed with the key in it when all the doors are locked, the

alarm will sound and the luggage compartment door can be opened. This may increase the risk
of the vehicle being stolen.

(6) Do not open or close the luggage compartment door after all the doors are locked if you want
to keep the spare keys in the cabin. As a result, the alarm may sound and the luggage
compartment door can be opened. This may increase the risk of the vehicle being stolen.

(f) Precautions for the battery built into the key and the vehicle battery:

(1) The key is constantly checking for signals from the vehicle, which requires power from the
key's built-in battery. The life of the battery is approximately 1 to 2 years depending on the
usage conditions. Be sure to replace the battery when its power is low. When replacing the
battery, do not touch the inner circuit board or other inner parts.

(2) The key is constantly checking for signals from the vehicle using battery power to determine
whether the key is being used or not. Even if the useris carrying 2 keys and only 1 key is
used, both keys will consume battery power.

(3) The key receives radio waves at approximately 314 MHz. If the key continuously receives
strong, identical frequency waves, the key's battery may be drained. Store the key at least 1
m (3.3 ft.) away from TVs, personal computers, or other electrical products.

(4) When a door is being locked, the vehicle battery is used to transmit radio waves. The battery
may be dead if the vehicle remains stopped for a long time. If the vehicle is not used for a long
time, remove the battery from the vehicle or cancel the smart key system.

(5) When a door is being locked with the key in the detection area of a door electrical key
oscillator, the battery is used for regular communication between the key and vehicle. If the
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vehicle is not used, keep the key away from the vehicle (more than 2 m (6.6 ft.)).

(6) After disconnecting and reconnecting the battery cable, the entry unlock function may not
operate. Ifthis occurs, perform a wireless door unlock and lock operation.

(g) Precautions for the entry unlock mode switching function:

(1) Use the entry unlock mode switching function withina 1 m (3.3 ft.) area around the vehicle.

(2) The entry unlock mode switching function cannot be used within 5 seconds of the previous
mode change. Wait 5 seconds or more before performing a mode change.
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Last Modified: 3-10-2010 6.4 R |From: 200901
Model Year: 2010 IModel: Corolla |Doc ID: RMO0O0000OXUS02QX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): PARTS
LOCATION (2010 Corolla)

PARTS LOCATION
ILLUSTRATION
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ENGINE ROOM JUNCTION
BLOCK AND RELAY BLOCK

- AM2 NO, 2 FUSE

- ECU-B2 FUSE
-ECU-B FUSE —— WIRELESS DOOR LOCK BUZZER

3 CERTIFICATION ECU

SMART KEY ECU

MAIN BODY ECU (
(INSTRUMENT PANEL ASSEMBLY)
JUNCTION BLOCK)
- ACC FUSE
- ECU IG NO. 1 FUSE

ILLUSTRATION
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FRONT DOOR QUTSIDE
HANDLE LH

-ENTRY LOCK AND
UNLOCK SWITCH

FRONT DOOR OUTSIDE HANDLE RH —
-ENTRY LOCK AND UNLOCK SWITCH

INDOOR ELECTRICAL KEY OSCILLATOR (REAR)—

INDOOR ELECTRICAL KEY OSCILLATOR —
(FRONT}

DOOR ELECTRICAL KEY —
OSCILLATOR LH

DOOR CONTROL RECEIVER —

LUGGAGE COMPARTMENT DOOR OPENER OUTER SWITCH —

DOOR ELECTRICAL KEY OSCILLATOR RH —

INDOOR ELECTRICAL KEY OSCILLATOR ——
(LUGGAGE COMPARTMENT)

OUTSIDE ELECTRICAL KEY OSCILLATOR (LUGGAGE COMPARTMENT) —

ELECTRICAL ANTENNA —

ILLUSTRATION
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— FRONT DOOR LOCK

—— FRONT DOOR COURTESY SWITCH

—— REAR DOOR LOCK

— FRONT DOOR LOCK

— REAR DOOR LOCK

. - S
REAR DOOR COURTESY SWITCH —— —

FRONT DOOR COURTESY SWITCH —

REAR DOOR COURTESY SWITCH —

LUGGAGE COMPARTMENT DOOR LOCK —

(3 TOYOTA
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Last Modified: 3-10-2010

64U

|From: 200901

Model Year: 2010

|Model: Corolla

Doc ID: RMOOOOOOXUEOD2YX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): SYSTEM
DIAGRAM (2010 Corolla)

SYSTEM DIAGRAM

Main Body ECU (Instrument
Panel Junction Block)

Door Electrical
Key Oscillator LH

Certification ECU
(Smart Key ECU
Assembly)

((K( ' ]\II \‘I”
Front Door
Qutside Handle

Assembly LH

- Touch Sensor
- Antenna

- Lock Switch

Il

To CAN Communication

System

Door Electrical
Key Oscillator RH

@)

Front Door
QOutside Handle
Assembly RH

- Touch Sensor

- Antenna

((((

N’/

- Lock Switch

* Indoor Electrical Kay

Oscillator (for Front)

. CAN Communication Line
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Indoor
Electrical
Key

Oscillator
Eﬁ (for Rear)

=)

A
Indoor Electrical Key Oscillator

AN

(for Luggage Compartment) Y. Electrical
Key Antenna
oo
v @
Luggage Compartment Outside Electrical Key Oscillator
Door Opener Outer Switch {Luggage Compartment)
H
TRANSMITTING ECU RECEIVING ECU SIGNAL COMMUNICATION
(TRANSMITTER) METHOD
: : Door lock output '
Main body ECU signal
(InstrumZnt anel Certification ECU (smart key lean
) ) P ECU assembly) Luggage
junction block) compartment door
output request signal _
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TRANSMITTING ECU
(TRANSMITTER)

RECEIVING ECU

SIGNAL

Wireless door lock
buzzer request signal

Door lock position
switch signal

Driver door key
operated switch
signal

Luggage
compartment door
key operated switch
signal

COMMUNICATION
METHOD

Certification ECU
(smart key ECU
assembly)

Main body ECU (Instrument
panel junction block)

. Illumination light

request signal

Light answer back
signal

Door lock/unlock
request signal

CAN

Certification ECU
(smart key ECU
assembly)

Combination meter

Meter buzzer
single-tone request
signal

Meter buzzer
intermittence request
signal

Meter buzzer
continuation request
signal

CAN

Combination meter

e Certification ECU
(smart key ECU
assembly)

e Main body ECU
(Instrument panel
junction block)

Vehicle speed signal

CAN
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Last Modified: 3-10-2010 l6.4 D |From: 200901
Model Year: 2010 Model: Corolla Doc ID: RMO0O0000OXU703QX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): HOWTO
PROCEED WITH TROUBLESHOOTING (2010 Corolla)

HOW TO PROCEED WITH TROUBLESHOOTING

HINT:

e Use the following procedures to troubleshoot the smart key system.

e *: Use the Techstream.

e When troubleshooting the smart key system using the Techstream with the engine switch off,
connect the Techstream to the vehicle and repeat turning any of the courtesy light switches on
and off until communication between the Techstream and the vehicle begins (the interval between
ON and OFF should be less than 1.5 seconds).

1. |VEHICLE BROUGHT TO WORKSHOP

NEXT

2. |CUSTOMER PROBLEM ANALYSIS CHECK

HINT:

e In troubleshooting, confirm that the problem symptoms have been accurately identified.
Preconceptions should be discarded in order to make an accurate judgment. To clearly
understand what the problem symptoms are, it is extremely important to ask the customer about
the problem and the conditions at the time the malfunction occurred.

e Gather as much information as possible for reference. Past problems that seem unrelated may
also help in some cases.

e The following 5 items are important points in the problem analysis:

What Vehicle model, system name

When Date, time, occurrence frequency
Where Road conditions

Under what conditions? Driving conditions, weather conditions
How did it happen? . Problem symptoms
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NEXT

3. |INSPECTBATTERY VOLTAGE

(a) Measure the battery voltage.

Standard Voltage:
11to14V

If the voltage is below 11 V, recharge or replace the battery before proceeding to the next step.

NEXT
Vv

4. |INSPECT COMMUNICATION FUNCTION OF CAN COMMUNICATION SYSTEM (CAN)*

(a) Use the Techstream to check if the CAN communication system is functioning normally.

Result:
RESUL | PROCEED TO
CAN DTC is output. | A
CAN DTC is not output. | B

AD Go to DIAGNOSTIC TROUBLE CODE CHART

5. |INSPECT COMMUNICATION FUNCTION OF LIN COMMUNICATION SYSTEM (LIN)*

(a) Use the Techstream to check if the Multiplex Communication System (MPX) is
functioning normally.
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Result:
| RESULT ] PROCEED TO
[LIN DTC is output. | A
ILIN DTC is not output. | B

AD Go to DIAGNOSTIC TROUBLE CODE CHART

6. |CHECK DTC OUTPUT*

(a) Check for DTCs. Based on the DTCs output, try to cause the same steering lock system
DTC, engine immobiliser system DTC, wireless door lock control system DTC or smart key
system (for start function) DTC to be output by simulating the symptoms indicated by the

DTCs.
Result:
| RESULT | PROCEED TO
|Steering lock system DTC is not output. |A
IEngfne immobiliser system DTC is output. |B
Wireless door lock control system DTC is output. IC
Smart key system (for start function) DTC is output. |D
DTC is not output. |E
Ap Go to DIAGNOSTIC TROUBLE CODE CHART
B } Go to DIAGNOSTIC TROUBLE CODE CHART
C ’ Go to DIAGNOSTIC TROUBLE CODE CHART
D ’ Go to DIAGNOSTIC TROUBLE CODE CHART
E
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7. |PROBLEM SYMPTOMS TABLE

(a) Refer to Problem Symptoms Table o .

Result:
RESULT ' PROCEEDTO
Fault is listed in problem symptoms table. A
Fault is not listed in problem symptoms table. B

A}Goto step 9

8. |OVERALLANALYSIS AND TROUBLESHOOTING*

(a) Operation Check
(b) Data List / Active Teat
(c) Terminals of ECU

NEXT
v

9. |REPAIR OR REPLACE

NEXT
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10. |CONFIRMATION TEST

NEXT > enp

(G JOYOTA

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 48/582



Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

15.06.2021
Last Modified: 3-10-2010 6.4 D |From: 200901
Model Year: 2010 Model: Corolla |D0c ID: RMOOO0O02U9WOOXX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function):
OPERATION CHECK (2010 Corolla)

OPERATION CHECK
1. SMART KEY SYSTEM OPERATION INSPECTION

(a) Check the entry unlock function.
(1) Use the wireless lock operation to lock the doors. With the key in your possession, touch a
door's outside handle (touch sensor) and check that the door unlocks.

(b) Check the entry unlock operation's detection area.

(1) Step 1: Hold the key at the same height as the door's outside handle (approximately 0.8 m
(2.62 ft.)). Pay attention to the direction of the key shown in the illustration.

[}
_ —— S— (2) Step 2: Check that when the key is brought within 0.7
I to 1.0 m (2.30 to 3.28 ft.) of the vehicle, the system
—— .. enters unlock standby mode.
07t010m HINT:
Y Unlock standby mode is signified by the key's red LED illuminating.
:
Lock Swilch

(3) Step 3: After the system enters unlock standby mode,
5 ) touch the outside handle's sensor within 3 seconds.
Check that the door unlocks.

-Détc_at':fmn Area
(Inner Side) NOTICE:

The key may not be able to communicate with the system
within a 0.2 m (0.656 ft.) radius of each outside handle.

H

(4) Step 4: Repeat step 2 and step 3 for the remaining doors.

(5) Step 5: Inspect the door electrical key oscillator's response sensitivity. Wear protective
gloves, set the system to unlock standby mode, and check that touching the inner side of the
outside handle (the highlighted area in the illustration) with your finger causes the door to
unlock.

NOTICE:

When touching the highlighted area, tapping too quickly or having extended contact may not trigger the
sensor. In such a case, the door will not unlock.

(6) Step 6: Repeat step 5 for the remaining doors.
(c) Check the entry lock function.
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(1) Step 1: Close all of the vehicle's doors. With the key in
your possession outside of the vehicle, check that
pressing the lock switch locks the doors.

HINT:

¢ When pressing the lock switch, hold the electrical key
transmitter about 1 m (3.28 ft.) above the ground and
about 0.3 m (0.984 ft.) away from the vehicle as shown in
the illustration.

e Due to the key being unable to communicate with the
system withina 0.2 m (0.656 ft.) distance from the outside

Y handle, do not press the lock switch with the same hand

that is holding the key. The doors may not lock.

e Ifthe key lock-in prevention function buzzer sounds*,
radio waves from the indoor electrical key oscillator may
be leaking from the vehicle. Perform this same check for
the front passenger side and rear doors.

*: Except Europe and China

(2) Step 2: Repeat step 1 for the remaining doors.
(d) Check the entry luggage compartment door open function.

(1) Close the luggage compartment door. With the key in your possession, check that pressing
the luggage door opener switch opens the luggage compartment door.

(2) Inspect the entry luggage compartment door open
operation's detection area. Hold the key at the same
height as the luggage door opener switch
(approximately 0.8 m (2.62 ft.)) aligning it with the
center of the rear of the vehicle. Pay attention to the
direction of the key shown in the illustration. Check
that when the key is brought within 0.7 to 1.0 m (2.30
to 3.28 ft.) of the vehicle, pressing the luggage door
opener switch opens the luggage compartment door.

(e) Check the entry ignition function.
(1) When the engine is stopped:

With the key in your possession and the brake pedal depressed, check that pressing the
engine switch releases the steering wheel lock and starts the engine.

HINT:

The engine can be started only when the engine switch indicator illuminates in green.

(2) When the engine is running:

With the key in your possession, check that pressing the engine switch stops the engine and
activates the steering wheel lock.
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The shift position must be P to stop the engine.

Inspection

Inspection

(3) Inspect the entry ignition operation's detection area
(front seat). Pay attention to the direction of the key in
the illustration. When the key is in either of the 2
locations in the illustration, check that the engine can
start.

NOTICE:

The engine cannot be started when the key is on the
instrument panel or rear package tray, or in the glove box.

(4) Inspect the entry ignition operation's detection area
(rear seat). Pay attention to the direction of the key
shown in the illustration. When the key is in either of
the 2 locations in the illustration, check that the engine
can start.

NOTICE:

The engine cannot be started when the key is on the
instrument panel or rear package tray, or in the glove box.

(f) Check the key lock-in prevention function (for luggage compartment).

(1) Place the key in the luggage compartment with all doors locked. Check that: 1) closing the
luggage compartment door triggers the key's wireless buzzer (which lasts approximately 2
seconds), and 2) pressing the luggage door opener switch opens the luggage compartment

door.

Vehicle Center

(2) Inspect the key lock-in prevention's detection area.
Pay attention to the direction of the key shown in the
illustration. When the key is in either of the 2 locations
in the illustration, check that: 1) closing the luggage
compartment door sounds the wireless buzzer, and 2)
pressing the luggage door opener switch opens the
luggage compartment door.

NOTICE:

If the key is inside a metal storage item, such as a metal
briefcase or metal box, the key will not be able to be detected
by the system.

(3) Inspect the key lock-in prevention's detection area
and the entry door control receiver for wave leaks. Hold
the key at the same height as the lower edge of the
luggage compartment door aligning it with the center of
the rear of the vehicle. Pay attention to the direction
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Luggage Compartment

and position of the key shown in the illustration. Check
that when the key is more than 0.1 m (0.328 ft.) away
___________ from the vehicle's rear bumper, the wireless buzzer
ﬁ does not sound. If the warning buzzer sounds, the entry
door control receiver may have a wave leak.

0.1 m or more

(g) Check the key cancel function.

(1) While the engine switch is on (IG), check that the luggage door opener switch is the only
switch that can be operated in the smart key system.

(2) While the key cancel function (smart key system cancel function) is ON, check that all
functions of the smart key system cannot be operated.

(h) Check the answer-back function (hazard warning light flashing and buzzer sounding).

ENTRY OPERATION HAZARD WARNING LIGHT . BUZZER
Entry Door Lock Flashes once Sounds once
Entry Door Unlock Flashes twice Sounds twice
Entry Luggage Compartment Door O pen Flashes once Sounds once

(i) Check that the key reminder warning buzzer sounds.

(1) Carry the key in the vehicle and close the driver side door. Then turn the engine switch off or
on (ACC).

(2) Open the driver side door and check that the buzzer sounds intermittently.
(j) Check that the key reminder warning buzzer stops.

(1) When the buzzeris sounding, check that the buzzer stops sounding if either of the following is
performed:

e Close the driver side door (front door courtesy light switch is off).
e Turn the engine switch on (IG).

2. KEY DIAGNOSTIC MODE

HINT:

Key diagnostic mode checks if the electrical key transmitter within a selected oscillator/amplifier detection area
is operating normally. The results are output through the wireless door lock buzzer.

(a) Connect the Techstream to the DLC3.
(b) Turn the engine switch on (IG).

(¢) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key / Utility / Communication Check (Key
Diag Mode).

(e) Check the values by referring to the table below.
Smart Key
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TFESTER DISPLAY

INSPECTION RANGE

Overhead + Driver Side

. Door electrical key oscillator (driver side)

Overhead + Passenger Side

|Door electrical key oscillator (front passenger side)

|O verhead + Front Room

|Indocr electrical key oscillator (front floor)

|Overhead + Rear Room

Indoor electrical key oscillator (rear floor)

| Overhead + Luggage (outside)

Outside electrical key oscillator (luggage compartment)

|Overhead + Luggage (inside)

|Indoor electrical key oscillator (luggage compartment)

|Immobi|]serAmp

Amplifier (engine switch)

(f) When the electrical key transmitter is brought near the selected oscillator/amplifier, check that
the wireless door lock buzzer sounds.
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Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function):
CUSTOMIZE PARAMETERS (2010 Corolla)

CUSTOMIZE PARAMETERS
1. CUSTOMIZING FUNCTION WITH TECHSTREAM

HINT:

The items in the table below can be customized.

NOTICE:
e When the customer requests a change in a function, first make sure that the function can be
customized.
e Be sure to make a note of the current setting before customizing.
e When troubleshooting a function, first make sure that the function is set to the default setting.
HINT:

The following functions' default settings are ON. Part of these functions can be customized.

(a) Connect the Techstream to the DLC3.
(b) Turn the engine switch on (IG).
(c) Turn the Techstream on.
(d) Enter the following menu: Customize Setting / Smart Key/Access.
(e) Select the setting by referring to the table.
Smart Key/Access (Certification ECU (Smart Key ECU assembly))

DISPLAY DEFAULT CONTENT SETTING
(ITEM)
e Function to set waiting time to permit opening door 855 158 [
Park Wait T 2.5
aric fait Time ° after door is locked with entry lock function. 2.5s/5.0s
Igm”.cicm ALL Functio.n to choose the avaifabl.e area for key to start FRONT /ALL
Available Area the engine and cancel the steering lock.

Function to open the luggage compartment door when

Trunk O pen
Mods B ON the driver has the key and presses the luggage open ON /OFF
button.
Key Low . . .
ON Function to set a warning function for a low battery. ON /OFF

Battery Warning

2. ENTRY UNLOCK MODE SWITCHING FUNCTION

(a) To change the vehicle to entry unlock mode switching function, make sure that the engine switch
is offand simultaneously press and hold the electrical key's LOCK switch and another electrical
key switch for 5 seconds.

e Driver door unlock default setting:
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When the switches are pressed and held for 5 seconds, the entry door unlock mode changes
in the following order: driver door mode, all door mode.

NOTICE:

After pressing and holding the switches for 5 seconds, wait 5 seconds before performing the same
procedure again.

e Driver door unlock mode:
When the driver door's touch sensor is touched, only the driver door unlocks. When

another touch sensoris touched, all doors unlock.
e All door unlock mode:

When the touch sensor is touched, all doors unlock.

(b) The certification ECU (smart key ECU assembly) receives this signal from the entry door control
receiver and changes the smart key system to the entry unlock mode.

(c) The certification ECU (smart key ECU assembly) sounds the wireless door lock buzzer and
combination meter buzzer to inform the user that the mode has been switched.

MODE WIRELESS DOOR LOCK BUZZER COMBINATION METER BUZZER
Driver Door .
Sounds 3 times Sounds once
(Default)
All Doors ,
Sounds 2 times Sounds once

(Customized)

HINT:

The function only changes the entry unlock mode of the smart key system. It does not switch the unlocking of

the wireless door lock control.

3. ELECTRICAL KEY CANCEL

The electrical key cancel operation disables the following functions:

Entry Unlock / Lock

Entry Luggage Compartment O pen
Key Lock-in Prevention

Warning

(@) The operation procedures are as follows:
Precondition:
Engine switch off, driver side door closed and unlocked.
(1) Unlock the driver side door once with the UNLO CK switch of the key.
(2) Open the driver door within 5 seconds.
(3) Unlock the driver side door twice with the UNLO CK switch of the key within 5 seconds.
(4) Close and open the driver door twice within 30 seconds.
(Driver door: Close — Open — Close — O pen)
(5) Unlock the driver side door twice with the UNLO CK switch of the key within 5 seconds.

(6) Close and open the driver door within 30 seconds.
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(Driver door: Close — Open)
(7) Close the driver door within 5 seconds.
When electrical key cancel is activated, the wireless door lock buzzer sounds twice.

To return to the original condition, perform the procedures again. When the original condition is
returned, the wireless door lock buzzer sounds once.

D OIL
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Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function):

TERMINALS OF ECU (2010 Corolla)

TERMINALS OF ECU

1. CHECK CERTIFICATION ECU (SMART KEY ECU ASSEMBLY)
(a) Disconnect the E36 certification ECU (smart key ECU assembly) connector.

1

» NEEEER

¢l=
"
-

25|24\ 22

[ a0 20] 3] 7] 36 35/

(b) Measure the voltage and resistance according to the value(s) in the table below.

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
W - Body
- - round*1
ElErLY 6B) Bady g +B power supply Always 11to14V
ground BR - Body
ground*2
L - Body
E36-18 (IG) - Bod round*1
ae) odyf 9 Ignition power supply Engine switch off Below 1l V
ground B - Body
ground*2
L - Body
E36-18 (IG) - Body | ground*1 - Engine switch on
Ignition power suppl 11to14V
ground B - Body g ¢ PR (IG)
ground*2
E36-17 (E) - Bod W-B - Bod
() ey o Ground Always Belowl Q
ground ground
E36-19 (ACC) - GR - Body ) i
O —— ACC power supply Engine switch off Below 1l V
E36-19 (ACC) - GR - Body Engine switch on
Badyground ——— ACC power supply (ACC) 11tol14V
E36-3 (TSW1) - V - Body Entry lock switch (driver Front lock switch .
10 kQ or high
Body ground ground side) signal not pushed orhigher
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FESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
E36-3 (TSW1) - V - Body Entry lock switch (driver Front lock switch Belai L 6

Body ground ground side) signal pushed
R - Body
- - round*1 i i
E36-4 (TSW2) g Entry lock swfltch . Front lock switch 10 k or higher
Body ground W - Body (passenger side) signal not pushed
ground*2
R - Body
E36-4 (TSW2) - ground*1 Entry lock switch Front lock switch Balow 1 O
Body ground W - Body (passenger side) signal pushed
ground*2
EB6-10: (LN~ V - Body LIN line Always 10 kQ or higher
Body ground ground Y S
REa-27 (CANH) = =B« Bogy CAN line Always 10 kQ or higher
Body ground ground
k2628 [LANL)~ W= Body CAN line Always 10 kQ or higher
Body ground ground
BR - Body
- - round*1
E36-40 (AGND) g Ground Always Belowl Q
Body ground GR - Body
ground*2
V - Body
- - round*1 i
E36-7 (TSW5) g Luggage compar.'tmenilc door |O pener switch 10 kQ or higher
Body ground GR - Body ||opener outer switch signal |OFF
ground*2
V - Body
E36-7 (TSW5) - ground*1 Luggage compartment door |O pener switch Below 1 O
Body ground GR - Body ||opener outer switch signal [ON
ground*2
e ¥1:for TMC Made
e *2: Exceptfor TMC Made
If the result is not as specified, the wire harness side may have a malfunction.
(c) Reconnect the E36 certification ECU (smart key ECU assembly) connector.
(d) Measure the voltage according to the value(s) in the table below.
TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
R-W-B*1 i i
E36-33 (CLG1) - Doolr electrlc.ai key. All doors closeq, all d‘oors Alternating
BR - oscillator (driver side) [locked and engine switch between 5 V and
E36-17 (E) ; ;
W-B*2 sensor signal off below 1 V
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FESEER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
R-W-B*1 i
E36-33 (CLG1) - Doo‘relectrlc.alkey.
E36-17 (E) BR - oscillator (driver side) [Door unlocked or door open Below1 V
W-B*2 sensor signal
R -W-B*1 i )
E36-22 (SEN1) - LG Touch sensor (driver ||Outside door handle BEIGWE ¥
E36-17 (E) , side) detection signal |touched
W-B*2
R-W-B*1 QOutside d handl t
E36-22 (SEN1) - Touch sensor (driver Htside coornandie no
E36-17 (E) LG - STy dLEaE Y Sidha) touched (Have the key 11toi14 Vv
W-B*2 g outside the cabin)
E36-5 (SEL1)- Tpuch se.nso.r (driver |The key is more than 5 m
Y - W-B ||side) activation (16.4 ft.) away from the 11to 14V
E36-17 (E) ) :
control signal driver door,
Touch sensor (driver
Ea6-D (BELLY- ¥ o | e |ty activatio(n Uhneikey;breuahibhe the Below1 V
E36-17 (E) . outside handle
control signal
E36-35 (CLG2) - | B - W-B*1 Doqr electrical key All doors closeq, all dvoors Alternating
oscillator (passenger |locked and engine switch between 5 V and
E36-17 (E) R-W-B*2 [ " .
side) sensor signal off below1 V
Door electrical ke
E36-35 (CLG2)-|B-W-B*1 i Y
. oscillator (passenger [Door unlocked or door open Below1 V
E36-17 (E) R-W-B*2|[ :
side) sensor signal
w- Touch sensor
E36-23 (SEN2) - W-B*1 (Dassefiger Side] Qutside door handle Below 1 V
E36-17 (E) BR - 4 ) 5 . touched
; detection signal
W-B*2
w- Touch sensor Outside door handle not
E36-23 (SEN2) - W-B*1 )
(passenger side) touched (Have the key 11toi4V
E36-17 (E) BR - : . . .
. detection signal outside the cabin)
W-B*2
E36-6 (SEL2) - LG - ?Oauscsheierzgde) ThE keyils mare tan's m
w-pxy [|{Passeng (16.4 ft.) away from the 11to14 V
E36-17 (E) activation control
B-W-B*2|| . passenger door.
signal
Touch sensar
E36-6 (SEL2 gl (passenger side) The key brought to the
(SEL2) w-px1 || (Passeng Key broug Below 1 V
E36-17 (E) activation control outside handle
B-W-B*2|| .
signal
Indoor electrical ke Within 30 seconds after Alternatin
E36-11 (CLG5)-|| R-G*1 , Y ‘ . ?
oscillator (front) driver side door opened and || between 5 V and
E36-12 (CG5B) L-LG*2 . - .
sensor signal closed, engine switch off below -5 V
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FESEER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
Indoor electrical ke
E36-11 (CLES) -[ R-1s71 oscillator (front) ! Engine switch on (IG) Below1 V
E36-12 (CG5B) || L - LG*2 . 9
sensor signal
Indoor electrical ke Within 30 seconds after Alternatin
E36-13 (CLG6)-| W-B*1 ‘ Y | . 9
oscillator (rear) driver side door opened and || between 5 V and
E36-14 (CG6B) | W - BR*2 i - .
sensor signal closed, engine switch off below -5V
Indoor electrical ke
E36-13 (CLG6) - W-B¥1 oscillator (rear) ! Engine switch on (IG) Below 1l V
E36-14 (CG6B) | W- BR*2 : 2
sensor signal
Indoor electrical key 5
) Alternating
E36-15 (CLG7)-| R-G*1 ||oscillator (luggage Luggage compartment door R
E36-16 (CG7B) | GR - W*2 ||compartment) sensor ||opener switch ON
) below -5 V
signal
Indoor electrical key
E36-15 (CLG7)-| R-G*1 ||oscillator (luggage Luggage compartment door Balow 1 V
E36-16 (CG7B) | GR - W*2 ||compartment) sensor ||opener switch OFF
signal
Outside electrical key .
, Alternating
E36-31 (CLG8)-| LG - P*1 ||oscillator (luggage Luggage compartment door between 5 V and
E36-32 (CG8B) | SB- Y*2 ||compartment) sensor ||opener switch ON
) below -5 V
signal
Outside electrical key
E36-31 (CLG8)-|| LG -P*1 ||oscillator (luggage Luggage compartment door Below 1 V
E36-32 (CG8B) | SB-Y*2 ||compartment) sensor ||opener switch OFF
signal
V - W-B*1 ) )
E36-29 (RCO) - Entry door control Engine switch off, all doors
LG - : . 45to5.5V
E36-17 (E) GRS receiver power source |closed and key switch on
V - W-B*1 : ;
E36-29 (RCO) - LG Entry door control Engine switch off, all doors Below i V
E36-17 (E) B3 receiver power source ||closed and key switch off
£36-39 (RSSI)- |R - W-B*1 Entry.; door ccm.trol Engine switch off,a[l. doors
receiver electric wave ||closed, and the key is not 11to 14V
E36-17 (E) L - W-B*2 ; : . .
existence signal in the detection area.
Entry door control Engine switch off, all doors
E36-39 (RSSI)- |R - W-B*1 Y _ ° e
receiver electric wave |closed, and the key is in Below1l V
E36-17 (E) L-W-B*2 . . ;
existence signal the detection area.
. Entry door control 11to 14V
E36-38 (RDA)- |Y - W-B*1 recgver Tata it Engine switch off, all doors Pl
E36-17 (E) P - W-B*2 P closed and key switch off (Pulse

signal
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FESEER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
Entry d trol
E36-38 (RDA)- ||Y - W-B*1 renc;Tve?c;rai:?nrout Engine switch off, all doors Pulse
E36-17 (E) P-W-B*2 signal P closed and key switch on generation
Y - Body
i i 11to14V
E36-38 (RDA)- | ground*1 . | Engine switch off,al[. doors
Tuner input signal closed, and the key is not (Pulse
Body ground P - Body . . )
in the detection area. generation)
ground*2
Y - Body
E36-38 (RDA) - || ground*1 . ) The key is in the detection Pulse
Tunerinput signal )
Body ground P - Body area. generation
ground*2
L - Body Engine switch off, luggage
E36-37 (ASEL) - || ground*1 ||Cabin /luggage compartment door closed 4.6t06.0V
Body ground B - Body ||receiver select signal |and the key is in the ' ’
ground*2 luggage detection area.
L - Body
E36-37 (ASEL) - || ground*1 ||Cabin /luggage Engine switch off, luggage Below.1 V
Body ground B - Body ||receiver select signal ||compartment door open
ground*2
SB - Body
- - round*1
E26-80I(VGa) g Tranéponder Key Key is not in the cabin. Below1 V
Body ground BE - Body ||amplifier power supply
ground*2
SB - Body
The key is outside the
- - d*1
Fae-20/(MCa) gra Transponder Key cabin and the driver's door 45to5.5V
Body ground BE - Body ||amplifier power supply s open
ground* 2 pen.
L - Body
E36-8 (TXCT) - round*1 [T der k
( ) d ranépon ks . Key is not in the cabin. Below1 V
Body ground SB - Body ||amplifier output signal
ground*2
L - Body
The key i tside th Pul
E36-8 (TXCT)- | ground*1 |[Transponder key e. ey is ou Sl_ © , © u.se
] . cabin and the driver's door || generation (see
Body ground SB - Body ||amplifier output signal |.
is open. waveform 1)
ground*2
P - Body
Transponder key
- - round*1
E36-3 (=QDE) g amplifier Key is not in the cabin. Below1l V
Body ground G - Body N .
communication signal
ground*2
d g ground*1 [amplifier cabin and the driver's door || generation (see
ody groun G - Body ||communication signal ||iS open. The key is close to waveform 2)
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FESEER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
the engine switch with the
ko
ground=2 brake pedal depressed.
L - Body
E36-21 (BZR) - || ground*1 ||Wireless door lock Wireless door lock buzzer Below 1 V
Body ground R - Body ||buzzer signal OFF
ground*2
L - Body
E36-21 (BZR)- || ground*1 ||Wireless door lock Wireless door lock buzzer Pulse
Body ground R - Body ||buzzer signal ON generation
ground*2

e ¥*1:forTMC Made
e ¥2: Except for TMC Made

If the result is not as specified, the certification ECU (smart key ECU assembly) may have a
malfunction.

(e) Inspect using an oscilloscope.

Waveform 1 (Reference)

-—| -------- m -------- lw- GND Tester

Connection

E36-8 (TXCT) - Body ground

Tool Setting 2V/DIV., 50 ms./DIV.

The key is outside the cabin and the driver's
door is open.

H Condition

(f) Inspect using an oscilloscope.

Waveform 2 (Reference)

Tester
* GND Conneetion E36-9 (CODE) - Body ground

Tool Setting |2 V/DIV., 50 ms./DIV.

The key is outside the cabin and the driver's
H Condition dooris open. The key is close to the engine
switch with the brake pedal depressed.

2. MAIN BODY ECU (INSTRUMENT PANEL JUNCTION BLOCK)

(a) Measure the voltage and resistance according to the value(s) in the table below.
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Main Body ECU (Instrument Panel Junction Block);

Rear Side:

U

Front Side:
TESTER . WIRING | TERMINAL CONDITION I SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
2B-30 (BECU) - Body W - Body
—— ki Battery power supply |Always il1to14V
2E-L7 [GNDL)~Eedy | "W-B - Body Ground Always Below1l Q
ground ground
E51-4 (GND2) - Bod W-B - Bod
( ) g e Ground Always Belowl Q
ground ground
E51-12 (CANN) - W - Bod
( ) o8y CAN Line Always 10 kQ or higher
Body ground ground
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TFTESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
Ead AL, (CANP)- b~ Bady CAN Line Always 10 kQ or higher
Body ground ground
E50-14 (STP) - Body L - Body ' Stop light switch Brake pedal
- i1to14 Vv
ground ground signal depressed
E50-14 (STP) - Body L - Body Stop light switch Brake pedal
} Below 1 V
ground ground signal released

If the result is not as specified, the junction block may have a malfunction.
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Last Modified: 3-10-2010 l6.4 T |From: 200901

Model Year: 2010 IModeI: Corolla |Doc ID: RMOOOOOOXUBO3FX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): PROBLEM
SYMPTOMS TABLE (2010 Corolla)

PROBLEM SYMPTOMS TABLE

HINT:

Use the table below to help determine the cause of problem symptoms. If multiple suspected areas are listed,
the potential causes of the symptoms are listed in order of probability in the "Suspected Area” column of the
table. Check each symptom by checking the suspected areas in the order they are listed. Replace parts as

necessary.

Smart Key System

SYMPTOM SUSPECTED AREA SEE

Power door lock control system

Electrical key transmitter -

Transmitter battery -

All door entry lock / unlock functions and wireless Fuse (ECU-B2) |-

functions do not operate :
Wire harness or connector |-

Door control receiver -

Certification ECU (smart key ECU || -
assembly)

Power door lock control system wro |

All door entry lock / unlock functions do not operate, but||Electrical key transmitter |-

wireless functions operate
Certification ECU (smart key ECU |-

assembly)

Power door lock control system

Door electrical key oscillator (for |-
driver side)

Front door outside handle (for -

Driver side door entry unlock function does not operate
driver side)

Certification ECU (smart key ECU |-
assembly)

Wire harness or connector -

Power door lock control system o |

Front passenger side door entry unlock function does

not operate Door electrical key oscillator (for
front passenger side)
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SYMPTOM

SUSPECTED AREA

SEE
PAGE

Front door outside handle (for
front passenger side)

Certification ECU (smart key ECU
assembly)

Wire harness or connector

Driver side door entry lock and unlock function does not
operate

Power door lock control system

Door electrical key oscillator (for
driver side)

Front door outside handle (for
driver side)

Certification ECU (smart key ECU
assembly)

Wire harness or connector

Front passenger side door entry lock and unlock
function does not operate

Power door lock control system

Door electrical key oscillator (for
front passenger side)

Front door outside handle (for
front passenger side)

Certification ECU (smart key ECU
assembly)

Wire harness or connector

Driver side door entry lock function does not operate

Power door lock control system

Door electrical key oscillator (for

driver side)

Front door outside handle (for
driver side)

Certification ECU (smart key ECU
assembly)

Wire harness or connector

Front passenger side door entry lock function does not
operate

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Door electrical key oscillator (for
front passenger side)

Front door outside handle (for
front passenger side)

Certification ECU (smart key ECU
assembly)
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SYMPTOM

SUSPECTED AREA

SEE
PAGE

Wire harness or connector

Room oscillator does not recognize key

Indoor electrical key oscillator
(for front)

Indoor electrical key oscillator
(for rear)

Certification ECU (smart key ECU
assembly)

Wire harness or connector

Electrical key transmitter

Luggage compartment door entry unlock function does
not operate when key is outside luggage compartment

O utside electrical key oscillator
(for luggage compartment)

Luggage compartment door
opener outer switch

Luggage compartment door lock
assembly

Wire harness or connector

Certification ECU (smart key ECU
assembly)

Key luggage compartment lock-in prevention function
does not operate

Indoor electrical key oscillator
(for luggage compartment)

Electrical key antenna (for
luggage compartment)

Certification ECU (smart key ECU
assembly)

Wire harness or connector

Entry interior alarm does not sound

Meter / Gauge system

Certification ECU (smart key ECU
assembly)

Entry answer-back does not occur

Wireless door lock control system

Certification ECU (smart key ECU
assembly)
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Last Modified: 3-10-2010 6.4 U |From: 200901
[Model: Corolla |Doc 1D: RM000000XUF033X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): DATA
LIST /ACTIVE TEST (2010 Corolla)

Model Year: 2010

DATA LIST / ACTIVE TEST

1. DATA LIST

HINT:

Using the Techstream to read the Data List allows the values or states of switches, sensors, actuators and
other items to be read without removing any parts. This non-intrusive inspection can be very useful because
intermittent conditions or signals may be discovered before parts or wiring is disturbed. Reading the Data List
information early in troubleshooting is one way to save diagnostic time.

NOTICE:

In the table below, the values listed under "Normal Condition" are reference values. Do not depend
solely on these reference values when deciding whether a part is faulty or not.

(a) Connect the Techstream to the DLC3.
(b) Turn the engine switch on (IG).
(c) Turn the Techstream on.
(d) Enter the following menus: Body Electrical / Smart Key or Main Body / Data List.
(e) Read the Data List according to the display on the Techstream.
Smart Key (Certification ECU (Smart Key ECU Assembly))

FESTER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE
D-Door .
+ouch Driver side door touch sensor/ON |ON: Sensoris touched
or OFF OFF: Sensoris not touched
Sensor
P-Door . ;
Touch Front passenger side door touch ON: Sensoris touched )
sensor/ON or OFF OFF: Sensor is not touched
Sensor
D-Door Driver side door lock switch/ON or |ON: Switch is touched
Trigger SW OFF O FF: Switch is not touched
P-Door Front passenger side door lock O N: Switch is touched
Trigger SW | switch/ON or OFF O FF: Switch is not touched
Tr/B-Door Luggage compartment door opener | ON: Switch is pushed
Unlock sw outer switch/ON or OFF OFF: Switch is not pushed
Ignition ON: Engine switch is on (IG
g. Engine switch/ON or OFF 9 - : i (e =
Switch OFF: Engine switch is off
YES: Key ID matches vehicle
Unmatch .
V-ID Unmatched vehicle-ID/YES or NO |NO: Key ID does not match -
vehicle
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FESTFER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE
No communication condition Yes: Key ID code not matched
No Response |between vehicle and electrical key || to vehicle, No: Key ID code -
transmitter (response) / Yes or No | matched to vehicle.
YES: Key ID code matches
Unmatch Unmatched response code and KB yID de d ¢ )
Format format/YES or NO - REY code does no
match
YES: Key battery voltage drops
Low Battery |Low key battery/YES or NO NQO: Key battery voltage is =
normal
Power Save Power save counter- 10 Power save counter after door
Cnt10 Min minutes/Min.: 0; Max.: 255 LOCK/UNLOCK-10 minutes
Power Save Power save counter - 5 days/Min.: | Power save counter after door
Cnt 5 Day 0; Max.: 255 LOCK/UNLOCK-5 days
Power Save Power save counter - 14 Power save counter after door )
Cnt 14 Day days/Min.: 0; Max.: 255 LOCK/UNLOCK-14 days
5 . ; ON: Engine switch is on (ACC)
ACC Switch |Engine switch/ON or OFF . , , -
OFF: Engine switch is off
YES: Key ID code matches
Wrong Code |[ID code difference/YES or NO NO: Key ID code does not =
match
YES: Key ID code matches
Wrong C Challenge code difference NG yID da d . )
Code (Response)/YES or NO # e cagecoes he
match
YES: Key ID code matches
Wrong ID s
Code ID code difference/YES or NO NO: Key ID code does not =
match
YES: Key rolling code matches
Wrong Rol . ; :
- Rolling code difference/YES or NO |NO: Key rolling code does not -
match
Auto Entr
Y Entry door lock function L
Cancel Mode status is displayed -
) cancel/ON or OFF
Switch
Luggage compartment door open o g
Trunk Open . . Customization status is
mode with vehicle locked/ON or . -
Mode displayed
OFF
Key Low . s -
Battery Low key battery warning/ON or Customization status is )
OFF displayed
Warning Y
Main Body (Main Body ECU (Instrument Panel Junction Block))
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Courtesy SW

signal/ON or OFF

OFF: Driver side door
closed

TESFER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE
ON: Engine switch is on
IG SW Engine switch/ON or OFF (IG) -
O FF: Engine switch is off
ON: Driver side door
D Door Driver side door courtesy light switch |open

P Door
Courtesy SW

Front passenger side door courtesy
light switch signal/ON or OFF

ON: Front passenger
side door open

OFF: Front passenger
side door closed

Courtesy SW

signal/ON or OFF

OFF: Rear door closed

RR Door Rear door courtesy light switch RH ON: Rear door open i
Courtesy SW signal/ON or OFF OFF: Rear door closed
RL Door Rear door courtesy light switch LH ON: Rear door open

Luggage
Courtesy SW

Luggage compartment door courtesy
light switch signal/ON or OFF

ON: Luggage
compartment door open
OFF: Luggage
compartment door
closed

2. ACTIVE TEST

HINT:

Using the Techstream to perform Active Tests allows relays, VSVs, actuators and other items to be operated

without removing any parts. This non-intrusive functional inspection can be very useful because intermittent

operation may be discovered before parts or wiring is disturbed. Performing Active Tests early in

troubleshooting is one way to save diagnostic time. Data List information can be displayed while performing

Active Tests.

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key or Main Body / Active Test.

(e) Perform the Active Test according to the display on the Techstream.

Smart Key (Certification ECU (Smart Key ECU Assembly))

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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TESTER DISPLAY FESTRPART CONTROL DIAGNOSTIC
RANGE NOTE
Inside Luggage Tuner Power
Supply OI?.Ig g Luggage receiver ON/OFF -
Fi-Gast TReTHE Tensmer  ||Praoerelectncalkey oscillater ON/OFF ;
(console)
Ind lectrical k illat
Rr-Seat Inside Transmitter RERARSIE ENIERLARY nasliaiar ON/OFF -
(rear seat)
Inside Trunk/Backdoor Luggage compartment door ON/OFF )
Transmitter inner oscillator
Outside Trunk/Backdoor Luggage compartment door ON/OFF )
Transmitter outer oscillator
P-Seat Select Front passenger side selection ON/OFF -
Wireless Buzzer Wireless buzzer ON/OFF -
Security Indicator Security indicator ON/OFF -
Main Body (Main Body ECU (Instrument Panel Junction Block))
TESTER DISPLAY TEST PART CONTROL DIAGNOSTIC
RANGE NOTE
Trunk and Back-d L rt td
runk and Bac oor uggage.compa ment door opener ON/OFF )
O pen outer switch
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Last Modified: 3-10-2010 [6.4 D From: 200901
Model Year: 2010 Model: Corolla Doc ID: RMO0O0000OXUDO2UX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function):
DIAGNOSIS SYSTEM (2010 Corolla)

DIAGNOSIS SYSTEM

1. CHECK DLC3
(a) Check the DLC3 !

2. INSPECT BATTERY VOLTAGE
(a) Measure the battery voltage.

Standard Voltage:
11 to 14V

If the voltage is below 11 V, recharge or replace the battery before proceeding to the next step.
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Last Modified: 3-10-2010

6.4 3 |From: 200901

Model Year: 2010

[Model: Corolla |DOCID: RM0O00002VHDO1QX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): All Door
Entry Lock/Unlock Functions and Wireless Functions do not O perate (2010 Corolla)

All Door Entry Lock/Unlock Functions and Wireless Functions do not Operate

DESCRIPTION

When the entry functions and wireless door lock functions do not operate, a malfunction or wave
interference may be occurring in either of the following: 1) signal communication between the door

control receiver and certification ECU (smart key ECU assembly) (communication shared by entry and

wireless functions); or 2) electrical key transmitter.

WIRING DIAGRAM

 S—
1
from Battery —»——0~_0——1{+B
ECU-B2
29
+5 2 RCO
3 38
DATA RDA
5
RSSI 9 rss|
M14
Door Control Receiver 17 E
= | —
E36
Certification ECU (Smart
Key ECU Assemoly)
b

INSPECTION PROCEDURE

NOTICE:

® Check that there are not electrical key transmitters in the vehicle.
e Before performing the inspection, check that DTC B1242 (wireless door lock control) is not

output .
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PROCEDURE

1. |CHECK POWER DOORLOCK OPERATION

(a) When the master switch assembly's door control switch is operated, check that the doors
unlock and lock according to switch operation .

OK:
Door locks operate normally.

NG > GO TO POWER DOOR LOCK CONTROL SYSTEM

2. ||CHECK ELECTRICAL KEY TRANSMITTER

(a) When another registered electrical key transmitter is used, check that the entry functions
operate normally.

Result:
RESULT PROCEED TO
Entry functions do not operate normally A
Entry functions operate normally B

A ’ CHECK WAVE ENVIRONMENT

3. |CHECK ELECTRICAL KEY TRANSMITTER (LED)

(a) Check that the transmitter's LED illuminates 3 times when the switch is pressed 3 times.

Result:
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RESULT | PrROCEED TO
Transmitter's LED illuminates 3 times when switch is pressed 3 times . A
Transmitter's LED does not illuminate the second or third time | B
Transmitter's LED does not illuminate when switch is pressed 3 times | 3

HINT:
If the transmitter's LED does not illuminate the second or third time, replace the transmitter battery as it is
depleted.
B } REPLACE ELECTRICAL TRANSMITTER BATTERY
A b REPLACE ELECTRICAL KEY TRANSMITTER
C
A 4

4. |INSPECTELECTRICAL TRANSMITTER BATTERY (VOLTAGE)

(a) Remove the battery from the electrical key transmitter
that does not operate. Attach a lead wire (0.6 mm
(0.0236 in.) or less in diameter including wire sheath)
with tape or equivalent to the negative terminal.

NOTICE:
Do not wrap the lead wire around a terminal, wedge it between
the terminals, or solder it. A terminal may be deformed or
damaged, and the battery will not be able to be installed
correctly.

(b) Carefully pull the lead wire out from the position shown in the illustration and install the
previously removed transmitter battery.

(c) Using an oscilloscope, check the transmitter battery
voltage waveform.
HINT:

When measuring the battery voltage, while operating the lock switch
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of a door outside handle, bring the electrical key transmitter within

the entry operating range to perform the measurement. For the entry

operating range, refer to System Description .

Standard Voltage:

= [ =
7= (55

(R

1
B

VL8 il |
ol 1

ITEM ' CONTENT
Tester
Battery positive (+) - Battery negative (-
Connection yp ) ¥y neg )
‘ Tool Setting lo.s V/DIV., 100 ms/DIV.
BRES S A B EE Engi itch off, all d losed and lock
r'-'"r" condition ngme switch off, all doors closed and loc
NS (U O N DN R R O S switch pushed
Specified .
P s 2.2 to 3.2 V (Refer to the waveform)
Condition
GND =
'.a

NG > REPLACE ELECTRICAL TRANSMITTER BATTERY

OK > REPLACE ELECTRICAL KEY TRANSMITTER

5. |CHECK WAVE ENVIRONMENT

(a) Bring the electrical key transmitter near the door control receiver, and perform a wireless
operation check.

HINT:

When the electrical key transmitter is brought near the door control receiver, the possibility of wave

interference decreases, and it can be determined if wave interference is causing the problem symptom.

Result:
RESULT: :. PROCEED TO
O peration check is normal A
O peration check fails B
HINT:

If the inspection result indicates that the problem only occurs in certain locations or times of day, the

possibility of wave interference is high. Also, added vehicle components may cause wave interference. If
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installed, remove them and perform the operation check.

A ’ AFFECTED BY WAVE INTERFERENCE

6. |INSPECT FUSE (ECU-B2)

(a) Remove the ECU-B2 fuse from the main body ECU (instrument panel junction block).

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION

ECU-B2 fuse Always Below 1l Q

NG ’ REPLACE FUSE

7. |CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - BATTERY AND GROUND)

Component with harness connected:
(Cenification ECU (Smart Key ECU
Assembly))

(a) Disconnect the certification ECU (smart key ECU
assembly) connector.

(b) Measure the voltage and resistance according to the value(s) in the table below.
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TESTER CONNECTION CONDITION I SPECIFIED CONDITION

E36-1 (+B) - Body ground Always I 11toi14V
Standard Resistance:

TESTER CONNECTION CONDITION | SPECIFIED CONDITION

E36-17 (E) - Body ground Always | Belowl Q

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

ECU)

CHECK HARNESS AND CONNECTOR (DOOR CONTROL RECEIVER - CERTIFICATION

Front view of wire hamess connector;
{to Certification ECU (Smart Key ECU

Assembly))
G

—,/ ['Innnn } \.-

- 4 U 7]

r e e e

£ d
RCO ROA  RSSI

Front view of wire harmess connector:
(to Door Control Receiver)

T L5
oy oy | o
N

b r:lr"' ll

=g

+5 RSSI DATA

(a) Disconnect the door control receiver connector.

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:
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TESTER CONNECTION CONDITION | SPECIFIED CONDITION
E36-39 (RSSI)- M14-5 (RSSI) Always Below1 Q
E36-38 (RDA)- M14-3 (DATA) Always Below1 Q
| E36-29 (RCO0)-M14-2 (+5) . Always Below1l Q
| E36-39 (RSSI) - Body ground Always | 10 kQ or higher
| E36-38 (RDA) - Body ground l Always | 10 kQ or higher
| E36-29 (RCO) - Body ground I Always | 10 kQ or higher

NG » REPAIR OR REPLACE HARNESS OR CONNECTOR

9. |REPLACE DOOR CONTROL RECEIVER

(a) Replace the door control receiver .

NEXT
v

10. (CHECK DOOR CONTROL RECEIVER (OPERATION)

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

REPLACE CERTIFICATION ECU (SMART KEY ECU

NG ’ ASSEMBLY)

OK ’ END (DOOR CONTROL RECEIVER IS DEFECTIVE)

& L IOYO1
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Last Modified: 3-10-2010 l6.4 1 |From: 200901
Model Year: 2010 Model: Corolla IDoc ID: RMOOOD0O2WEGO1GX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): Entry
Answer-back Buzzer does not Sound (2010 Corolla)

Entry Answer-back Buzzer does not Sound

DESCRIPTION

The smart key system uses the wireless door lock buzzer to perform various vehicle exterior warnings.
When each warning's conditions are met, the certification ECU (smart key ECU assembly) sends a
buzzer signal to the wireless door lock buzzer, and the wireless door lock buzzer sounds.

INSPECTIONNMROCEDURE
PROCEDURE

1. |CHECK WIRELESS DOOR LOCK BUZZER OPERATION

(a) When the wireless operation is used to lock and unlock the doors, check that the
wireless door lock buzzer sounds normally.

HINT:

Turn the wireless door lock buzzer controller ON.

Result:
RESULT PROCEED TO
Buzzer does not sound A
Buzzer sounds B
A > GO TO WIRELESS DOOR LOCK CONTROL SYSTEM
B ) REPLACE CERTIFICATION ECU (SMART KEY ECU
ASSEMBLY)
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Last Modified: 3-10-2010 |6.4 ]

[From: 200901

Model Year: 2010

|Model: Corolla

IDOC ID: RMOOOO0OOXUHO2BX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): All Door
Entry Lock/Unlock Functions do not O perate, but Wireless Functions Operate (2010 Corolla)

All Door Entry Lock/Unlock Functions do not Operate, but Wireless Functions Operate

DESCRIPTION

When the wireless functions can be used to lock and unlock the doors, communication between the door
control receiver and certification ECU (smart key ECU assembly) is normal. When the entry functions

do not operate, one of the following may be the cause: 1) entry cancel function is set through
customization; 2) malfunction in smart key system communication (electrical key transmitter and
vehicle); or 3) wave interference.

INSPECTIONNROCEDURE

PROCEDURE

1. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key / Data List.

(e) Read the Data List according to the display on the Techstream.

Smart Key (Certification ECU (Smart Key ECU Assembly))

TESTER DISPLAY

MEASUREMENT ITEM/RANGE

NORMAL CONDITION

DIAGNOSTIC
NOTE

Auto Entry Cancel
SwW

Entry function cancel /ON or
OFF

Mode status is
displayed

Result:

RESULT

PROCEERDIIG

Entry functionis ON

Entry function is OFF

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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PERFORM CANCELLATION OF ENTRY KEY CANCEL

A FUNCTION

2. |CHECK WAVE ENVIRONMENT

(a) Move the electrical key transmitter as described below and perform the operation
inspection.

HINT:

e When the electrical key transmitter is brought near the door outside handle or electrical key
antenna, the possibility of wave interference decreases, and it can be determined if wave
interference is causing the problem symptom.

e The transmitting waves of the wireless functions and entry functions are the same, but the wave
logic is different. As a result, it is possible that only the wireless functions or only the entry
functions are affected by wave interference.

) /| (b) Bring the electrical key transmitter near the front RH
et A\ " o door outside handle, and perform a front RH door entry
e = == T e . ¥ .

i ; lock and unlock operation check.

Approxnmatél.y 03m
(0.984 ft.) NOTICE:

If the key is brought within 0.2 m (0.656 ft.) of the door
handle, communication is not possible.

——1 | (c) Bring the electrical key transmitter near the front LH

B
|

= door outside handle, and perform a front LH door entry

B\ T A'ppmimale[y;_s o lock and unlock operation check.
{0.984 ft.)
NOTICE:
v If the key is brought within 0.2 m (0.656 ft.) of the door

handle, communication is not possible.

:

(d) Bring the electrical key transmitter near the electrical
key antenna (in rear bumper), and perform an entry
luggage compartment open function check.

NOTICE:
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If the key is brought within 0.2 m (0.656 ft.) of the rear

bumper, communication is not possible.

HINT:

If the inspection result indicates that the problem only occurs in

certain locations or times of day, the possibility of wave interference

is high. Also, added vehicle components may cause wave interference.

If installed, remove them and perform the operation check.

Result:

H RESULT PROCEED TO
Some operation checks are normal A
All operation checks fail B
A ’ AFFECTED BY WAVE INTERFERENCE
B
v

3. |PERFORMKEY DIAGNOSTIC MODE INSPECTION

(a) Diagnostic mode inspection

(1) Connect the Techstream to the DLC3.

(2) Turn the engine switch on (IG).

I'. _\__.a-‘:":"_". _1-_ e Il S— — -
a_‘;"__'i : i m———— (3) Turn the Techstream on.
i 07w010m 2 .
(2.30to 3.28 1) (4) Enter the following menus: Body Electrical / Smart

Key / Utility / Communication Check (Key Diag Mode)
/ Overhead + Driver Side.

(5) When the electrical key transmitter is in the position

shown in the illustration, check that the wireless door
lock buzzer sounds.
(b) Diagnostic mode inspection
(1) Connect the Techstream to the DLCS3.
(2) Turn the engine switch on (IG).
(3) Turn the Techstream on.

(4) Enter the following menus: Body Electrical / Smart

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Key / Utility / Communication Check (Key Diag Mode)
/ Overhead + Passenger Side.

(5) When the electrical key transmitter is in the position
shown in the illustration, check that the wireless door
lock buzzer sounds.

(c) Diagnostic mode inspection

(1) Connect the Techstream to the DLC3.
(2) Turn the engine switch on (IG).
(3) Turn the Techstream on.

(4) Enter the following menus: Body Electrical / Smart
Key / Utility / Communication Check (Key Diag Mode)
/ Overhead + Luggage (outside).

(5) When the electrical key transmitter is in the position
shown in the illustration, check that the wireless door
lock buzzer sounds.

(d) Diagnostic mode inspection

(1) Connect the Techstream to the DLC3.
(2) Turn the engine switch on (IG).
(3) Turn the Techstream on.

(4) Enter the following menus: Body Electrical / Smart
Access / Utility / Communication Check (Key Diag
Mode) / Overhead + Front Room.

(5) When the electrical key transmitter is placed on the
driver seat or front passenger seat cushion, check
that the wireless door lock buzzer sounds.

(e) Diagnostic mode inspection

(1) Connect the Techstream to the DLC3.
(2) Turn the engine switch on (IG).
(3) Turn the Techstream on.

(4) Enter the following menus: Body Electrical / Smart
Key / Utility / Communication Check (Key Diag Mode)
/ OQverhead + Rear Room.

(5) When the electrical key transmitter is in the position

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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shown in the illustration, check that the wireless door

lock buzzer sounds.

(f) Diagnostic mode inspection
(1) Connect the Techstream to the DLC3.
(2) Turn the engine switch on (IG).

(3) Turn the Techstream on.

Vehicle Center

/ Overhead + Luggage (inside).

' lock buzzer sounds.
.
; Result:

(4) Enter the following menus: Body Electrical / Smart
Key / Utility / Communication Check (Key Diag Mode)

(5) When the electrical key transmitter is in the position
shown in the illustration, check that the wireless door

0.1 RESULT PROCEED
(0.328 5
0.2m _ TO
I tion Point ~ (0.656 ft.
N i l ) Some diagnostic mode inspections fail (door) A
H
Some diagnostic mode inspections fail (indoor) B
Some diagnostic mode inspections fail (luggage c
compartment)
All diagnostic mode inspections are normal D
All diagnostic mode inspections fail E
D ’ REPLACE CERTIFICATION ECU (SMART KEY ECU
ASSEMBLY)
C > GO TO OTHER PROEBLEM
B > GO TO OTHER PROBLEM
A } GO TO OTHER PROBLEM (PROCEED TO PROBLEM
SYMPTOM TABLE FOR EACH DOOR)
E
A 4

4. JREPLACE ELECTRICAL KEY TRANSMITTER
a) Replace the electrical key transmitter.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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NEXT

5. |REGISTER ELECTRICAL KEY TRANSMITTER

(a) Register the electrical key transmitter :

NEXT
v

6. |CHECK OPERATION

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

REPLACE CERTIFICATION ECU (SMART KEY ECU

NG b ASSEMBLY)

END (ELECTRICAL KEY TRANSMITTER IS
DEFECTIVE)

oK)
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Last Modified: 3-10-2010 6.4 1] IFrom:200901
Model Year: 2010 Model: Corolla Doc ID: RMO0O0002WBW02CX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): Driver Side
Door Entry Unlock Function does not Operate (2010 Coaralla)

Driver Side Door Entry Unlock Function does not Operate

DESCRIPTION

If the driver door entry unlock function does not operate but the entry lock function operates,
communication between the vehicle and electrical key transmitter is normal. As a result, the touch
sensor circuit can be considered to be faulty (certification ECU (smart key ECU assembly) — driver
side door outside handle — driver side door electrical key oscillator).

WIRING DIAGRAM

.
4 5
SEL SEL1
2
SGT g SGT
sens |2 2| sen
S
T1 T2 E36
Front Door Outside Handle Door Electrical Key Oscillator Cerlification ECU (Sman
Key ECU Assembly)
H

INSPECTION PROCEDURE
PROCEDURE

1. |CHECK POWER DOORLOCK OPERATION

(a) When the master switch assembly's door control switch is operated, check that the
locked doors unlock .

OK:
Door locks operate normally.

NG ’ GO TO POWER DOOR LOCK CONTROL SYSTEM
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2. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key / Data List.

(e) Read the Data List according to the display on the Techstream.

Smart Key (Certification ECU (Smart Key ECU Assembly))

TESTER DISPLAY

MEASUREMENT ITEM/RANGE

NORMAL CONDITION

DIAGNOSTIC
NOTE

D-Door Touch
Sensor

Driver side door touch sensor/ON
or OFF

ON: Sensoris touched
OFF: Sensoris not
touched

OK:

On the Techstream screen, the item changes between ON and OFF according to the chart above.

CHECK HARNESS AND CONNECTOR
NG > (CERTIFICATION ECU - DOOR ELECTRICAL KEY
OSCILLATOR)

oK p

REPLACE CERTIFICATION ECU (SMART KEY ECU
ASSEMBLY)

3.

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - DOOR ELECTRICAL KEY
OSCILLATOR)

(a) Disconnect the certification ECU (smart key ECU assembly) connector.

(b) Disconnect the door electrical key oscillator connector.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Front view of wire hamess connector:
(1o Certification ECU (Smart Key ECU
Assembly))

'*-\]/' \\ e
SEL1  SEN1

Front view of wire hamess conneclor:
(to Door Electrical Key Oscillator)

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E36-5 (SEL1) - T2-4 (SEL) Always Below 1 Q
E36-22 (SEN1)- T2-6 (SENS) Always Below1 Q
E36-5 (SEL1) - Body ground | Always . 10 kQ or higher
E36-22 (SEN1) - Body ground Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (DOOR ELECTRICAL KEY OSCILLATOR - FRONT
DOOR OUTSIDE HANDLE)

(a) Disconnect the front door outside handle connector.
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Front view of wire hamess connector:
{to Front Door Outside Handle)

SGT

Front view of wire hamess connector:
(to Door Electrical Key Oscillator)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION ' CONDITION SPECIFIED CONDITION
T1-6 (SGT)-T2-2 (SGT) Always Below1l Q
T1-6 (SGT) - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

5. |REPLACE DOOR ELECTRICAL KEY OSCILLATOR

(a) Replace the electrical key oscillator .

NEXT
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6. |CHECK DOOR ELECTRICAL KEY OSCILLATOR (OPERATION)

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

NG > REPLACE FRONT DOOR OUTSIDE HANDLE

END (DOOR ELECTRICAL KEY OSCILLATOR IS

oK > DEFECTIVE)

7. |REPLACE FRONTDOOR OUTSIDE HANDLE

(a) Replace the front door outside handle (driver side) .

NEXT
v

8. |CHECK FRONTDOOR OUTSIDE HANDLE (OPERATION)

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

NG ’ REPLACE CERTIFICATION ECU (SMART KEY ECU

ASSEMBLY)
oK ’ END (FRONT DOOR OUTSIDE HANDLE IS
DEFECTIVE)
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Last Modified: 3-10-2010 6.4 ] |Fr0m:200901

Model Year: 2010 Model: Corolla |Doc ID: RMO0O0O0O0OOXUID2YX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): Driver Side
Door Entry Lock and Unlock Functions do not Operate (2010 Corolla)

Driver Side Door Entry Lock and Unlock Functions do not Operate

DESCRIPTION

When the driver door entry lock and unlock functions do not operate, one of the following may be
malfunctioning: 1) power door lock control system, 2) driver side door electrical key oscillator, or 3)
certification ECU (smart key ECU assembly).

WIRING DIAGRAM

)
1
from Battary —» O~_0 B
DOME 4 5
SEL SEL1
5 3
ANT1 1ANT1
10 33
CLG CLG1
8
ANTZ g ANT2
4
1 CLGB 8 . CG18
Front Door Qutside Handle 7 GND
= E36 ./
T2 Certification ECU (Smart
Door Eleclrical Key Oscillator Key ECU Assembly)

INSPECTION PROCEDURE
PROCEDURE

1. |CHECK POWER DOORLOCK OPERATION

(a) When the master switch assembly's door control switch is operated, check that the doors
unlock and lock according to switch operation .
OK:
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Door locks operate normally.

NG > GO TO POWER DOOR LOCK CONTROL SYSTEM

2. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key / Data List.

(e) Read the Data List according to the display on the Techstream.
Smart Key (Certification ECU (Smart Key ECU Assembly))

TESTER DISPLAY MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
NOTE
) . ON: Sensoris touched
D-Door Touch Driver side door touch sensor/ON ]
OFF: Sensoris not -
Sensor or OFF
touched
. ) ) . ON: Switch is touched
D-Door Trigger Driver side door lock switch/ON or . .
OFF: Switch is not =
SW OFF
touched
OK:
On the Techstream screen, each item changes between ON and OFF according to the chart
above.
NG } REPLACE FRONT DOOR OUTSIDE HANDLE
OK
v

3. |CHECK WAVE ENVIRONMENT
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¢
]
— —

¥ ———
B "
PR -

"_f_" —

L A — et

+ Approximately 0.3 m
(0.984 ft.)

@

(a) Bring the electrical key transmitter near the driver

door outside handle, and perform a driver door entry
lock and unlock operation check.

NOTICE:

If the key is brought within 0.2 m (0.656 ft.) of the door
handle, communication is not possible.

HINT:

e When the electrical key transmitter is brought near the
driver door outside handle, the possibility of wave
interference decreases, and it can be determined if wave
interference is causing the problem symptom.

e Ifthe operation is normal, the possibility of wave
interference is high. Also, added vehicle components may
cause wave interference. If installed, remove them and
perform the operation check.

OK:
Entry functions operate normally.

NG } PERFORM KEY DIAGNOSTIC MODE INSPECTION

OK } AFFECTED BY WAVE INTERFERENCE

4.,

PERFORM KEY DIAGNOSTIC MODE INSPECTION

07w010m

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

(a) Diagnostic mode inspection
(1) Connect the Techstream to the DLC3.
(2) Turn the engine switch on (IG).
(3) Turn the Techstream on.

(4) Enter the following menus: Body Electrical / Smart
Key / Utility / Communication Check (Key Diag Mode)
/ Overhead + Driver Side.

(5) When the electrical key transmitter is in the position
shown in the illustration, check that the wireless door
lock buzzer sounds.

HINT:

If the buzzer sounds, it can be determined that the driver seat

outside transmitter is operating normally.

oK:
Wireless door lock buzzer sounds.
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CHECK HARNESS AND CONNECTOR

NG > (CERTIFICATION ECU - DOOR ELECTRICAL KEY
OSCILLATOR)

oK p

REPLACE CERTIFICATION ECU (SMART KEY ECU
ASSEMBLY)

OSCILLATOR)

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - DOOR ELECTRICAL KEY

(a) Disconnect the certification ECU (smart key ECU assembly) connector.

Front view of wire hamess connector:
{to Certification ECU (Smart Key ECU
Assembly))

Front view of wire hamess connector:
{to Door Electrical Key Oscillator)

SEL1 CLG1 CG1B (b) Disconnect the door electrical key oscillator connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E36-5 (SEL1)-T2-4 (SEL) Always Below 1 Q
E36-33 (CLG1)-T2-10 (CLG) Always Below1l Q
E36-34 (CG1B)-T2-5 (CLGB) Always Below 1 Q
E36-5 (SEL1) - Body ground Always 10 kQ or higher
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TESTER CONNECTION CONDITION SPECIFIED CONDITION
E36-33 (CLG1) - Body ground Always 10 kQ or higher
E36-34 (CG1B) - Body ground | Always 10 kQ or higher

NG } REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (DOOR ELECTRICAL KEY OSCILLATOR - FRONT

6 DOOR OUTSIDE HANDLE)

Front view of wire hamess conneclor:
(to Front Door Outside Handle)

Front view of wire hamess connector: (a) Disconnect the front door outside handle connector.
(1o Door Electrical Key Oscillator)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION

T1-2 (ANT2)- T2-8 (ANT2) Always Below 1 Q
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TESTER CONNECTION CONDITION SPECIFIED CONDITION
T1-5 (ANT1)-T2-3 (ANT1) Always Below1 Q
| T1-2 (ANT2) - Body ground | Always I 10 kQ or higher
| T1-5(ANT1) - Body ground | Always l 10 kQ or higher

NG } REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (DOOR ELECTRICAL KEY OSCILLATOR -
BATTERY AND BODY GROUND)

Front view of wire hamess connector;
(to Door Electrical Key Oscillator)

(a) Measure the voltage according to the value(s) in the
table below.

Standard Voltage:

TESTIER CONDITION SEEEIFIED
CONNECTION CONDITION

TE-T (B)~T2-7

(GND) Always 11to14V

NG » REPAIR OR REPLACE HARNESS OR CONNECTOR

REPLACE DOOR ELECTRICAL KEY OSCILLATOR

(a) Replace the door electrical key oscillator .

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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NEXT

9. |CHECK DOOR ELECTRICAL KEY OSCILLATOR (OPERATION)

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

NG > REPLACE CERTIFICATION ECU (SMART KEY ECU
ASSEMBLY)

END (DOOR ELECTRICAL KEY OSCILLATOR IS
DEFECTIVE)

oK p
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Last Modified: 3-10-2010 l6.4 |From: 200901
Model Year: 2010 '|Model: Corolla IDoc ID: RMOO0O002WBX013X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): Front
Passenger Side Door Entry Unlock Function does not O perate (2010 Corolla)

Front Passenger Side Door Entry Unlock Function does not Operate

DESCRIPTION

If the front passenger door entry unlock function does not operate but the entry lock function operates,
communication between the vehicle and electrical key transmitter is normal. As a result, the touch
sensor circuit can be considered to be faulty (certification ECU (smart key ECU assembly) — front
passenger side outside handle — front passenger side door electrical key oscillator).

WIRING DIAGRAM

6
4
SEL SEL2
2
SGT 2 SGT
SENS - e SEN2
S1 52 =
ification E
Front Door Qutside Handle Door Electrical Key Oscillator E:: 'é?:%o;ss;:ni}zmaﬂ
H

INSPECTION PROCEDURE
PROCEDURE

1. |CHECK POWER DOORLOCK OPERATION

(a) When the master switch assembly's door control switch is operated, check that the
locked doors unlock .

OK:
Door locks operate normally.

NG ’ GO TO POWER DOOR LOCK CONTROL SYSTEM
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2. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key / Data List.

(e) Read the Data List according to the display on the Techstream.
Smart Key (Certification ECU (Smart Key ECU Assembly))

TESTER MEASUREMENT ITEM/RANGE NORMAL DIAGNOSTIC
DISPLAY CONDITION NOTE
ON: Sensoris
P-Door Touch Front passenger side door touch touched
Sensor sensor/ON or OFF OFF: Sensoris not
touched
OK:

On the Techstream screen, the item changes between ON and OFF according to the chart above.

CHECK HARNESS AND CONNECTOR
NG ’ (CERTIFICATION ECU - DOOR ELECTRICAL KEY
OSCILLATOR)

REPLACE CERTIFICATION ECU (SMART KEY ECU

OK ’ ASSEMBLY)

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - DOOR ELECTRICAL KEY

- OSCILLATOR)

(a) Disconnect the certification ECU (smart key ECU assembly) connector.

(b) Disconnect the door electrical key oscillator connector.
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Front view of wire hamess conneclor:
(to Centification ECU (Smart Key ECU
Assembly))

SEN2 SEL2

Front view of wire harmess connector:
(to Door Electrical Key Oscillator)

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E36-6 (SEL2) - S2-4 (SEL) Always Below 1 Q
E36-23 (SEN2)- S2-6 (SENS) Always Below1 Q
E36-6 (SEL2) - Body ground | Always . 10 kQ or higher
E36-23 (SEN2) - Body ground Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (DOOR ELECTRICAL KEY OSCILLATOR - FRONT
DOOR OUTSIDE HANDLE)

(a) Disconnect the front door outside handle connector.
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Front view of wire hamess connector:
{to Front Door Outside Handle)

SGT

Front view of wire hamess connector:
(to Door Electrical Key Oscillator)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION ' CONDITION SPECIFIED CONDITION
S1-6 (SGT)-52-2 (SGT) Always Below1l Q
S1-6 (SGT) - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

5. |REPLACE DOOR ELECTRICAL KEY OSCILLATOR

(a) Replace the door electrical key oscillator .

NEXT
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6. |CHECK DOOR ELECTRICAL KEY OSCILLATOR (OPERATION)

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

NG > REPLACE FRONT DOOR OUTSIDE HANDLE

END (DOOR ELECTRICAL KEY OSCILLATOR IS

oK > DEFECTIVE)

7. |REPLACE FRONTDOOR OUTSIDE HANDLE

(a) Replace the front door outside handle (front passenger side) .

NEXT
v

8. |CHECK FRONTDOOR OUTSIDE HANDLE (OPERATION)

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

NG ’ REPLACE CERTIFICATION ECU (SMART KEY ECU

ASSEMBLY)
oK ’ END (FRONT DOOR OUTSIDE HANDLE IS
DEFECTIVE)
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Last Modified: 3-10-2010 l6.4 3 |From: 200901
Model Year: 2010 '|Model: Corolla IDoc ID: RMOOO0O0OOXUJID10X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): Front
Passenger Side Door Entry Lock and Unlock Functions do not Operate (2010 Corolla)

Front Passenger Side Door Entry Lock and Unlock Functions do not Operate

DESCRIPTION

When the front passenger door entry lock and unlock functions do not operate, one of the following may
be malfunctioning: 1) power door lock control system, 2) door electrical key oscillator front passenger
side, or 3) certification ECU (smart key ECU assembly).

WIRING DIAGRAM

)
1
from Battery —» O ~-0 B
DOME 4 6
SEL SEL2
ANT1 : J ANT1
10 35
CLG CLG2
ANT2 2 — ANT2
S1 cLeB|> 3 caes
i 7
Front Door Outside Handle GND
= E36 N~/
S2 Certification ECU (Smart
Door Electrical Key Oscillator Key ECU Assembly)

INSPECTION PROCEDURE
PROCEDURE

1. |CHECK POWER DOORLOCK OPERATION

(a) When the master switch assembly's door control switch is operated, check that the doors
unlock and lock according to switch operation.

OK:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 104/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

Door locks operate normally.

NG > GO TO POWER DOOR LOCK CONTROL SYSTEM

2. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key / Data List.

(e) Read the Data List according to the display on the Techstream.
Smart Key (Certification ECU (Smart Key ECU Assembly))

TESTER MEASUREMENT ITEM/RANGE NORMAL DIAGNOSTIC
DISPLAY CONDITION NOTE
ON: Sensoris
P-Door Touch Front passenger side door touch touched )
Sensor sensor/ON or OFF OFF: Sensor is not
touched
ON: Switch is
P-Door Trigger Front passenger side door lock touched
SW switch/ON or OFF O FF: Switch is not
touched
OK:
On the Techstream screen, each item changes between ON and OFF according to the chart
above.

NG ’ REPLACE FRONT DOOR OUTSIDE HANDLE

I
3. CHECK WAVE ENVIRONMENT
(a) Bring the electrical key transmitter near the front
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15.06.2021
|I l‘-
e T
P e | T
='_‘L_.__ RS ",__f-‘:_ -
| T s T
Approximately 0.3 m
(0.984 ft.)
@
;

passenger door outside handle, and perform a front
passenger door entry lock and unlock operation check.

NOTICE:

If the key is brought within 0.2 m (0.656 ft.) of the door
handle, communication is not possible.

HINT:

e When the electrical key transmitter is brought near the
front passenger door outside handle, the possibility of
wave interference decreases, and it can be determined if
wave interference is causing the problem symptom.

e Ifthe operation is normal, the possibility of wave
interference is high. Also, added vehicle components may
cause wave interference. If installed, remove them and
perform the operation check.

OK:
Entry functions operate normally.

NG ’ PERFORM KEY DIAGNOSTIC MODE INSPECTION

OK > AFFECTED BY WAVE INTERFERENCE

4. |PERFORMKEY DIAGNOSTIC MODE INSPECTION

07101.0m
(2.30 10 3.28 f1.)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

(a) Diagnostic mode inspection
(1) Connect the Techstream to the DLC3.
(2) Turn the engine switch on (IG).
(3) Turn the Techstream on,

(4) Enter the following menus: Body Electrical / Smart
Key / Utility / Communication Check (Key Diag Mode)
/ Overhead + Passenger Side.

(5) When the electrical key transmitter is in the position
shown in the illustration, check that the wireless door
lock buzzer sounds.

HINT:

If the buzzer sounds, it can be determined that the front passenger

seat outside transmitter is operating normally.

OK:
Wireless door lock buzzer sounds.

CHECK HARNESS AND CONNECTOR

NG (CERTIFICATION ECU - DOOR ELECTRICAL KEY
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OSCILLATOR)

REPLACE CERTIFICATION ECU (SMART KEY ECU

oK > ASSEMBLY)

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - DOOR ELECTRICAL KEY

> OSCILLATOR)

(a) Disconnect the certification ECU (smart key ECU assembly) connector.

Front view of wire hamess connector:
{to Certification ECU (Smart Key ECU
Assambly))

SEL2 CLG2 cGzB (b) Disconnect the door electrical key oscillator connector.

Front view of wire hamess connector:
(to Deor Electrical Key Oscillator)

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

| TESTER CONNECTION CONDITION | SPECIFIED CONDITION
| E36-6 (SEL2) - S2-4 (SEL) Always | Below1l Q

| E36-35 (CLG2) - S2-10 (CLG) Always | Below1i Q

| E36-36 (CG2B)- S2-5 (CLGB) Always | Below1 Q

| E36-6 (SEL2) - Body ground Always 10 kQ or higher

I E36-35 (CLG2) - Body ground Always 10 kQ or higher
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TESTER CONNECTION CONDITION SPECIFIED CONDITION

E36-36 (CG2B) - Body ground Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (DOOR ELECTRICAL KEY OSCILLATOR - FRONT

5. DOOR OUTSIDE HANDLE)

Front view of wire hamess connector:
{to Front Door Outside Handle)

Front view of wire hamess connector: (a) Disconnect the front door outside handle connector.
(to Door Electrical Key Oscillator)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
S1-2 (ANT2)- S2-8 (ANT2) Always Below 1 Q
S1-5 (ANT1)- S2-3 (ANT1) Always Below 1 Q

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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TESTER CONNECTION CONDITION SPECIFIED CONDITION
S1-2 (ANT2) - Body ground Always 10 kQ or higher
S1-5 (ANT1) - Body ground | Always 10 kQ or higher

NG } REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (DOOR ELECTRICAL KEY OSCILLATOR -
BATTERY AND BODY GROUND)

Front view of wire harmess connector:
{to Door Electrical Key Oscillator)

(a) Measure the voltage according to the value(s) in the

table below.
Standard Voltage:

TESTER CONDITION SPECIFIED
CONNECTION CONDITION
S2-1(B)-S52-7

Always 11to14V
(GND) Y

NG } REPAIR OR REPLACE HARNESS OR CONNECTOR

REPLACE DOOR ELECTRICAL KEY OSCILLATOR

(a) Replace the door electrical key oscillator .
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NEXT

9. |CHECK DOOR ELECTRICAL KEY OSCILLATOR (OPERATION)

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

NG > REPLACE CERTIFICATION ECU (SMART KEY ECU
ASSEMBLY)

END (DOOR ELECTRICAL KEY OSCILLATOR IS
DEFECTIVE)

oK p
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Last Modified: 3-10-2010 l6.4 3 |From: 200901
Model Year: 2010 Model: Corolla IDoc ID: RM0O00000XUQD2XX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): Driver Side
Door Entry Lock Function does not O perate (2010 Corolla)

Driver Side Door Entry Lock Function does not Operate

DESCRIPTION

If the driver door entry lock function does not operate but the entry unlock function operates,
communication between the vehicle and electrical key transmitter is normal. As a result, the entry lock
switch circuit can be considered to be faulty (certification ECU (smart key ECU assembly) — driver side
outside handle (entry lock switch) — driver side door electrical key oscillator).

WIRING DIAGRAM

TRG+ 3 3 TSW1
TRG- |2 Hire.
12 T (E:gﬁiﬁcalion ECU (Smant
Door Electrical Key Oscillator Front Door Outside Handle Key ECU Assembly)

INSPECTION PROCEDURE
PROCEDURE

1. |CHECK POWER DOORLOCK OPERATION

(a) When the master switch assembly's door control switch is operated, check that the doors

lock .

OK:
Door locks operate normally.

NG ’ GO TO POWER DOOR LOCK CONTROL SYSTEM
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2. |READ VALUE USING TECHSTREAM (OUTSIDE HANDLE)

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key / Data List.

(e) Read the Data List according to the display on the Techstream.
Smart Key (Certification ECU (Smart Key ECU Assembly))

DESTER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE

ON: Switch is touched
OFF: Switch is not =
touched

D-Door Trigger Driver side door lock switch/ON or
SwW OFF

OK:
On the Techstream screen, the item changes between ON and OFF according to the chart above.

CHECK HARNESS AND CONNECTOR (FRONT DOOR
NG > OUTSIDE HANDLE - DOOR ELECTRICAL KEY
OSCILLATOR)

REPLACE CERTIFICATION ECU (SMART KEY ECU

OK > ASSEMBLY)

CHECK HARNESS AND CONNECTOR (FRONTDOOR OUTSIDE HANDLE - DOOR

= ELECTRICAL KEY OSCILLATOR)

(a) Disconnect the front door outside handle.

(b) Disconnect the door electrical key oscillator connector.
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Front view of wire harness connector:
(to Front Door Outside Handle)

Fraont view of wire hamess connector;
(to Door E'ectrical Key Osciliator)

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION | CONDITION SPECIFIED CONDITION
T2-9 (TRG-)-T1-1 (TRG-) | Always Belowl Q
T2-9 (TRG-) - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - FRONT DOOR OUTSIDE
HANDLE)

(a) Disconnect the certification ECU (smart key ECU
assembly) connector.
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Front view of wire hamess connactor:
{to Certification ECU {Sman Key ECU
Assembly))

TSW1

Front view of wire harmess connector:
(to Front Door Qutside Handle)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E36-3 (TSW1)-T1-3 (TRG+) Always Below1l O
E36-3 (TSW1) - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

5. |INSPECTFRONT DOOR OUTSIDE HANDLE (for Driver Side)

(a) Measure the resistance according to the value(s) in
the table below.

Standard Resistance:
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Component without harness connected:
(Front Door Qutside Handle)

TESTER
CONNECTION

CONDITION

SPECIFIED
CONDITION

T4 {TREJ-T143 |
(TRG+)

Lock switch not
pushed

10 kQ or higher

T1-1 (TRG-)-T1-3 |
(TRG+)

Lock switch
pushed

Below1l Q

H
NG > REPLACE FRONT DOOR OUTSIDE HANDLE
OK
v
6. |REPLACE DOOR ELECTRICAL KEY OSCILLATOR

(a) Replace the door electrical key oscillator .

NEXT

v

7.

CHECK DOOR ELECTRICAL KEY OSCILLATOR (OPERATION)

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

NG ’ REPLACE CERTIFICATION ECU (SMART KEY ECU

ASSEMBLY)

OK ’ DEFECTIVE)

END (DOOR ELECTRICAL OSCILLATOR IS
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Last Modified: 3-10-2010 l6.4 3 |From: 200901
Model Year: 2010 '|Model: Corolla IDocID: RMOOOOOOXUROINX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): Front
Passenger Side Door Entry Lock Function does not Operate (2010 Corolla)

Front Passenger Side Door Entry Lock Function does not Operate

DESCRIPTION

If the front passenger door entry lock function does not operate but the entry unlock function operates,

communication between the vehicle and electrical key transmitter is normal. As a result, the entry lock
switch circuit can be considered to be faulty (certification ECU (smart key ECU assembly) — passenger
side outside handle (entry lock switch) — front passenger side door electrical key oscillator).

WIRING DIAGRAM

TRG+ 3 4 TSW2
RG- |2 LI PP
$2 s1 E36
Door Electrical Key Oscillator Front Door Oulside Handle Certification ECU (Smart

Key ECU Assembly)

INSPECTION PROCEDURE
PROCEDURE

1. |CHECK POWER DOORLOCK OPERATION

(a) When the master switch assembly's door control switch is operated, check that the doors

lock .

OK:
Door locks operate normally.

NG ’ GO TO POWER DOOR LOCK CONTROL SYSTEM
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2. |READ VALUE USING TECHSTREAM (OUTSIDE HANDLE)

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key / Data List.

(e) Read the Data List according to the display on the Techstream.
Smart Key (Certification ECU (Smart Key ECU Assembly))

TESTER MEASUREMENT ITEM/RANGE NORMAL DIAGNOSTIC
DISPLAY CONDITION NOTE

ON: Switch is touched
OFF: Switch is not =
touched

P-Door Trigger |Front passenger side door lock
SW switch/ON or OFF

OK:
On the Techstream screen, the item changes between ON and OFF according to the chart above.

CHECK HARNESS AND CONNECTOR (FRONT DOOR
NG > OUTSIDE HANDLE - DOOR ELECTRICAL KEY
OSCILLATOR)

REPLACE CERTIFICATION ECU (SMART KEY ECU

OK > ASSEMBLY)

CHECK HARNESS AND CONNECTOR (FRONTDOOR OUTSIDE HANDLE - DOOR

= ELECTRICAL KEY OSCILLATOR)

(a) Disconnect the front door outside handle connector.

(b) Disconnect the door electrical key oscillator connector.
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Front view of wire harness connector:
(to Front Door Outside Handle)

Fraont view of wire hamess connector;
(to Door E'ectrical Key Osciliator)

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION | CONDITION SPECIFIED CONDITION
S$2-9 (TRG-)-S1-1 (TRG-) | Always Belowl Q
S2-9 (TRG-) - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - FRONT DOOR OUTSIDE
HANDLE)

(a) Disconnect the certification ECU (smart key ECU
assembly) connector.
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Front view of wire harness connector:
(to Certification ECU (Smart Key ECU
Assembly))

T 1~7~15Cﬂ£ﬂ1;

NB0ED! BESDBI0E
‘If-' |}. 4"1’ L'-'i.\ir‘. ':i "l ('I i M{'I‘If{'f‘.’l'{:!-‘«

b

Front view of wire harness conneclor:
(to Front Door Outside Handle)

TRG+

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION | conbpiTiON SPECIFIED CONDITION
E36-4 (TSW2)-S1-3 (TRG+) Always Below1 Q
E36-4 (TSW2) - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

5. |INSPECTFRONTDOOR OUTSIDE HANDLE (for Front Passenger Side)

(a) Measure the resistance according to the value(s) in
the table below.

Standard Resistance:
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Component without harmess connected:
(Front Door Qutside Handle)

TESTER
CONNECTION

CONDITION

SPECIFIED
CONDITION

Bi-1 {TRE-5-81-3 |
(TRG+)

Lock switch not
pushed

10 kQ or higher

&i-1 (TRG-)-61-3 |
(TRG+)

Lock switch
pushed

Below1l Q

H
NG > REPLACE FRONT DOOR OUTSIDE HANDLE
OK
v
6. |REPLACE DOOR ELECTRICAL KEY OSCILLATOR

(a) Replace the door electrical key oscillator .

NEXT

v

7.

CHECK DOOR ELECTRICAL KEY OSCILLATOR (OPERATION)

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

NG > REPLACE CERTIFICATION ECU (SMART KEY ECU

ASSEMBLY)
oK » END (DOOR ELECTRICAL KEY OSCILLATOR IS
DEFECTIVE)
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Last Modified: 3-10-2010 6.41] lFrom:200901
Model Year: 2010 Model: Corolla IDoc ID: RMO0O0O0O0OOXUVO011X

Title: THEFT DETERRENT /KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): Luggage
Caompartment Door Entry Unlock Function does not O perate when Key is O utside Luggage
Compartment (2010 Corolla)

Luggage Compart ment Door Entry Unlock Function does not Operate when Key is Outside Luggage
Compartment

DESCRIPTION

When the luggage compartment door entry unlock function does not operate, one of the foellowing may be
the cause: 1) luggage compartment door opener outer switch malfunction; 2) communication
malfunction between the electrical key antenna and electrical key transmitter; 3) the main body ECU
(instrument panel junction block) receives the luggage compartment door opener outer switch ON

signal, but is unable to send the signal to the certification ECU (smart key ECU assembly) through CAN

communication; or 4) certification ECU (smart key ECU assembly) malfunction.

WIRING DIAGRAM

r====1 CLGB|2,,( i ( )
PSS | 11 32
;Y L CG8B
CLGS 131
.'\Nk. CLGS
M13

Outside Electrical Key Oscillator
(Luggage Compartment)

ACT+ 1
1 1
S e L T
L26
Luggage Compartment
Door Opener Outer Switch e -
3 23
o 2A LGCY
L18 Instrument Panel
Ed6 SN——— ) \. 7,
Certification ECU (Smart -Y9939e Compartment Junction Block e RCS ECU

Key ECU Assembly) Door Lock

: CAN Communication Line

INSPECTION PROCEDURE
PROCEDURE
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1. |CHECK SMARTKEY SYSTEM (Entry Function)

(a) Check that entry lock and unlock functions can be operated at each door.

OK:
Entry lock and unlock functions operate normally.

NG ’ GO TO OTHER PROBLEM (PROBLEM SYMPTOMS

TABLE)
OK
v
5 |READ VALUE USING TECHSTREAM (LUGGAGE COMPARTMENT DOOR OPENER

SWITCH)

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key / Data List.

(e) Read the Data List according to the display on the Techstream.
Smart Key (Certification ECU (Smart Key ECU Assembly))

TESTER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE
ON: Luggage compartment door
Tr/B-Door Luggage compartment door opener outer switch is pushed
Unlock SwW opener switch /ON or OFF OFF: Luggage compartment door

opener outer switch is not pushed

OK:
On the Techstream screen, the item changes between ON and OFF according to above chart.

INSPECT LUGGAGE COMPARTMENT DOOR OPENER

NG OUTER SWITCH

OK
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3. |PERFORMACTIVE TEST USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Main Body / Active Test,

(e) Perform the Active Test according to the display on the Techstream.

Main Body (Main Body ECU (Instrument Panel Junction Block))

TESTER DISPLAY

TEST PART CONTROL DIAGNOSTIC
RANGE NOTE

Trunk and Back-door
O pen

switch

Luggage compartment open

ON/OFF -

OK:

Luggage compartment door lock motor operates according to the Techstream operation.

INSPECT LUGGAGE COMPARTMENT DOOR LOCK

NG ASSEMBLY

4. |CHECK WAVE ENVIRONMENT

Vehicle Center

L)

Approximately 0.3 m
(0.984 ft.)

(a) Bring the electrical key transmitter near the outside
electrical key oscillator (luggage compartment), and
perform an entry luggage compartment open function
check.

NOTICE:

If the key is brought within 0.2 m (0.656 ft) of the rear
bumper, communication is not possible.

HINT:
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®* When the electrical key transmitter is brought near the
electrical key antenna, the possibility of wave interference
decreases, and it can be determined if wave interference is
causing the problem symptom.

e Ifthe operation is normal, the possibility of wave
interference is high. Also, added vehicle components may
cause wave interference. If installed, remove them and
perform the operation check.

OK:
Entry functions operate normally.

NG > PERFORM KEY DIAGNOSTIC MODE INSPECTION

OK ) AFFECTED BY WAVE INTERFERENCE

5. |PERFORMKEY DIAGNOSTIC MODE INSPECTION

07t01.0m
(23010 3.28 fr)
Vehicle Cenler

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

(a) Diagnostic mode inspection (outside electrical key
oscillator (luggage compartment))

(1) Connect the Techstream to the DLC3.
(2) Turn the engine switch on (IG).
(3) Turn the Techstream on.

(4) Enter the following menus: Body Electrical / Smart
Key / Utility / Communication Check (Key Diag Mode)
/ Overhead + Luggage (outside).

(5) When the electrical key transmitter is held at the
same height as the rear bumper upper surface
aligning it with the center of the rear of the vehicle,
check that the wireless door lock buzzer sounds.

HINT:

If the buzzer sounds, it can be determined that the luggage

compartment exterior transmitter is operating normally.

OK:
Wireless door lock buzzer sounds.

CHECK HARNESS AND CONNECTOR
NG } (CERTIFICATION ECU - OUTSIDE ELECTRICAL KEY
OSCILLATOR)

REPLACE CERTIFICATION ECU (SMART KEY ECU

OK ’ ASSEMBLY)
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- KEY OSCILLATOR)

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - OUTSIDE ELECTRICAL

(a) Disconnect the certification ECU (smart key ECU assembly) connector.

Front view of wire harness conneclor
(to Certification ECU (Smart Key ECU
Assembly))

/ N\
CLG8 CGsB
Front view of wire harness connector:
(to Qutside Electrical Key Oscillator)

(b) Disconnect the outside electrical key oscillator

connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E36-32 (CG8B)- M13-2 (CLGB) Always Below1l Q
E36-31 (CLG8)- M13-1 (CLG5) Always Below1l Q

E36-32 (CG8B) - Body ground Always 10 kQ or higher
E36-31 (CLG8) - Body ground . Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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7. |REPLACE OUTSIDE ELECTRICAL KEY OSCILLATOR (Luggage Compartment)

(a) Replace the outside electrical key oscillator (luggage compartment) .

NEXT
v

8. |CHECK OUTSIDE ELECTRICAL KEY OSCILLATOR (OPERATION)

(a) Check that the entry functions operate normally.

oK:
Entry functions operate normally.

REPLACE CERTIFICATION ECU (SMART KEY ECU

NG > ASSEMBLY)

END (OUTSIDE ELECTRICAL KEY OSCILLATOR IS

OK > DEFECTIVE)

9. |INSPECTLUGGAGE COMPARTMENT DOOR LOCK ASSEMBLY

Component without harness connected:
(Luggage Compartment Door Lock)

(a) Remove the luggage compartment door lock
assembly m

(b) Check the operation of the door lock motor.

(1) Move the door lock to the lock position.
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(2) Apply battery voltage to the door lock motor and check the operation of the door lock

motor.
OK:

MEASUREMENT CONDITION

SPECIFIED CONDITION

Battery positive (+) — Terminal 1
Battery negative (-) — Terminal 2

Unlock

(c) Check the operation of the door courtesy switch.

(1) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
2-3 Unlock Belowl Q
2-3 | Lock 10 kQ or higher

NG REPLACE LUGGAGE COMPARTMENT DOOR LOCK
ASSEMBLY

DOOR LOCK)

10 CHECK HARNESS AND CONNECTOR (MAINBODY ECU - LUGGAGE COMPARTMENT

(a) Luggage compartment door lock motor:

(1) Disconnect the main body ECU (instrument panel

junction block) connector.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Front view of wire harness connector:
(to Main Body ECU)

7 [alehalt i} 2 afiafishefi7
T { {bokakesbebos)

TR+ : g

Front view of wire harness connector:
(to Luggage Compartment Door Lock)

ACT+

(2) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E50-1 (TR+)-L18-1 (ACT+) Always Below1l Q
E50-1 (TR+) - Body ground Always 10 kQ or higher

(b) Luggage compartment door courtesy switch:

(1) Disconnect the instrument panel junction block

connector.
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Front view of wire harness connector:
{to Instrument Pane! Junction Block)

LGCY

Front view of wire harness connector;
(to Luggage Compartment Door Lock)

(2) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION ' CONDITION SPECIFIED CONDITION
L18-2 (E) - Body ground Always . Belowl Q

2A-7 (LGCY)-L18-3 (D+) Always Belowl Q

2A-7 (LGCY) - Body ground I Always 10 kQ or higher

NG } REPAIR OR REPLACE HARNESS OR CONNECTOR

REPLACE MAIN BODY ECU (INSTRUMENT PANEL

OK ’ JUNCTION BLOCK)

11. |INSPECT LUGGAGE COMPARTMENT DOOR OPENER OUTER SWITCH

(a) Disconnect the luggage compartment door opener
outer switch connector.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Component withoul harmess connected:
{Luggage Compartment Door Opener
Outer Switch)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER . SWITCH CONDITION | SPECIFIED
CONNECTION CONDITION

Luggage compartment door opener outer switch not
1-2 9939 P P 10 kQ or higher
pushed (OFF)

Luggage compartment door opener outer switch

Below 1 Q
pushed (ON) slow

NG > REPLACE LUGGAGE COMPARTMENT DOOR OPENER
OUTER SWITCH

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - LUGGAGE

=2 COMPARTMENT DOOR OPENER SWITCH)

(a) Disconnect the certification ECU (smart key ECU
assembly) connector.
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Front view of wire harness connector:
(to Certification ECU (Smart Key ECU

Assembly))
} ST Tl
I EIEISIRL UL -
-w L ll:t ;hﬂ{ﬂ Hmn{zﬁlﬂ‘vx.l?ﬂu‘: ']E!
LS.
TSWS

Front view of wire harness connector:
{to Luggage Comparntment Door
Opener Quter Switch)

(b) Measure the resistance according to the value(s) in

Standard Resistance:

the table below.

TESTER CONNECTION CONDITION SPECIFIED CONDITION
L26-1 - Body ground | Always Below1l Q

L26-2 - E36-7 (TSW5) Always Below1l Q
L26-2 - Body ground | Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

oK p

REPLACE CERTIFICATION ECU (SMART KEY ECU
ASSEMBLY)
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Last Modified: 3-10-2010 |6.4 3

[From: 200901

Model Year: 2010 Model: Corolla

|D0cID: RMO0OO0O00OXUUOD2KX

Oscillator does not Recognize Key (2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): Room

Room Oscillator does not Recognize Key

DESCRIPTION

If the indoor electrical key oscillator does not recognize a key, either of the following may be the cause:
1) communication between the indoor electrical key oscillator (front floor) and electrical key transmitter

cannot be performed; or 2) communication between the indoor electrical key oscillator (rear floor) and

electrical key transmitter cannot be performed.

WIRING DIAGRAM

L25
Indoor Electrical Key Oscillator (Rear Floor)

CEE—
== 3 1
] (208 2l cass
E37
Indoor Electnical Key Oscillator (Front Floor)
| ey CLGB|3 14
—— it CG6B
Mg, CLe4 |1 LE] T
E36

O
Certification ECU (Smart
Key ECU Assembly)

INSPECTION PROCEDURE

NOTICE:

When using the Techstream to troubleshoot with the engine switch off: Connect the Techstream to the

vehicle, and turn a courtesy light switch on and off at 1.5-second intervals until communication between

the Techstream and vehicle begins.

PROCEDURE

1. |CHECK SMARTKEY SYSTEM (Entry Function)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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(a) Check that entry lock and unlock functions can be operated at each door.

OK:
Entry lock and unlock functions operate normally.

NG > GO TO OTHER PROBLEM (PROCEED TO PROBLEM
SYMPTOMS TABLE FOR EACH DOOR)

2. |CHECK SMART KEY SYSTEM (Start Function)

Required Distance:
10 mm (0.394 in.)

Engine Switch (a) Remove the battery of the electrical key transmitter

.

(b) With the brake pedal depressed, face the logo side of the key to the engine switch.

(c) When operating the engine switch, check whether the power source mode changes.
OK:
Power source mode changes.

HINT:

e When the electrical key transmitter cannot be verified even though it is within the specified range,
the engine start check can be performed by removing the transmitter battery from the electrical
key transmitter and holding the transmitter against the engine switch.

e When performing the check, if the power source mode changes, there is a problem with key
certification inside the cabin.

NG P> 6o To SMART KEY SYSTEM (Power Source Mode
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does not Change)

3. |CHECK WAVE ENVIRONMENT

(a) Install the battery to the electrical key transmitter.

(b) Bring the electrical key transmitter near the indoor electrical key oscillator (front floor),
and check that the engine can be started.

NOTICE:
If the key is brought within 0.2 m (0.656 ft.) of the indoor electrical key oscillator (front floor),

communication is not possible.

(c) Bring the electrical key transmitter near the indoor electrical key oscillator (rear floor),
and check that the engine can be started.

NOTICE:

If the key is brought within 0.2 m (0.656 ft.) of the indoor electrical key oscillator (rear floor),
communication is not possible.

HINT:

e When the electrical key transmitter is brought near the indoor electrical key oscillator, the
possibility of wave interference decreases, and it can be determined if wave interference is
causing the problem symptom.

e Ifthe operation is normal, the possibility of wave interference is high. Also, added vehicle
components may cause wave interference. If installed, remove them and perform the operation
check.

OK:
The engine starts.

NG > PERFORM KEY DIAGNOSTIC MODE INSPECTION

OK } AFFECTED BY WAVE INTERFERENCE

4. |PERFORMKEY DIAGNOSTIC MODE INSPECTION

(a) Diagnostic mode inspection (indoor electrical key
oscillator (front floor))

(1) Connect the Techstream to the DLC3.

(2) Turn the engine switch on (IG).
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Inspection

Inspection

(3) Turn the Techstream on.

(4) Enter the following menus: Body Electrical / Smart
Access / Utility / Communication Check (Key Diag
Mode) / Overhead + Front Room.

(5) When the electrical key transmitter is placed on the
driver seat or front passenger seat cushion, check
that the wireless door lock buzzer sounds.

(b) Diagnostic mode inspection (indoor electrical key
oscillator (rear floor))

(1) Connect the Techstream to the DLC3.
(2) Turn the engine switch on (IG).
(3) Turn the Techstream on.

(4) Enter the following menus: Body Electrical / Smart
Access / Utility / Communication Check (Key Diag
Mode) / Overhead + Rear Room.

(5) When the electrical key transmitter is placed on the
rear seat cushion, check that the wireless door lock
buzzer sounds.

HINT:

If the buzzer sounds, it can be determined that the indoor electrical

key oscillators are operating normally.

Result:

RESULT PROCEED
TO
Front and rear operation checks are normal or A
fail
Rear operation check is normal B
Front operation check is normal C

B > CHECK HARNESS AND CONNECTOR (CERTIFICATION
ECU - INDOOR ELECTRICAL KEY OSCILLATOR)

A > REPLACE CERTIFICATION ECU (SMART KEY ECU
ASSEMBLY)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

135/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

KEY OSCILLATOR)

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - INDOOR ELECTRICAL

(a) Disconnect the certification ECU (smart key ECU assembly) connector.

Front view of wire harness connector:
(to Certification ECU (Smart Key ECU
Assembly))

i 1
CLG5 CG5B

Front view of wire harness connector:
(to Indoor Electrical Key Oscillator)

€D

i

CLG3 CLGB

(b) Disconnect the indoor electrical key oscillator (front

floor) connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTERCONNECTION _ CONDITION SPECIFIED CONDITION
E36-11 (CLGS5)-E37-1 (CLG3) Always Below1 Q
E36-12 (CG5B)- E37-3 (CLGB) Always Below1l Q

E36-11 (CLGS5) - Body ground | Always 10 kQ or higher
E36-12 (CG5B) - Body ground Always 10 kQ or higher

NG } REPAIR OR REPLACE HARNESS OR CONNECTOR
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6. |INSPECTINDOOR ELECTRICAL KEY OSCILLATOR (FRONT FLOOR)

(a) Measure the voltage according to the value(s) in the table below.

Component with harness connected:
(Certification ECU (Smart Key ECU Assembly))

-

|
CGSB CLGS '’

Standard:
TESTER CONNECTION TOOLSETTING SWITCH SPECIFIED
| CONDITION CONDITION
E36-11 (CLG5) -E36-12 2V/DIV, 2 us/DIV. Engine switch on T T—
(CG5B) (Reference) (IG) 9

REPLACE CERTIFICATION ECU (SMART KEY ECU

NG ’ ASSEMBLY)

REPLACE INDOOR ELECTRICAL KEY OSCILLATOR

OK (Front Side)

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - INDOOR ELECTRICAL

£ KEY OSCILLATOR)

(a) Disconnect the certification ECU (smart key ECU assembly) connector.

(b) Disconnect the indoor electrical key oscillator (rear

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 137/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

Front view of wire harness connectlor:
(to Certification ECU (Smart Key ECU

Assembly))
.' 415187 H.d J L“I.“ e | I';".'Il".'
o2 s abesiond ombst il Pt il R vt o
o /_/’ i‘ —
CLG6 CG6B

Front view of wire harness connector:
(to Indoor Electrical Key Oscillator)

@

CLG4 CLGB

floor) connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E36-13 (CLG6) - L25-1 (CLG4) Always Below1 Q
E36-14 (CG6B)-L25-3 (CLGB) | Always Below1 Q

E36-13 (CLG6) - Body ground | Always 10 kQ or higher
E36-14 (CG6B) - Body ground | Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

8. |INSPECTINDOOR ELECTRICAL KEY OSCILLATOR (REAR FLOOR)

(a) Measure the voltage according to the value(s) in the table below.
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Component with harness connected:
({Certification ECU (Smart Key ECU Assembly))

«=GND
CG6B CLGE t
Standard:
TESTER CONNECTION TOOLSETTING SWITCH SPECIFIED
CONDITION CONDITION
E36-13 (CLG6) - E36-14 2 V/DIV, 2 us/DIV. ' Engine switch on pulse generation
(CG6B) ||(Reference) (IG) g

NG ’ REPLACE CERTIFICATION ECU (SMART KEY ECU
ASSEMBLY)
oK REPLACE INDOOR ELECTRICAL KEY OSCILLATOR

(Rear Side)

{30 JOYOTA o’
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Last Modified: 3-10-2010 6.4 |From: 200901

Model Year: 2010 '|Model: Corolla |D0c ID: RMOO0O0O0OOXUWD10X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): Key
Luggage Compartment Lock-in Prevention Function does not O perate (2010 Caralla)

Key Luggage Compartment Lock-in Prevention Function does not Operate

DESCRIPTION

If the key luggage compartment lock-in prevention function does not operate, either of the following may
be the cause: 1) communication between the indoor electrical key oscillator (luggage compartment) and
electrical key transmitter cannot be performed; or 2) a malfunction in the certification ECU (smart key
ECU assembly).

WIRING DIAGRAM

S
P 16
] TR CG78
'k"';ﬂvCLGs 1 18 CLG7
M17
Indoor Electrical Key Oscillator (Luggage Compartment)
1 7 3
ANT ANT ASEL A i ASEL
\_______/
Electrical Key Antenna Door Contro! Receiver ertification
"

INSPECTION PROCEDURE
PROCEDURE
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1. |CHECK SMARTKEY SYSTEM (Entry Function)

(a) Check that the luggage compartment door entry unlock function operates.

Result:
RESULT PROCEED TO
Luggage compartment door entry unlock function does not operate A
Luggage compartment door entry unlock function operates B

A P GO TO OTHER PROBLEM

2. |CHECK WAVE ENVIRONMENT

(a) Bring the electrical key transmitter near the indoor electrical key oscillator (luggage
compartment), and check that the key luggage compartment lock-in prevention function
operates.

NOTICE:

If the_g(ley is brought within 0.2 m (0.656 ft.) of the indoor electrical key oscillator, communication is not
possible.

HINT:

e When the electrical key transmitter is brought near the indoor electrical key oscillator (luggage
compartment), the possibility of wave interference decreases, and it can be determined if wave
interference is causing the problem symptom.

e Ifthe operation is normal, the possibility of wave interference is high. Also, added vehicle
components may cause wave interference. If installed, remove them and perform the operation
check.
oK:

Key lock-in prevention function operates normally.

NG ’ PERFORM KEY DIAGNOSTIC MODE INSPECTION

OK } AFFECTED BY WAVE INTERFERENCE
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3.

PERFORM KEY DIAGNOSTIC MODE INSPECTION

0.1

(0.328 ft [ Hrias

Inspection Point —

Vehicle Center

0.2m
(0.656 fL)

(a) Diagnostic mode inspection (indoor electrical key
oscillator)

(1) Connect the Techstream to the DLC3.
(2) Turn the engine switch on (IG).
(3) Turn the Techstream on.

(4) Enter the following menus: Body Electrical / Smart
Key / Utility / Communication Check (Key Diag Mode)
/ Overhead + Luggage (inside).

(5) When the electrical key transmitter is held at the
same height as the rear bumper upper surface
aligning it with the center of the rear of the vehicle,
check that the wireless door lock buzzer sounds.

HINT:

If the buzzer sounds, it can be determined that the luggage

compartment interior transmitter is operating normally.

oK:
Wireless door lock buzzer sounds.

CHECK HARNESS AND CONNECTOR
NG > (CERTIFICATION ECU - INDOOR ELECTRICAL KEY
OSCILLATOR)

REPLACE CERTIFICATION ECU (SMART KEY ECU

oK ’ ASSEMBLY)

4,

KEY OSCILLATOR)

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - INDOOR ELECTRICAL

(a) Disconnect the certification ECU (smart key ECU assembly) connector.

(b) Disconnect the indoor electrical key oscillator
connector.
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Front view of wire harness connectlor:
(to Certification ECU (Smart Key ECU

Assembly))
] '.' 415187 H.d J L“I.“ '.’:'III’D‘.'IF'.'
|2 s afsiond onbosd wly oo g e :;f.'w.‘:
o //
CLG? CG7B

Front view of wire harness connector:
(to Indoor Electrical Key Oscillator)

@D

CLG6 CLGB

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTERCONNECTION | CONDITION SPECIFIED CONDITION
E36-16 (CG7B)- M17-3 (CLGB) Always Below1 Q
E36-15 (CLG7)- M17-1 (CLG6) Always Below1 Q

E36-16 (CG7B) - Body ground | Always 10 kQ or higher
E36-15 (CLG7) - Body ground _ Always | 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - DOOR CONTROL
RECEIVER)

(a) Disconnect the door control receiver connector.
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Front view of wire hamess connector:
{to Certification ECU (Smart Key ECU
Assembly))

D

ASEL

Front view of wire hamess connector:
(to Door Control Receiver)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E36-37 (ASEL)- M14-4 (ASEL) Always Below 1 Q
E36-37 (ASEL) - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

ANTENNA)

CHECK HARNESS AND CONNECTOR (DOOR CONTROL RECEIVER - ELECTRICAL KEY

(a) Disconnect the electrical key antenna connector.
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Front view of wire hamess connector:
(to Door Control Receiver)

Vel

1
=

11213
J'.:sn H?I

ANT

Front view of wire hamess connector:
(to Electrical Key Antenna)

ANT

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION | CONDITION SPECIFIED CONDITION
M14-7 (ANT)-M15-1 (ANT) | Always Below1 Q
M14-7 (ANT) - Body ground | Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

7. |REPLACE INDOOR ELECTRICAL KEY OSCILLATOR (Luggage Compartment)

(a) Replace the indoor electrical key oscillator (luggage compartment) .

NEXT
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8. |CHECK INDOOR ELECTRICAL KEY OSCILLATOR (OPERATION)

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

NG } REPLACE ELECTRICAL KEY ANTENNA

END (INDOOR ELECTRICAL KEY OSCILLATOR IS

oK } DEFECTIVE)

9. |REPLACE ELECTRICAL KEY ANTENNA

(a) Replace the indoor electrical key antenna.

NEXT
v

10. |(CHECK ELECTRICAL KEY ANTENNA (OPERATION)

(a) Check that the entry functions operate normally.

OK:
Entry functions operate normally.

REPLACE CERTIFICATION ECU (SMART KEY ECU

NG ’ ASSEMBLY)

OK > END (ELECTRICAL KEY ANTENNA IS DEFECTIVE)
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Last Modified: 3-10-2010 6.4 3 |From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RMO0O0000OXUX02CX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Entry Function): Entry
Interior Alarm does not Sound (2010 Corolla)

Entry Interior Alarm does not Sound

DESCRIPTION

The smart key system uses the combination meter buzzer to perform various vehicle interior warnings.
When each warning's conditions are met, the certification ECU (smart key ECU assembly) sends a
buzzer signal to the meter ECU, and the combination meter buzzer sounds.

INSPECTIONNMROCEDURE
PROCEDURE

1. |CHECK COMBINATION METER ASSEMBLY (OPERATION)

(a) Turn the engine switch on (IG). Place luggage on the front passenger seat to cause the
front passenger seat belt warning light to blink.

(b) When driving the vehicle at 15 km/h (9 mph) or higher, check that the seat belt warning
buzzer sounds to inform that the passenger seat belt is not fastened.

HINT:

The smart key system sounds the buzzer built into the combination meter for indoor warnings. This buzzer is
also used for the seat belt warning system. Therefore, check the operation of the combination meter buzzer by

checking if the buzzer sounds to inform that the seat belt is not fastened.

OK:
Combination meter buzzer sounds.

NG } GO TO METER / GAUGE SYSTEM

REPLACE CERTIFICATION ECU (SMART KEY ECU
ASSEMBLY)

oK p

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 147/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

Last Modified: 3-10-2010 6.4 R |From: 200901
Model Year: 2010 |Model: Corolla IDoc ID: RMOOOOOOYEEO41X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): PARTS
LOCATION (2010 Corolla)

PARTS LOCATION
ILLUSTRATION
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— PARK / NEUTRAL POSITION SWITCH
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— ENGINE ROOM RELAY BLOCK AND JUNCTION BLOCK
-1G2 RELAY
-1G2 FUSE

-AM2 NO. 2 FUSE

ILLUSTRATION
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for TMC Made:

COMBINATION METER —

MAIN BODY ECU (INSTRUMENT —
PANEL JUNCTION BLOCK)

-1G1 RELAY
- STOP FUSE

DLC3 j

STOP LIGHT SWITCH ———

— D CODE BOX
{(IMMOBILISER CODE ECU)

—RELAY BLOCK NO. 6
- STARTER CUT RELAY

CERTIFICATION ECU
(SMART KEY ECU
ASSEMBLY)

7 =
-

STEERING LOCK ECU
RELAY BLOCK NO. §
- STARTER RELAY
INDICATOR - ACC RELAY
@ ENGINE SWITCH
ILLUSTRATION
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for except TMC Made:

PANEL JUNCTION BLOCK)

-1G1 RELAY

- STOP FUSE

STOP LIGHT SWITCH
STEERING LOCK ECU

COMBINATION METER ————

MAIN BODY ECU (INSTRUMENT—

ID CODE BOX (IMMOBILISER CODE ECU)

INDICATOR

ENGINE SWITCH

RELAY BLOCK NO. 8

- STARTER RELAY
- STARTER CUT RELAY
- ACC RELAY
; e
d ~+—CERTIFICATION ECU
/' (SMART KEY ECU
f ASSEMBLY)
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Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function):
PRECAUTION (2010 Corolla)

PRECAUTION

1. EMERGENCY ENGINE START CONTROL

(a) If there is a malfunction in the stop light switch or STOP fuse, their signals may not be correctly
transmitted to the main body ECU (instrument panel junction block). This may result in the engine

not starting even if the engine switch is pressed while the brake pedal is depressed and the shift
leveris inthe P or N.

To activate the starter:
(1) Turn the engine switch from off to on (ACC).

(2) Press and hold the engine switch for 15 seconds.

2. PRECAUTIONS FOR PUSH-BUTTON START FUNCTION:

(a) Before starting the engine, firmly depress the brake pedal until the indicator in the engine switch
turns green.

(b) The power source mode (off, on (ACC), on (IG)) is always retained in memory by the vehicle. If
the battery is disconnected, the power source mode that was present before disconnection will be
restored after the battery is reconnected. Be sure to turn the engine switch off before

disconnecting the cable from the negative battery terminal. Be careful if the power source mode of
a vehicle with a discharged battery is not known.

(c) After the battery is reconnected, be sure to wait 10 seconds or more before attempting to start
the engine. The engine may not start immediately after the battery is reconnected.

(d) If the electrical key is held near the engine switch to start the engine when the electrical key
battery is depleted, the following warnings will sound:

(1) Driver's door open — closed

e An exit warning will sound if the power source is in a mode other than off.

(2) Doors other than the driver door open — closed

e A warning will sound to indicate that the electrical key has been taken out of the
vehicle.

These warnings will sound because it is not possible for the vehicle to determine if the key is presentin
the vehicle (due to the depleted key battery). These warnings do not indicate system malfunctions.
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Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): SYSTEM

DESCRIPTION (2010 Corolla)

SYSTEM DESCRIPTION

1. PUSH-BUTTON START FUNCTION DESCRIPTION

(a) The push-button start function uses a push-type engine switch, which the driver can operate by
merely carrying the electrical key. This system consists primarily of the main body ECU (instrument
panel junction block), engine switch, ID code box (immobiliser code ECU), steering lock ECU,
electrical key, ACC relay, IG1 relay,IG2 relay and certification ECU (smart key ECU assembly).
The main body ECU (instrument panel junction block) controls the function. This function operates in
cooperation with the smart key system.

2. FUNCTION OF COMPONENT

COMPONENT

FUNCTION

Engine switch

e Transponder key
amplifier

e Transmits engine switch signal to main body ECU (instrument
panel junction block).

e Informs driver of power source mode or system abnormality with
illumination of indicator light.

e Receives ID code and transmits it to certification ECU (smart
key ECU assembly) when key battery is low.

Electrical key

Receives signals from oscillators and returns ID code to door control
receiver.

Indoor oscillator

e Front and rear

Receives request signals from certification ECU (smart key ECU
assembly) and forms detection area in vehicle interior.

Steering lock ECU

Receives lock/unlock request signals from certification ECU (smart key
ECU assembly) and main body ECU (instrument panel junction block).

Stop light switch

O utputs state of brake pedal to main body ECU (instrument panel
junction block).

Door control receiver

Receives ID code from electrical key and transmits it to certification
ECU (smart key ECU assembly).

Main body ECU (instrument
panel junction block)

e Changes power source mode in 4 stages (off, on (ACC), on (IG),
start) in accordance with shift position and state of stop light
switch.

e Controls push-button start function in accordance with signals
received from switches and each ECU.

Certification ECU (smart key
ECU assembly)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

Certifies ID code received from door control receiver and transmits
certification results to ID code box (immobiliser code ECU) and steering
lock ECU.
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COMPONENT FUNCTION

Receives steering unlock or engine immobiliser unset signals from
certification ECU (smart key ECU assembly), certifies them, and
transmits each unset signal to steering lock ECU or ECM.

ID code box (immobiliser
code ECU)

e Receives engine start request signal from main body ECU
(instrument panel junction block), turns ON starter relay, and

ECM starts engine.

e Receives signal from ID code box (immobiliser code ECU) and
performs engine ignition and injection.

3. SYSTEM FUNCTION

The electric controls of the push-button start function are described below:

CONTROL OUTLINE
Evditie When driver operates engine switch with electrical key in driver's possession, certification
sw?tch ECU (smart key ECU assembly) starts indoor oscillator, which transmits request signal to
- electrical key. Upon receiving this signal, the electrical key transmits ID code matching
result signal to main body ECU (instrument panel junction block).
Dl GHESIS When main body ECU (instrument panel junction block) detects malfunction, main body
g ECU (instrument panel junction block) diagnoses and memorizes failed section.

4, CONSTRUCTION AND OPERATION
(a) Engine Switch

The engine switch consists of a momentary type switch, 2
color (amber, green) LEDs, and a transponder key amplifier.

e The amber and green LEDs are for the indicator lights.
The driver can check the present power source mode
and whether the engine can start in accordance with

Indicator Light the illumination state of the indicator light.

e When the main body ECU (instrument panel junction

\ block) detects an abnormality in the push-button
SE’.;g"F"fT ‘ start function, it makes the amber indicator light

% STOP flash. If the engine is stopped in this state, it may not
N be possible to restart it.

(b) Indicator Light Condition

Engine Switch Indicator Light Condition

I POWER SOURCE | INDICATOR LIGHT CONDITION
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MODE/CONDITION |
BRAKE PEDAL BRAKE PEDAL
RELEASED BEPRESSED, SHIFT
LEVERIN P OR N
ON (Green)
off OFF (When key and vehicle
IDs match)
on (ACC, IG) [oN (Amber) |[oN (Green)
Engine running IOFF |OFF
) Flashes
Steering lock not Flashes (Green) for 15
(Green) for 15
unlocked sec.
sec.
Flashes
Flash Amber) for 15
System malfunction (Amber) for 15 seacs es! (mben)/ir
sec. )

(c) Main body ECU (instrument panel junction block)

The main body ECU (instrument panel junction block) consists
ofthe IG1 and IG2 relay actuation circuits and CPU.

HINT:

Before removing the battery, make sure to turn the engine switch off. The
main body ECU (instrument panel junction block) constantly stores the
present power source mode in its memory. Therefore, if the main body
ECU (instrument panel junction block) is interrupted by disconnecting
the battery, the main body ECU (instrument panel junction block)
restores the power source mode after the battery is reconnected. For this
reason, if the battery is disconnected when the engine switch is not off,
the power will be restored to the vehicle at the same time the power is
restored to the main body ECU (instrument panel junction block) (by

reconnecting the battery).

5. PUSH-BUTTON START FUNCTION OPERATION

(a) This system has different power source mode patterns depending on the brake pedal condition and
shift lever position.

BRAKE | SHIET . POWER SOURCE MODE PATTERN
PEDAL LEVER

When the engine switch is pushed once.

e off — engine start
e on (ACC) — engine start
e on (IG) — engine start

Depressed PorN
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BRAKE SHIFT POWER SOURCE MODE PATTERN
PEDAL LEVER
Each time the engine switch is pushed.
p
e off won (ACC) —on (IG) — off
Not
depressed Each time the engine switch is pushed.
Except P
P e off »on (ACC) — on (IG) — on (ACC)
When the engine switch is pushed with power source mode on (IG) (engine
) p running).
e on (IG) — off
When the engine switch is pushed with power source mode on (IG) (engine
) Except P running).
e on (IG) - on (ACC)

When the battery of the key is low, the push-button start function can be operated by holding the key
against the engine switch.

e After approximately 1 hour has passed with the engine switch on (ACC) and the shift
position in P, the main body ECU (instrument panel junction block) will automatically cut the
power supply (the power source mode changes to off).

e The illustration below shows the transition of power source modes.

Transition of power source mode:
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Shift Position
P N ExceptPand N
|Engine Switch
Position Engine Engine Not Engine Engine Engine Engine
switch switch operated| switch switch switch switch
pushed pushed for 1 pushed pushed pushed pushed
hour
Brake Brake pedal |Brake pedal
pedal depressed depressed
depressed
off - - /} - 3 - )
on (ACC) <_/ _ H Y _ \__/ A
V V V Vv
on (IG)
Engine
‘<‘:I : Transition of power source <:l : Trans#tion of power source « . Teansition of powear source mode
mode (Always) mode {only when key (only with vehicle stopped)
code 18 certified)
N
HINT:

While the vehicle is being driven normally, operation of the engine switch is disabled. However, if

the engine must be stopped in an emergency while the vehicle is being driven, pressing the engine

switch for 3 seconds or more stops the engine. Power source mode changes from start to on

(ACC).

6. WHEN KEY BATTERY IS LOW

(a) To operate the push-button start function when the key
battery is low, hold the key close to the engine switch with the
brake pedal depressed.
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Required Distance:
10 mm (0.39%4 in.)

Engine Switch

(b) The main body ECU (instrument panel junction block) transmits a key verification request signal to
the certification ECU (smart key ECU assembly).

(c) The certification ECU (smart key ECU assembly) does not receive an ID code response from the
door control receiver, so it actuates the transponder key amplifier built into the engine switch.

(d) The transponder key amplifier outputs an engine immobiliser radio wave to the key.
(e) The key receives the radio wave, and returns a radio wave response to the transponder key amplifier.

(f) The transponder key amplifier combines the key ID codes with the radio wave response, and
transmits it to the certification ECU (smart key ECU assembly).

(g) The certification ECU (smart key ECU assembly) judges and verifies the ID code, and transmits a
key verification OK signal to the main body ECU (instrument panel junction block). The buzzer in the
combination meter sounds at the same time.

(h) After the buzzer sounds, if the engine switch is pressed within 5 seconds with the brake pedal not
depressed, the power source mode changes to on (ACC) oron (IG), the same as in the normal
condition.

7. DIAGNOSIS

The main body ECU (instrument panel junction block) can detect malfunctions in the push-button start
function when the power source mode is on (IG).

When the ECU detects a malfunction, the amber or green indicator light of the engine switch flashes to warn
the driver. At the same time, the ECU stores a 5-digit DTC (Diagnostic Trouble Code) in the memory.

e The indicator light warning continues for 15 seconds even after the power source mode is
changed to off.

e The DTC can be read by connecting the Techstream to the DLC3.

® The push-button start function cannot be operated if a malfunction occurs.

‘3—@19191 '
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Model: Corolla
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DIAGRAM (2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): SYSTEM

SYSTEM DIAGRAM

( b Engine Switch
AM1 sswi
S5W2
from Battery —m—-o.~ 0 AM2 E’_
AM2 NO. 2 INDW sTamt
INDS
SWIL
CAN Lino ] OANH
CANL
STP Stop Light Switch
to Each from ALT
—to"ot—1
System Fuse to Each System
L ACCD
ACC Combination Meter
SPD l
to Each } rirorn ALT to Each System
System ndka Fuse ~
o, \GID SLP Steering Lock ECU
" e LIN1 )
fomiG2 o | y 1o Each ID Code Box
Fuse ' System (Immobiliser Code ECU)
T 1G2D
IG2
SIGN
Caertification ECU {Smart1
» STR CANP ¥
dllh
- Starnter Cut Relay
Main Body ECU Key
(Instrument Panel
Junction Block)
a_—LIN
Y T 7 ~—_ ) ==
(4]
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STR2
STSW
Park/Neutral Position
Swilch GND1 TACH
-I- GND2
= ACCR
Main Body ECU
{Instrument Panel
Junction Block)
. v
{ Y
ACCR
STAR
o TACH
J_ b STA
= Starter Relay STSW
NE + s
- Crankshaft Position Sensor
NE-
Starter
I_ Battery
ECM
= \ J
N
Communication Table
TRANSMITTING ECU RECEIVING ECU SIGNAL COMMUNICATION
(TRANSMITTER) (RECEIVER) METHOD
o~ Main body ECU (instrument Vehicle speed CAN/Local
Combination meter . . ; T
panel junction block) signal communication
Main body ECU (instrument Steerin LIN/Local
Steering lock ECU ; y . ( g ; / s
panel junction block) lock/unlock signal || communication
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speed signal

TRANSMITTING ECU RECEIVING ECU SIGNAL COMMUNICATION
(TRANSMITTER) (RECEIVER) METHOD
Starter signal
Shift positi CAN
ECM Main body ECU (instrument i InaTOSl en
panel junction block) 9
Engine revolution CAN/Local

communication

Main body ECU

Certification ECU (smart key

Engine switch
position signal

Courtesy light

assembly)
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Key loss warning
signal

Low key battery
warning signal

Shift position
warning signal

Steering lock
abnormal warning

Steering lock
unlock warning

(instrument panel ECU asseimibly) switch signal CAN
junction block
] ) Wireless door lock
buzzer request
signal
Certification ECU
Main body ECU (instrument Illumination light
(smart key ECU i . . CAN
B panel junction block) request signal
Certificati ECU
i Main body ECU (instrument Light answer back
(smart key ECU - : : CAN
SSEEHEIY panel junction block) signal
Meter buzzer
single-shot
request signal
Meter buzzer
intermittence
request signal
Meter buzzer
continuation
request signal
Door open displa
Certification ECU i i |
(smart key ECU Combination meter J CAN
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TRANSMITTING ECU RECEIVING ECU . SIGNAL COMMUNICATION
(TRANSMITTER) _ (RECEIVER) METHOD

Certification ECU (smart key
ECU assembly) / Main body Vehicle speed

Combination meter ) ) CAN
ECU (instrument panel signal
junction block)

Certification ECU
Main body ECU (instrument Key ID matchin

(smart key ECU Y ( Y 9 Jun

assembly) panel junction block) request signal

Main body ECU
(instrument panel
junction block)

h?—.ﬁwwf”

Certification ECU (smart key

ID ired si | LIN
ECU asserbly) required signa
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Last Modified: 3-10-2010 l6.4 D [From: 200901
Model Year: 2010 Model: Corolla Doc ID: RMOOOO0OOOYEFO57X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): HOWTO
PROCEED WITH TROUBLESHOOTING (2010 Corolla)

HOW TO PROCEED WITH TROUBLESHOOTING

HINT:

e Use the following procedures to troubleshoot the push-button start function.
e *: Use the Techstream.

1. |VEHICLE BROUGHT TO WORKSHOP

NEXT

2. |CUSTOMER PROBLEM ANALYSIS CHECK

HINT:

e In troubleshooting, confirm that the problem symptoms have been accurately identified.
Preconceptions should be discarded in order to make an accurate judgment. To clearly
understand what the problem symptoms are, it is extremely important to ask the customer about
the problem and the conditions at the time the malfunction occurred.

e Gather as much information as possible for reference. Past problems that seem unrelated may
also help in some cases.

e The following 5 items are important points in the problem analysis:

What Vehicle model, system name
When ' Date, time, occurrence frequency
Where |Road conditions

Under what conditions? Running conditions, driving conditions, weather conditions

How did it happen? Problem symptoms

NEXT
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3. |INSPECTBATTERY VOLTAGE

Standard voltage:
11to14V

If the voltage is below 11 V, recharge or replace the battery before proceeding.

NEXT
v

4. |INSPECT COMMUNICATION FUNCTION OF CAN COMMUNICATION SYSTEM*

(a) Use the Techstream to check if the CAN Communication System is functioning normally

.

Result:
BESHLT PROCEED TO
CAN DTC is not output A
CAN DTC is output B

Bp GO TO CAN COMMUNICATION SYSTEM

A
v

5. |CHECK FOR DTC*

(a) Check for DTCs and note any codes that are output .

(b) Clear the DTCs.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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(c) Recheck for DTCs.

Result:

RESULT

PROCEED TO

DTC does not reoccur

DTC reoccurs

A
v

B > GO TO DIAGNOSTIC TROUBLE CODE CHART

6. |INSPECTBASIC OPERATION

(a) Turn the engine switch on (START) and check that the engine starts normally. Make sure
that the brake pedal is depressed and the shift position is P at this time.

(b) Check that the engine switch mode can be changed by pushing the engine switch.

HINT:

Without depressing the brake pedal, push the engine switch repeatedly. Engine switch mode should turn from
off to on (ACC) to on (IG) and back to off.

With the brake pedal depressed, push the engine switch repeatedly. Engine switch mode should turn to ENGINE

START from any status.

OK:
Engine can start normally.

NEXT
v

7. |PROBLEM SYMPTOMS TABLE

Result:

RESULT

PROCEED TO

Fault is not listed in the problem symptoms table

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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RESULT PROCEED TO

Fault is listed in the problem symptoms table . B

B}Gotosteps

A
v

8. |OVERALL ANALYSIS AND TROUBLESHOOTING*

(a) Terminal of ECU .
(b) Data List/Active Test .

NEXT
v

9. |REPAIR OR REPLACE

NEXT
v
10. [CONFIRMATION TEST
NEXT > Enp
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Model Year: 2010 Model: Corolla ]Doc ID: RMOOOODOXI204FX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function):
TERMINALS OF ECU (2010 Corolla)

TERMINALS OF ECU
1. CHECK MAIN BODY ECU (INSTRUMENT PANEL JUNCTION BLOCK)

9 EEEEEE] B
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https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 167/582



15.06.2021

Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

CREFTECED
Lz]a]ais]e]r]a]s)

N 1
N—

ADDEMIE
.Bﬂﬂﬂﬂ

2=l =

(a) Disconnect the E50,E51,E52, 2E and 2C ECU connectors.

(b) Measure the voltage and resistance of the wire harness side connector.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

MESER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
Y - Body
E51-1 (AM1) - Bod round*4
( ) ody 119 +B power supply Always 11to14V
ground L - Body
ground*5
W - Body
E50-6 (AM2) - Bod round*4
( ) Y |9 +B power supply Always 11to14V
ground L - Body
ground*5
B - Body
E51-9 (SSW2) - Bod Engine switch
( ) ¥ ground*4 Engine switch signal 9 Belowl Q
ground pushed
R - Body
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TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
ground*5
B - Body
g a d*4 t Z
E51-9 (S5W2) - Body ||groun Erigie Switan Sighs) Engine switch not 10 KQ or higher
ground R - Body pushed
ground*5
E51-10 (SSW1) - W - Body . : : Engine switch
Hodif ghoii bt Engine switch signal siiakisd Belowl Q
E51-10 (SSW1) - W - Body : y ; Engine switch not ;
E tch | 10 kQ or high
Body ground ground nEiEENEedRn pus hed AFTIEARE
Eal-4:(SND2 ]~ Bagy [|W-B = Body Ground Always Below 1l Q
ground ground
E52-15 (CANH) - R - Body _ )
Bady gt —_— CAN Line Always 10 kQ or higher
EBE A6 YANL) - W~ Body CAN Line Always 10 kQ or higher
Body ground ground
E51-12 (CANN) - W - Bod
( ) ody CAN Line Always 10 kQ or higher
Body ground ground
E5L-1L (UANE] - R - Body CAN Line Always 10 kQ or higher
Body ground ground
RS |G, B SBR[ AR+ Bouy Ground Always Belowl Q
ground ground
2E=12) (LN ) ~Bady | [[V"=Eady LIN line Always 10 kQ or higher
ground ground

If the result is not as specified, there may be a malfunction on the wire harness side.

(c) Reconnect the ECU connectors.

(d) Measure the voltage of the connector.
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TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
0.1to0.8 V*1
SEaiEr SE SISt Bréke pedal depr?ssed, o]
E52-11 (ACCR) - P - W-B — shift lever P, engine — Qutput voltage at
E51-4 (GND2) (AgCC cut signal) switch is pushed once — |terminal AM1 or AM2
g on (IG) is -2 V or more.
GR. © O utput voltage at
Eal-B (620 W-brd IG2 signal Engine switch on (IG) termpinaIAM‘_?orAMZ
E51-4 (GND2) BR - g g ;
’ is -2 V or more.
W-B*5
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TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
GR -
E51-5 (IG2D) - W-B*4 . . .
IG2 signal Engine switchon (ACC) |Below 1 V
E51-4 (GND2) BR - 4 g ( )
W-B*5
Eatra el o IG1 signal Engine switch on (IG) l?el::nﬁlr{ntarzl;cdalgil'a;\Mz
E51-4 (GND2) [|G - W-B*5 g 9 _
is -2 V or more.
E51-6 (IG1D) - W - W-B*4
ESi-4 EGNDZ)) G - W-B*5 IG1 signal Engine switch on (ACC) ||Below 1l V
BR - Park/Neutral Engi itch 1G),
E52-3 (STR) - W-B*4 c?;itfiosiv:r?tch sf:igf't”::\rse“r”ei(cgnt(P o)r N |[Below2 V — Pulse
E51-4 (GND2) _ p. P generation*3
W - W-B*5 |[signal —PorN
G - W-B*4 i
Ea0=18(5LE )~ BR ji::—‘;‘t’;?- :Joocsl?tion Steering lock is locked Fulse generation
E51-4 (GND2 -
( ) W-BX5 — (See waveform 3)
G - W-B*4 || Steering lock )
E50-18 (SLP) - . actuato?‘ T Steering lock is Pulse generation
E51-4 (GND2 - | d
( ) WoBkE Jignal release (See waveform 3)
P - W-B*4 _ ,
E50-7 (SLR+) - Steering lock Steering lock motor
LG - : ; Below 1 V
E51-4 (GND2) motor signal operating
W-B*5
P-W-B*4 Output voltage at
E50-7 (SLR+) - Steering lock Steering lock motor p g
LG - , terminal AM1 orAM2
E51-4 (GND2) motor signal does not operate .
W-B*5 is -2 V or more.
O utput voltage at
E50-4 (ACCD) -
( ) GR - W-B ||ACC signal Engine switch on (ACC) ||terminal AM1 orAM2
E51-4 (GND2) .
is -2 V or more.
E50-4 (ACCD) - . : :
GR - W-B ||ACC signal Engine switch off Below 1 V
E51-4 (GND2) g 9
Output voltage at
EDr8(BWIL] - & - W-B%4 Illumination signal LighE.contipl SWILCH termpinal AM‘_IgorAMZ
E51-4 (GND2) L-W-B*5 9 TAIL orHEAD :
is -2 V or more.
E52-2 (TACH) - , ) ) Pulse generation
GR - W-B ||Tachometersignal | Engine runnin
E51-4 (GND2) 9 g g (See waveform 2)
2C-8 (SPD) - V - WeB Vehicle speed Engine switch on (IG), Pulse generation
E51-4 (GND2) signal rotate rear wheel slowly ||(See waveform 1)
Brake pedal depressed, |Output voltage at
E52-4(5TSW) - W - W-B¥4|Starter activation en inepswitch hpeld on tern?inal AM‘_IgorAMZ
E51-4 (GND2) |B - W-B*5 |[request signal 9
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(ST)

is -2 V or more.
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TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
E52-14 (STR2) - |W - W-B*4 || Starter signal Bréke pedal depresseF:l, Outp.ut voltage at
ES1-4 (GND2) Y - w-B*5 || (sub) shift lever P or N, engine/|terminal AM1 orAM2
switch on (ST) is -3.5V or more.*2
W - Body
2F-5 (ACC) - ground*4
ACCE | Al 11 to14V
Body ground L - Body RRWSFSURRY sk 9
ground*5
2G-1 (IG) - Body |W - Body
I1G | Al i11tol14V
ground ground power supply ways °
O utput voltage at
E50-14 (STP) -
( ) L-W-B Stop light signal Brake pedal depressed |terminal AM1 orAM2
E51-4 (GND2) .
is -2 V or more.
E50-14 (STP) - . .
ES1-4 (GND2) L-W-B Stop light signal Brake pedal released Below1l V

HINT:

*1: Voltage is output only when the engine is cranking.

*2: Voltage is output for 0.3 seconds when the engine is cranking to start. Disconnect the B31 connector from

the ECM and starter cut relay before measuring the voltage.

*3: Remove the starter cut relay before measuring the voltage.

*4: for TMC Made

*5: for except TMC Made

If the result is not as specified, the ECU may have a malfunction.

(e) Using an oscilloscope, check the signal waveform of the ECU.

(1) Waveform 1

Waveform 1 (Reference)

;Q-w-ﬂ”

]

-] 4= GND

|Termfnal No.

2C-8 (SPD) - E51-4 (GND2)

|T00| Setting

5V/DIV., 10 ms./DIV.

|Vehicle Condition

Driving at approx. 20 km/h (12 mph)

1423089

HINT:

As the vehicle speed increases, the wavelength shortens.
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171/582



15.06.2021

Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

142450

—1e= GND

\ Unlock

(2) Waveform 2

Waveform 2 (Reference)

Terminal No.

E52-2 (TACH)- E51-4 (GND2)

ITooI Setting

5V/DIV.,, 10 ms./DIV.

Vehicle Condition

Engine idling

HINT:

As the engine revolution speed increases, the wavelength shortens.

(3) Waveform 3

Waveform 3 (Reference)

Terminal No. |E50-18(SLP)-E51-4 (GND2)

ITool Setting 2V/DIV. 100 ms./DIV.

Vehicle Concﬁtion. Steering lock/unlock

2. CHECK CERTIFICATION ECU (SMARTKEY ECU ASSEMBLY)

*( i w-l & NEEEER

=1

16| 25{ 24| 23| 24 21| 20| 19118 ]

(a) Disconnect the E36 ECU connector.

(b) Measure the voltage and resistance of the wire harness side connector,

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

FEESTER: WIRING TERMINAL CONDITION. SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
W - Body
E36-1 (+B) - Bod round*1
(R gy g +B power supply Always 1l1to14V
ground BR - Body
ground*2
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FESTER WIRING TERMINAL |CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
E3BL0(LING~Bedy: [V = Bady LIN line Always 10 kQ or higher
ground ground
EdorL (- Bady WrE/~ Bogly Ground Always Belowl Q
ground ground

If the result is not as specified, there may be a malfunction on the wire harness side.

(c) Reconnect the ECU connector.

(d) Measure the voltage of the connector.

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
L - Body
E36-18 (IG) - Bod round* 1 Engine switch on
(I6) Y8 Ignition power supply S i1to14V
ground B - Body (IG)
ground*2
IL - Body
E36-18 (IG) - Bod round* 1
(I6) °dy 19 Ignition power supply |Engine switch off [Below 1 V
ground B - Body
ground*2
HINT:
*1: for TMC Made
*2: for except TMC Made
If the result is not as specified, the ECU may have a malfunction.
3. CHECK ECM
I . 7 =
7 i ! iz I AR RN E 1 njroges | s L]
an | ¥ Y el A YR 1] ¥ DM i I I8 181 Al 137
sle|laujale|s (%] 1|k | 5% 50 v 1 52 | 5t '-.|u LH] 1-‘. .".‘u AR Pl f-t." 7
L
e & vt | s in E e 4 FINI |l cD | SR |RT [ S6 |55 Gl-‘ 4 Aalnm 1 LIRS EL g
IEO ) it fign] oo | GR | #7 ) 08 | 95 | | A3 )2 [ ET R Wl | a5 ey n
o) 08 | T 106 ]| 156 | 194 ) [1as) 1 as)2e fi2api w2 eaof URLT LU LRET (REE RS BT AR TF HE R £ ) %
\o £ 2

(a) Disconnect the B31 and A50 ECM connectors.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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(b) Measure the voltage and resistance of the wire harness side connectors.
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TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
A50-1 (+B2) - Bod B - Bod Engi itch
( ) ody ogy Power source of ECM ro Ae. SWLetion 11to14V
ground ground (IG)
A50-2 (+B) - Body B - Body PR SElitE e GEEET Engine switch on 11 6 14 \
ground ground (IG)
A50-28 (IGSW) - B - Body . . . Engine switch on
E tch | i1to14V
Body ground ground Hele:SnrEl=dne (IG) 2
B4R (ME0LY- Yi-B = Bogdy Ground Always Below1l Q
Body ground ground
B31-44 (E02) - Body |W-B - Body
Ground Always Belowl Q
ground ground
B31-45 (E01) - Body | W-B - Body Ground Always Belowl Q
ground ground
B 5 CeoRL) s sty | WSRZBGay Ground Always Belowl Q
ground ground
A50-32 (EC) - Bod W-B - Bod
(E€) ody s/ Ground Always Belowl Q
ground ground
ASL-104 (1)~ Begy B~ Bady Ground Always Belowl Q
ground ground
B3L-86(E0L)~ Bedy [W-B=Bedy Ground Always Belowl Q
ground ground
(c) Reconnect the ECM connectors.
(d) Measure the voltage of the connectors.
TESITER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
Brake pedal depressed, ||0.1 to 0.8 V* — Output
A50-13 (ACCR) - LY < BR ACC relay cut shift lever P or N, engine || voltage at terminal
B31-104 (E1) signal (output) switch is pushed once — ||AM1 orAM2 is -2 V or
on (IG) more.
O utput voltage at
A50-14 (STSW) - Starter activation |Brake pedal depressed, p g
B31-104 (E1) W-G - BR request signal engine switch held (IG) RECTRI RIS SrAME
a o ¢ is -2 V or more.
A50-15 (TACH) - GR - BR E'ngine revolution Idling Pulse generation (see
B31-104 (E1) signal (output) waveform 1)
A50-36 (STP) - Stop light switch
L-BR Brake pedal depressed 7.5t014V
B31-104 (E1) signal (input) P P

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
A50-36 (STP) - Stop light switch
L - BR Brak dal rel d Bel 15V
B31-104 (E1) signal (input) Tk RRER BRRARE S
A50-48 (STA) - Starter relay .
LG - BR Crankin 1itol4V
B31-104 (E1) operation signal 9
Brake pedal depressed,
B31-52 (STAR) - Starter signal 2R P ;
B31-104 (E1) W - BR (Main) shift lever P or N, engine |11 to 14 V
switch on (ST)

HINT:

*: Voltage is output only when the engine is cranking.

If the result is not as specified, the ECM may have a malfunction.

(e) Using an oscilloscope, check the signal waveform of the
ECM.

Waveform 1 (Reference)

|TermmarNo, |A50-15 (TACH)- B31-104 (E1)

ITooI Setting 5V/DIV. 10 ms./DIV.

Engine idling

IVehicle Condition

42350

HINT:

As the vehicle speed increases, the wavelength shortens.

4. CHECK STEERING LOCK ECU

G

e

(a) Disconnect the E39 ECU connector.

(b) Measure the voltage and resistance of the wire harness side connector.
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TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
EAR-L IsHR)- Body (| Wk Endy Ground Always Belowl Q
ground ground
BR - Body
- - round*1
E39-2 (SGND) - Body|(g Ground Always Belowl Q
ground W-B - Body
ground*2
E39-6 (IG2) - Body B - Body . Engine switch on
Ignit | 11to 14V
ground ground HAIEIOR POWEFSHBRLY (IG) 9
E39-6 (IG2) - Body B - Body - ) .
- e Ignition power supply|/|Engine switch off [Below 1 V
E39-7 (B) - Body L - Body
around - +B power supply Always 11to 14V

If the result is not as specified, there may be a malfunction on the wire harness side.

(c) Reconnect the E39 ECU connector.

(d) Measure the voltage of the connector.

DESTER: WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
E39-4 (SLP1) - G - W-B*1 ||Steering lock actuator Steering is $4 F0. 44V
E39-1 (GND) BR - W-B*2 || position signal locked
E39-4 (SLP1) - G - W-B*1 ||Steering lock actuator Steering is Balow 1V
E39-1 (GND) BR - W-B*2 || position signal released
e If the result is not as specified, the ECU may have a malfunction.
HINT:
*1: for TMC Made
*2: for except TMC Made

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Last Modified: 3-10-2010 | [From: 200901
Model Year: 2010 Model: Corolla IDoc ID: RM0O0000367300QX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function):
CUSTOMIZE PARAMETERS (2010 Corolla)

CUSTOMIZE PARAMETERS
1. CUSTOMIZING FUNCTION WITH TECHSTREAM

HINT:

The items in the table below can be customized.

NOTICE:
e When the customer requests a change in a function, first make sure that the function can be

customized.
e Be sure to make a note of the current setting before customizing.
e When troubleshooting a function, first make sure that the function is set to the default setting.

HINT:

The following functions' default settings are ON. Part of these functions can be customized.

Smart Key / Access

DISPLAY (ITEM) |DEFAULT CONTENT SETTING
Ignition Available Area Function to choose the available area for Front /
(Entry ignition available All electrical key to start E/G and cancel the Al
area) steering lock.
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Last Modified: 3-10-2010

l6.4 T

|From: 200901

Model Year: 2010

[Model: Corolla [Doc ID: RM000000X16052X

SYMPTOMS TABLE (2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): PROBLEM

PROBLEM SYMPTOMS TABLE

HINT:

e Use the table below to help determine the cause of problem symptom. If multiple suspected areas
are listed, the potential causes of the symptoms are listed in order of probability in the

"Suspected Area"” column of the table. Check each symptom by checking the suspected areas in

the order they are listed. Replace parts as necessary.

e Inspect the fuses and relays related to the system before inspecting the suspected areas below.

Smart Key System

SYMPTOM

SUSPECTED AREA

Power source mode does not change.

AM2 NO. 2 fuse

IG1 relay

IG2 relay

Engine switch

Wire harness or connector

Smart key system (entry function)

Main body ECU (instrument panel junction
block)

Certification ECU (smart key ECU assembly)

ID code box (immobiliser code ECU)

Steering lock ECU

Engine does not start.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

Smart key system (entry function)

Engine switch

Park/Neutral position switch

STOP fuse

Stop light switch

Electrical steering lock function

| Starter cut relay

Starter relay

ECM

| Engine immobiliser system
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SYMPTOM

SUSPECTED AREA

SEE
PAGE

Main body ECU (instrument panel junction
block)

Wire harness or connector

come on.

Engine switch indicator light does not

Engine switch indicator light circuit

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Last Modified: 3-10-2010 [6.4 D From: 200901

Model Year: 2010 Model: Corolla Doc ID: RMOOO0O0OOYEGO04QX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function):
DIAGNOSIS SYSTEM (2010 Corolla)

DIAGNOSIS SYSTEM

1. DESCRIPTION

(a) Push-button start function data and the Diagnostic Trouble Codes (DTCs) can be read through
the Data Link Connector 3 (DLC3) of the vehicle. When the function seems to be malfunctioning,
use the Techstream to check for malfunctions and perform repairs.

2. CHECK DLC3

(a) Check the DLC3 .

3. INSPECT BATTERY VOLTAGE

Standard voltage:
11to14V

If the voltage is below 11 V, recharge or replace the battery before proceeding.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Last Modified: 3-10-2010 I_6.4 u From: 200901

Model Year: 2010 IModeI: Corolla Doc ID: RMO0O0O000OXI504UX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): DATA LIST
/ACTIVE TEST (2010 Corolla)

DATA LIST / ACTIVE TEST

1. READ DATA LIST

HINT:

Using the Techstream to read the Data List allows the values or states of switches, sensors, actuators and
other items to be read without removing any parts. This non-intrusive inspection can be very useful because
intermittent conditions or signals may be discovered before parts or wiring is disturbed. Reading the Data List
information early in troubleshooting is one way to save diagnostic time.

(a) Connect the Techstream to the DLC3.

When using the Techstream with the engine switch off, turn on and off any of the door courtesy
light switches repeatedly at 1.5 orless second intervals until communication between the tester
and vehicle starts.

(b) Turn the engine switch on (IG).
(c) Read the Data List according to the displays on the Techstream.
Main Body

TESTER MEASUREMENT NORMAL DIAGNOSTIC NOTE
DISPLAY ITEM/RANGE CONDITION

ON: Engine switch on
(ACC) -
OFF: Engine switch off

Engine switch on (ACC)/ON

ACC SW
or OFF

ON: Engine switch on
(IG) -
OFF: Engine switch off

Engine switch on (IG)/ON or

IG SW
OFF

ON: Brake pedal

depressed

Stop Light SW Stop light switch / ON or OFF -
o =8 op light switch / or OFF: Brake pedal

released

ON: Engine switch is
. , pushed

Start Switch 1 Start switch1 /ON or OFF . . . -
OFF: Engine switch is

not pushed

ON: Engine switch is
. ’ pushed

Start Switch 2 Start switch 2 /ON or OFF ) , ) -
OFF: Engine switch is

not pushed

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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TESTER
DISPLAY

MEASUREMENT
ITEM/RANGE

NORMAL
CONDITION

DIAGNOSTIC NOTE

Steering Unlock
Switch

Steering lock condition /ON
or OFF

ON: Steering is
unlocked (Engine
switch on (ACC))
OFF: Steering is
locked (Engine switch

off)

Neutral SW /
Clutch sw

Park/Neutral position switch
/ON or OFF

ON: Shift positionis N
O FF: Shift position is
except N

Shift P Signal

Shift P position signal / ON
or OFF

ON: Shift positionis P
O FF: Shift position is
not P

Vehicle Speed
Signal

Vehicle speed signal / Stop
or Run

Stop: Vehicle is
stopped
Run: Vehicle is running

Engine Condition

Engine condition / Stop or
Run

Stop: Engine is
stopped
Run: Engine is running

IG1 Relay
Monitor (O utside)

IG1 relay monitor (outer) /
ON or OFF

ON: Engine switch on
(IG)
OFF: Engine switch off

IG2 Relay
Monitor (O utside)

IG2 relay monitor (outer) /
ON or OFF

ON: Engine switch on
(IG)
OFF: Engine switch off

IG1 Relay
Monitor (Inside)

IG1 relay monitor (inner) /
ON orOFF

ON: Engine switch on
(Ie)
OFF: Engine switch off

IG2 Relay
Monitor (Inside)

IG2 relay monitor (inner) /
ON or OFF

ON: Engine switch on
(IG)
OFF: Engine switch off

ACC Relay
Monitor

ACC relay monitor /ON or
OFF

ON: Engine switch on
(ACC)
OFF: Engine switch off

Latch Circuit

Ratch circuit /ON or OFF

ON: Engine switch on

(IG) or engine running
OFF: Engine switch off
oron (ACC)

Starter Request
Signal

Starter request signal
monitor /ON or OFF

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

ON: Starter relay is
ON
OFF: Starter relay is
OFF

Engine switch pressed
and held with shift leverin
P orN
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TESTER
DISPLAY

MEASUREMENT
ITEM/RANGE

NORMAL
CONDITION

DIAGNOSTIC NOTE

Power Supply

Power supply condition / All,

ON

All: All relays are OFF
ACC ON: ACC relay is

Condition

ACCON,IG1IG2,STON

IG1:IG1 relayis ON -

IG2:IG2 relayis ON
ST ON: ST request
signal is ON

ACC Relay Cut
Signal

ACC relay cut signal /ON or
OFF

ON: Engine is cranking
OFF: Engine is not -
cranking

Starter Relay
Monitor

STARTER relay monitor /ON
or OFF

ON: Engine is cranking
OFF: Engine is not
cranking

Engine is cranking with
engine switch on (IG) and
shift leverin P or N

Communication
Entry&Start

Communication for
certification ECU (smart key
ECU assembly)/ OK or Stop

OK: Communication
Stop: No =
communication

2. PERFORM ACTIVE TEST

HINT:

Using the Techstream to perform Active Test allows the relays, VSVs, actuators and other items to be operated

without removing any parts. This non-intrusive functional inspection can be very useful because intermittent

operation may be discovered before parts or wiring is disturbed. Performing the Active Test early in

troubleshooting is one way to save diagnostic time. The Data List can be displayed while performing Active

Tests.

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Perform the Active Test according to the display on the Techstream.

Main Body
TESTER DISPLAY TEST PART CONTROL RANGE DIAGNOSTIC
NOTE
Indicator for Lighting |Indicator for lighting ON /OFF -
Green /Amber/ No

Indicator Condition Engine switch indicator /Sig / -
P Supply for Steering |P ly for steering lock

upply for Steering ower supply for steering loc ON / OFF )

lock ECU
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Last Modified: 3-10-2010 '|6.4D From: 200901
Model Year: 2010 |Model: Corolla Doc ID: RMOOOO0OOYEHO04 XX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): DTC
CHECK /CLEAR (2010 Corolla)

DTC CHECK / CLEAR

1. CHECK DTC
(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Read the DTC by following the prompts on the Techstream screen.
HINT:
Refer to the Techstream operator's manual for further details.
2. CLEARDTC
(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Clear the DTC by following the directions on the Techstream screen.

HINT:

Refer to the Techstream operator's manual for further details.
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Last Modified: 3-10-2010 |6.4S

[From: 200901

Model Year: 2010

[Model: Corolla [Doc 1D: RM000000X1205 1X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function):
DIAGNOSTIC TROUBLE CODE CHART (2010 Corolla)

DIAGNOSTIC TROUBLE CODE CHART

Smart Key System

DTC
CODE

DETECTION ITEM

TROUBLE AREA

S5EE

B2271

Ignition Hold Monitor Malfunction

1.AM2 NO. 2 fuse

2. Main body ECU (instrument panel
junction block)

3. Wire harness or connector

2 =
E

B2272

Ignition 1 Monitor Malfunction

1.1G1 relay

2. Main body ECU (instrument panel
junction block)

3. Wire harness or connector

|
i

B2273

Ignition 2 Monitor Malfunction

1.1G2 relay

2. Main body ECU (instrument panel
junction block)

3. Wire harness or connector

I
g

B2274

ACC Monitor Malfunction

1. ACC relay

2. Main body ECU (instrument panel
junction block)

3. Wire harness or connector

il

B2275

STSW Monitor Malfunction

1.ECM

2. Main body ECU (instrument panel
junction block)

3. Wire harness or connector

B2276

ACCR Signal Circuit Malfunction

1. Main body ECU (instrument panel
junction block)

2.ECM

3. Wire harness or connector

|
4

B2277

Detecting Vehicle Submersion

Main body ECU (instrument panel
junction block)

B2278

Engine Switch Circuit Malfunction

1. Engine switch

2. Main body ECU (instrument panel
junction block)

3. Wire harness or connector

|
i

B2281

"P" Signal Malfunction

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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junction block)
2. Shift lock control ECU

|
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DTC
CODE

DETECTION ITEM

TROUBLE AREA

3. Wire harness connector

SEE
PAGE

B2282

Vehicle Speed Signal Malfunction

1.CAN communication system

2. Combination meter system

3. Main body ECU (instrument panel
junction block)

4., Wire harness or connector

B2283

Vehicle Speed Sensor Malfunction

.DTC B2282 detection area

. Combination meter

. Speed sensor

. Skid control ECU

. Main body ECU (instrument panel
junction block)

. Wire harness or connector

b= ¥ ) [N S UV T N I

(o)}

B2284

Brake Signal Malfunction

. Stop light switch

.CAN communication system
.ECM

4, Main body ECU (instrument panel
junction block)

5. Wire harness or connector

W N o=

B2285

Steering Lock Position Signal Circuit
Malfunction

1. Main body ECU (instrument panel
junction block)

2. Steering lock ECU

3. Wire harness or connector

B2286

Runnable Signal Malfunction

1.CAN communication system
2LEEM

3. Main body ECU (instrument panel
junction block)

4. Wire harness or connector

B2287

LIN Communication Master
Malfunction

1. Main body ECU (instrument panel
junction block)

2. Certification ECU (smart key ECU
assembly)

3. Wire harness or connector

B2288

Steering Lock Signal Circuit
Malfunction

1. Main body ECU (instrument panel
junction block)

2. Steering lock ECU

3. Wire harness or connector

B2289

Key Collation Waiting Time Over

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

. 1. Main body ECU (instrument panel

junction block)

2. Smart key system (entry function)
3. Wire harness or connector

4. Certification ECU (smart key ECU
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DTC DETECTION ITEM TROUBLE AREA “ SEE

assembly) || |

TS IOYOTA
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Last Modified: 3-10-2010

l6.4 G |From: 200901

Model Year: 2010

[Model: Corolla |Doc ID: RM000000YL1038X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function):
ON-VEHICLE INSPECTION (2010 Corolla)

ON-VEHICLE INSPECTION

1. CHECK POWER SOURCE MODE CHANGE FUNCTION

(a) Check the function of the engine switch.

(1) Check that power source mode changes in accordance with the conditions of the shift position
and brake pedal.

BRAKE SHIFT POWER SOURCE MODE PATTERN
PEDAL LEVER
When the engine switch is pushed once.
Depressed 5 orii e off — engine starrt
e on (ACC) — engine start
e on (IG) — engine start
Each time the engine switch is pushed.
=]
e off =on (ACC) —on (IG) — off
Not
depressed Each time the engine switch is pushed.
ExceptP
P e off won (ACC)—on(IG) —-on (ACC)
When the engine switch is pushed with power source mode on (IG)
) B (engine running).
e on (IG) — off
When the engine switch is pushed with power source mode on (IG)
engine running).
= ExceptP (eng 9)

e on (IG) —on (ACC)

(b) Check if power source mode changes without pressing the engine switch.

(1) With power source mode on (ACC) and the shift position in P, wait for at least 1 hour. Check

that power source mode changes from on (ACC) to off automatically.

2. CHECK INDICATOR CONDITION

(a) Check the indicator on the engine switch.

(1) Check that the engine switch indicator turns on and

changes color according to the table below.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Indicator Light

POWER SOURCE

INDICATOR LIGHT CONDITION

MODE/CONDITION
BRAKE BRAKE PEDAL
PEDAL DEPRESSED, SHIFT
RELEASED LEVERIN P ORN
ON (Green) (When
off OFF key and vehicle IDs
match)
on (ACC, IG) ON (Amber) ON (Green)
Engine running OFF OFF
Flashes

Steering lock not
unlocked

(Green) for 15
sec.

Flashes (Green) for
15 sec.

System malfunction

Flashes
(Amber) for

15 sec.

Flashes (Amber) for
15 sec.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Last Modified: 3-10-2010 l6.4 c [From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RMOOOOO1LUVO1UX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2271:
Ignition Hold Monitor Malfunction (2010 Corolla)

DTC B2271 Ignition Hold Monitor Malfunction

DESCRIPTION

This DTC is output when a problem such as an openinthe AM2 NO. 2 fuse, an open or short in the wire
harness between the fuse and main body ECU (instrument panel junction block), a short in the IG output
circuit inside the main body ECU (instrument panel junction block), a short between the main body ECU
(instrument panel junction block) and relay, and a short in the relay is detected.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the
negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery
is removed and reinstalled, the power source mode that was selected when the battery was removed is

restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedures for

the engine immobiliser system a

DTC DTC DETECTION CONDITION . TROUBLE AREA
NO.

e AM2 NO. 2 fuse

e Main body ECU
(instrument panel
junction block)

e Wire harness or
connector

Hold circuit, IG1 relay actuation circuit or IG2 relay
B2271 [|actuation circuit inside main body ECU (instrument panel
junction block) is open or shorted

WIRING DIAGRAM
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1
OO { E51 ] AM1
AM2 NO, 2
6
FL MAIN ES0 1 AM2
L
i { Battery
b
T
L .
Main Body ECU (Instrument

Panal Junction Block)

INSPECTION PROCEDURE

PROCEDURE

1. |CHECK FORDTC

(a) Clear the DTCs .

(b) After all DTCs are cleared, check if the trouble occurs again 6 seconds after the engine

switch is turned on (IG).

(c) Check for DTCs again.

oK:
DTC is not output.

CHECK HARNESS AND CONNECTOR (MAIN BODY
NG ) ECU (INSTRUMENT PANEL JUNCTION BLOCK) -
BATTERY)

OK > USE SYMPTOM METHOD TO CHECK

2

CHECK HARNESS AND CONNECTOR (MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK) - BATTERY)

(a) Disconnect the E50 and E51 ECU connectors.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Front view of wira harness connector:
(to Main Body ECU (Instrument Panel
Junction Block))

(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E51-1 (AM1) - Body ground Always 11to14V
E50-6 (AM2) - Body ground Always 11tol14V

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR,

OR FUSE
oK > REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Last Modified: 3-10-2010 6.4 C [From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RMO0O0001LUWOD24X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2272:
Ignition 1 Monitor Malfunction (2010 Corolla)

DTC B2272 Ignition 1 Monitor Malfunction

DESCRIPTION

This DTC is output when there is a problem in the IG1D output circuit, which is from the inside of the
main boedy ECU (instrument panel junction block) to the IG1 relay.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the
negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery
is removed and reinstalled, the power source mode that was selected when the battery was removed is
restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedures for

the engine immobiliser system =

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

e Main body ECU
(instrument panel
junction block)

e IG1 relay

¢ Wire harness or
connector

IG1 relay actuation circuit inside main body ECU
B2272 || (instrument panel junction block) or other related
circuit is malfunctioning

WIRING DIAGRAM
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17

IG1D

4 3 S~ 5 S

WIPER
O r0—d
ECU-IG NO. 1

3

IG1

| from Battery
to Each System < ECU-G NO. 2

--—o0—4
HTR-IG

OOt
WASHER

OO
~  SEAT HTR*1

Instrument Panel Junction Block
E51
Main Body ECU

*1: except TMC Made

INSPECTION PROCEDURE
PROCEDURE

1. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.
(b) Turn the engine switch on (IG) and turn the Techstream on.
(c) Select the item belowin the Data List, and read the display on the Techstream.

HINT:

When using the Techstream with the engine switch off, turn on and off any of the door courtesy light switches

repeatedly at 1.5 second intervals or less until communication between the Techstream and vehicle starts.

Main Body

TESTER DISPLAY | MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
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NOTE
ON: Engine switch on (IG)
1G1 Relay Monitor||Status of IG1 relay monitor (IG1 relay is ON) i
(Outside) (outer) /ON or OFF OFF: Engine switch off (IG1
relay is OFF)
oK:

"ON" (engine switch on (IG)) appears on the screen.

NG > INSPECT RELAY (IG1 RELAY)

2. |CHECK FORDTC

(a) Clear the DTC .

(b) Turn the engine switch on (IG).

(c) After 10 seconds have elapsed, check if the trouble occurs again.

oK:
DTC B2272 is not output.

NG > REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

OK P USE SIMULATION METHOD TO CHECK

3. |INSPECTRELAY (IG1 RELAY)

=5
3 (a) Remove the IG1 relay from the instrument panel
3= I] 5 junction block.
1 (—]
2/

(b) Measure the resistance according to the value(s) in the table below.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Standard Resistance:

THRESTER CONDITION SPECIFIED
CONNECTION CONDITION
When battery voltage is not applied to terminals 1
3-5 v ¢ PP 10 kQ or higher

and 2
When batt It i lied to t inals 1 d
3.5 en battery voltage is azpp ied to terminals 1 an BEIGHT O

NG > REPLACE IG1 RELAY

% BODY ECU)

CHECK HARNESS AND CONNECTOR (INSTRUMENT PANEL JUNCTION BLOCK - MAIN

(a) Disconnect the 2F junction block connector.

i |

Front view of wire harnass connector: (Main
Body ECU (Instrument Panel Junction Block))

R et Lr TR L v ot

5o /T
PN _

IG1D

Front view of wire harness connector: (Main
Body ECU (Instrument Panel Junction Block))

(b) Disconnect the E51 ECU connector.

(c) Measure the resistance according to the value(s) in

Standard Resistance:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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TESTER CONNECTION CONDITION SPECIFIED CONDITION
2F-3 - E51-6 (IG1D) Always Belowl Q
E51-6 (IG1D) - Body ground |A[ways 10 kQ or higher

} REPAIR OR REPLACE HARNESS OR CONNECTOR
NG (INSTRUMENT PANEL JUNCTION BLOCK - MAIN

BODY ECU)
OK
v
5 CHECK HARNESS AND CONNECTOR (INSTRUMENT PANEL JUNCTION BLOCK -

BATTERY AND BODY GROUND)

(a) Disconnect the 2E and 2G junction block connectors.

Front view of wira harness conneclor Front view of wire harness connector:
(to Instrument Panel Junction Block) (to Instrument Pane! Junction Block)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION

2E-17 - Body ground Always Below1l Q

(c) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER CONNECTION CONDITION I SPECIFIED CONDITION

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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TESTER CONNECTION

CONDITION

SPECIFIED CONDITION

2G-1 - Body ground

Always

11to14V

’ REPAIR OR REPLACE HARNESS OR CONNECTOR
NG (INSTRUMENT PANEL JUNCTION BLOCK - BATTERY
AND BODY GROUND)

oK > REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Last Modified: 3-10-2010 _|6.4C From: 200901
Model Year: 2010 Model: Corolla Doc ID: RMOO0O001LUX024X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2273:
Ignition 2 Monitor Malfunction (2010 Corolla)

DTC B2273 Ignition 2 Monitor Malfunction

DESCRIPTION

This DTC is output when there is a problem in the IG2D output circuit, which is from the inside of the
main bedy ECU (instrument panel junction block) to the IG2 relay.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the
negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery
is removed and reinstalled, the power source mode that was selected when the battery was removed is
restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedures for

the engine immobiliser system =

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

e Main body ECU
(instrument panel
junction block)

e IG2 relay

¢ Wire harness or
connector

IG2 relay actuation circuit inside main body ECU
B2273 || (instrument panel junction block) or other related
circuit is malfunctioning

WIRING DIAGRAM
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A

Y

- ) -
o~ O— —M—@—ﬂ—fwm Battery

IG2

Engine Room Junction Block

METER to Each System

IGN

E51 e —
Main Body ECU (Instrument
Panel Junction Block)

A

A

5
b 1A OO 1G2D
C 1G2 NO. 2

)

o~ o0— —og-o—)@—-— from Battery
2

1G2

Engine Room Junction Block

METER to Each System

IGN

E51  S—
Main Body ECU (Instrument
Panel Junction Block)

INSPECTION PROCEDURE
PROCEDURE
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1. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG) and turn the Techstream on.

(c) Read the Data List according to the displays on the Techstream.
HINT:

When using the Techstream with the engine switch off, turn on and off any of the door courtesy light switches

repeatedly at 1.5 second intervals or less until communication between the Techstream and vehicle starts.

Main Body
TESTER DISPLAY | MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
NOTE
ON: Engine switch on (IG)
1G2 Relay Monitor||Status of IG2 relay monitor (IG2 relay is ON) )
(Outside) (outer) /ON or OFF OFF: Engine switch off (I1G2
relay is OFF)
oK:

"ON" (Engine switch on (IG)) appears on the screen.

CHECK HARNESS AND CONNECTOR (ENGINE ROOM
NG > JUNCTION BLOCK - MAIN BODY ECU AND BODY
GROUND)

2. |CHECK FRO DTC

(a) Clear the DTC !
(b) Turn the engine switch on (IG).

(c) After 10 seconds have elapsed, check if the trouble occurs again.

OK:
DTC B2273 is not output.

NG > REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)
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oK } USE SIMULATION METHOD TO CHECK

CHECK HARNESS AND CONNECTOR (ENGINE ROOM JUNCTION BLOCK - MAIN BODY

= ECU AND BODY GROUND)

(a) Disconnect the 1A connector from the engine room junction block.

Front view of wire hamess connector: Front view of wire harness connector: {to Main
{to Engine Room Relay Block) Body ECU (Instrument Panel Junction Block))

|
i

(b) Disconnect the E51 ECU connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION . SPECIFIED CONDITION
| 1A-2 -E51-5 (IG2D) | Always Belowl Q
1A-2 - Body ground Always 10 kQ or higher
| 1A-3 - Body ground | Always Belowl1l Q

’ REPAIR OR REPLACE HARNESS OR CONNECTOR
NG (ENGINE ROOM JUNCTION BLOCK - MAIN BODY
ECU AND BODY GROUND)
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4. |INSPECT ENGINE ROOM JUNCTION BLOCK (IG2 RELAY)

Component without harness connected:
{Engine Room Relay Block)

/1A-2

E A

®\1.E»1 4 M/ NA3

L=

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

(a) Disconnect the 1E connector from the engine room
relay block.

T ESEER CONDITION SPECIFIED
CONNECTION CONDITION
1A-4 - 1E-1 When battery voltage is not applied to terminals 10 kQ or higher
1A-3 and 1A-2
1A-4 - 1E-1 When battery voltage is applied to terminals 1A-3 BAE S
and 1A-2
NG } REPLACE ENGINE ROOM JUNCTION BLOCK
oK ’ REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)
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Last Modified: 3-10-2010 6.4 c [From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RMOO0O00O1LUYD24X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2274:
ACC Monitor Malfunction (2010 Corolla)

DTC B2274 A CC Monitor Malf unction

DESCRIPTION

This DTC is output when there is a problem in the ACCD output circuit, which is from the inside of the
main body ECU (instrument panel junction block) to the ACC relay.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the
negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery
is removed and reinstalled, the power source mode that was selected when the battery was removed is

restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedures for

the engine immobiliser system =

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

® Main body ECU
(instrument panel
junction block)

* ACC relay

e Wire harness or
connector

ACC relay actuation circuit inside main body ECU
B2274 || (instrument panel junction block) or other related
circuit is malfunctioning

WIRING DIAGRAM
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.
2] 21 acep
to Each Fuse - S o0 3
ACC
= —
from Batte €50
i Main Body ECU

(Instrument Pane
Junction Block)

INSPECTION PROCEDURE
PROCEDURE

1. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG) and turn the Techstream on.

(c) Read the Data List according to the displays on the Techstream.

HINT:

When using the Techstream with the engine switch off, turn on and off any of the door courtesy light switches

repeatedly at 1.5 second intervals or less until communication between the Techstream and vehicle starts.

Main Body
TESTER MEASUREMENT ITEM/RANGE NORMAL CONDITION : DIAGNOSTIC
DISPLAY NOTE
. ON: Engine switch on

ACC Relay Status of ACC Relay Monitor/ON (AcC) )

Monitor or OFF ) .

OFF: Engine switch off
OK:

"ON" (engine switch on (ACC)) appears on the screen.

NG } INSPECT RELAY (ACC RELAY)
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2. |CHECK FORDTC

(a) Clear the DTC .

(b) Turn the engine switch on (IG).

(c) After 10 seconds have elapsed, check if the trouble occurs again.

oK:
DTC B2273 is not output.

NG } REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

OK P> USE SIMULATION METHOD TO CHECK

3. |INSPECTRELAY (ACCRELAY)

(a) Remove the ACC relay from the relay block No. 5*1.

(b) Remove the ACC relay from the relay block No. 8*2.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONDITION SPECIFIED
CONNECTION CONDITION
When battery voltage is not applied to terminals 1

3-5 ok s PP 10 kQ or higher

and 2

When battery voltage is applied to terminals 1 and

Belowl Q
2
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HINT:

e *1:forTMC Made
e *2: forexcept TMC Made

NG ’ REPLACE ACCRELAY

4 CHECK HARNESS AND CONNECTOR (ACCRELAY - MAIN BODY ECU (INSTRUMENT
* |PANEL JUNCTION BLOCK)

(a) for TMC Made:

Front view of wire harmess connector:
(to Main Body ECU (Instrument Panel
Junction Block))

Component withoul relay connected:
(Relay Biock No. 5)

ACC relay termina

(1) Disconnect the E50 ECU connector.
(2) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED
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CONDITION
Relay block No.5 ACC relay terminal 1 - E50-4 (ACCD) Always Belowl Q
E50-4 (ACCD Relay block No.5 ACC relay t inal 1 -
( ) or Relay bloc o relay termina AT 10k Brhilgher
Body ground
(b) for except TMC Made:
Component without relay connected: Front view of wire harness connector:
{Relay Block No. 8) (to Main Body ECU (Instrument

Panel Junction Block)

ACC Relay Terminal ||

(1) Disconnect the E50 connector.

(2) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

CONDITION

Body ground

TESTER CONNECTION SPECIFIED
CONDITION
Relay block No. 8 ACC relay terminal 1 - E50-4 (ACCD) Always Below 1l Q
Relay block No.8 ACC relay terminal 1 or E50-4 (ACCD) - |
Y Y ( ) Always 10 kQ or higher

’ REPAIR OR REPLACE HARNESS OR CONNECTOR
NG (ACCRELAY - MAIN BODY ECU (INSTRUMENT
PANEL JUNCTION BLOCK)
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5. |CHECK HARNESS AND CONNECTOR (ACCRELAY - BATTERY AND BODY GROUND)

Component withoul relay connected
(Relay Block No. 5)

(a) for TMC Made:
(1) Measure the resistance according to the value(s) in
the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED
CONDITION

Relay block No.5 ACC relay

terminal 2 - Body ground Always Below1 Q

(2) Measure the voltage according to the value(s) in
the table below.

Standard Voltage:

TESTER CONNECTION CONDITION SPECIFIED
CONDITION
ACC relay Relay block No.5 ACC relay
Always 11to14V
terminal terminal 3 - Body ground Y
H

(b) for except TMC Made:

(1) Measure the resistance according to the value(s) in
the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED
CONDITION

Relay block No. 8 ACC relay Klikaya Below 1 ©
2 -Bo und

te('%“ﬂféasure c{}ﬁgreoﬂage according to the value(s)-in
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Component without relay connected:
(Relay Block No, 8)

the table below.
Standard Voltage:

Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

LS '
| TESTER CONNECTION CONDITION SPECIFIED
CONDITION
| Relay block No.8 ACC relay.
Always 11toi14V
terminal 3 - Body ground Y

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR
(ACCRELAY - BATTERY AND BODY GROUND)

oK > REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)
&, B IOV O
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Last Modified: 3-10-2010 ls.4 c [From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RMO0O0O001LUZ024X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2275:
STSW Monitor Malfunction (2010 Corolla)

DTC B2275 STSW Monitor Malfunction

DESCRIPTION

This DTC is output when there is an open, short, or any other problem in the engine start request output
circuit inside the main body ECU (instrument panel junction block) or in the external circuit.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the
negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery
is removed and reinstalled, the power source mode that was selected when the battery was removed is

restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedures for

the engine immobiliser system =

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

e Main body ECU
(instrument panel
junction block)

e ECM

e Wire harness or
connector

STSW output circuit (engine starting request signal
B2275 ||circuit) inside main body ECU (instrument panel junction
block) or other related circuit is malfunctioning

WIRING DIAGRAM
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 EE—
14 4
STSW STSW
S
ES52
AS0 Main Body ECU (Instrument

ECM Panel Junction Block)

INSPECTION PROCEDURE
PROCEDURE

1. |CHECK FORDTC

(a) Clear the DTC .

(b) Turn the engine switch on (IG).

(c) After 15 seconds have elapsed, check if the trouble occurs again.

oK:
DTC B2273 is not output.

CHECK HA RNESS AND CONNECTOR (MAIN BODY
NG > ECU (INSTRUMENT PANEL JUNCTION BLOCK) -
ECM)

OK P USE SIMULATION METHOD TO CHECK

CHECK HARNESS AND CONNECTOR (MAINBODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK) - ECM)

(a) Disconnect the E52 ECU connector.
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Front view of wire harmess connector:

o
(to Main Body ECU (Instrument Panel Front view of wire hamess connector
Junction Block)) {to ECM)

-\

(b) Disconnect the A50 ECM connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E52-4 (STSW)- A50-14 (STSW) | Always Below1l Q
E52-4 (STSW) - Body ground Always 10 kQ or higher

REPAIR OR REPLACE HARNESS OR CONNECTOR

(MAIN BODY ECU (INSTRUMENT PANEL JUNCTION
BLOCK) - ECM)

NG P

3. |INSPECTMAINBODY ECU (INSTRUMENT PANEL JUNCTION BLOCK)

(a) Reconnect the E52 connector.
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Component with harness connected
(Main Body ECU (Instrument Panel
Junction Block))

1
]

Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER
CONNECTION

CONDITION

SPECIFIED CONDITION

E52-4 (STSW) - Body
ground

Brake pedal depressed, Engine

switch hold on (ST)

QO utput voltage at terminal AM1 or
AM2 is -2 V or more.

NG > REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

OK > REPLACE EcM
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Last Modified: 3-10-2010 6.4 c |From: 200901
Model Year: 2010 Model: Corolla |D0c ID: RM0O0O000O1LV8020X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2276:
ACCR Signal Circuit Malfunction (2010 Corolla)

DTC B2276 A CCR Signal Circuit Malf unction

DESCRIPTION

The main body ECU (instrument panel junction block) will set this DTC if the ACCR signal sent from the
ECM is ON for 40 seconds or more.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the
negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery
is removed and reinstalled, the power source mode that was selected when the battery was removed is

restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedures for

the engine immobiliser system =

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

e Main body ECU

ACCR output circuit inside main body ECU (instrument (instrument panel junction
B2276 | panel junction block) or other related circuit is block)
malfunctioning e ECM

e Wire harness or connector

WIRING DIAGRAM
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 S—  EE—
13 1
ACCR ACCR
ES2 N’
AS50 Main Body ECU (Instrument
ECM Panel Junction Block)
N

INSPECTION PROCEDURE

PROCEDURE

1. |CHECK DTC OUTPUT

(a) Clear the DTCs .

(b) After all DTCs are cleared, check if the trouble occurs again 50 seconds after the engine

switch is turned on (IG).

(c) Check for DTCs again.

oK:
No DTC B2276 is output.

CHECK HARNESS AND CONNECTOR (MAIN BODY
NG ) ECU (INSTRUMENT PANEL JUNCTION BLOCK) -
ECM)

OK > USE SIMULATION METHOD TO CHECK

“ JUNCTION BLOCK) - ECM)

CHECK HARNESS AND CONNECTOR (MAIN BODY ECU (INSTRUMENT PANEL

(a) Disconnect the E52 ECU connector.
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Front view of wire hamess connector:
(to Main Body ECU (Instrument Panel
Junction Block)

(to ECM)

=
Front view of wire harness connector;

-\

(b) Disconnect the A50 ECM connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E52-11 (ACCR)- A50-13 (ACCR) Always Below 1 Q
E52-11 (ACCR) - Body ground Always 10 kQ or higher

REPAIR OR REPLACE HARNESS OR CONNECTOR
(MAIN BODY ECU (INSTRUMENT PANEL JUNCTION

BLOCK) - ECM)

3. |INSPECTMAINBODY ECU (INSTRUMENT PANEL JUNCTION BLOCK)

(a) Reconnect the E52 connector.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

217/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

Component with harness connected:
{(Main Body ECU (Instrument Panal
Junction Block))

(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER | CONDITION SPECIFIED CONDITION
CONNECTION

Brake pedal depressed, shift P,
engine switch is pushed once — on
(IG)

E52-11 (ACCR) -
Body ground

0.1 to 0.8 V*1 — output voltage at
terminal AM1 orAM2 is -2 V or more.

HINT:

*1: Voltage is output only when the engine is cranking.
NG > REPLACE ECM

REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

oK p
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Last Modified: 3-10-2010 6.4 C [From: 200901

Model Year: 2010 Model: Corolla Doc ID: RM0O00000Y7Z04V X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2278:
Engine Switch Circuit Malfunction (2010 Coralla)

DTC

B2278 Engine Switch Circuit Malfunction

DESCRIPTION

This DTC is output when 1) a malfunction is detected between the main body ECU (instrument panel

junction block) and the engine switch; or 2) either of the switches inside the engine switch is
malfunctioning.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the

negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery
is removed and reinstalled, the power source mode that was selected when the battery was removed is

restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration

procedures for the engine immobiliser system

DTC
NO.

DTC DETECTION CONDITION

TROUBLE AREA

B2278

Communication is abnormal between the main body ECU
(instrument panel junction block) and engine switch or
the engine switch is defective

® Engine switch

e Main body ECU
(instrument panel
junction block)

e Wire harness or
connector

WIRING DIAGRAM
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 EE—
§81)7 10 SSW1
552(2 9 SSW2
SS1|GND|SS2
Free
Full Travelling O—t—0
0——0
GND
E38 5
Engine Switch
- —

E51
Main Body ECU (Instrument
Panel Junction Block)

INSPECTION PROCEDURE
PROCEDURE

1. |READ VALUE USING TECHSTREAM (START SWITCH)

(a) Connect the Techstream to the DLC3.

(b) Check the Data List for proper functioning of the start switch.

HINT:

When using the Techstream with the engine switch off, turn on and off any of the door courtesy light switches

repeatedly at 1.5 second intervals or less until communication between the Techstream and vehicle starts.

Main Body
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FTESTER
DISPLAY

MEASUREMENT
ITEM/RANGE

NORMAL CONDITION

DIAGNOSTIC
NOTE

Start Switch 1 || Start Switch 1 /ON or OFF

ON: Engine switch is pushed
OFF: Engine switch is not
pushed

Start Switch 22 || Start Switch 2 /ON or OFF

ON: Engine switch is pushed
OFF: Engine switch is not
pushed

OK:

ON (engine switch is pushed) and OFF (engine switch is not pushed) appear on the screen.

NG } INSPECT ENGINE SWITCH

oK p

REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

2. |INSPECT ENGINE SWITCH

(a) Remove the engine switch .

o
ENGINE
START

\ stoP /

SS1  GND $S2

| . O]
T|6|5|[a]3 |21
14(13|12|11]|10( 9| 8

(b) Disconnect the switch connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION

SWITCH CONDITION

SPECIFIED CONDITION

7 (551)-5 (GND) Pushed Below 1 Q
2 (SS2)- 5 (GND) |Pushed Below1 Q
7 (551)-5 (GND) |Not pushed 10 kQ or higher
2 (552)-5 (GND) Not pushed 10 kQ or higher

5
2
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This switch is a momentary type switch.

NG } REPLACE ENGINE SWITCH

CHECK HARNESS AND CONNECTOR (ENGINE SWITCH - MAIN BODY ECU AND BODY
GROUND)

(a) Disconnect the E51 ECU connector.

Front view of wire harness connector: Front view of wire harness
(to Main Body ECU (Instrument Panel  connector: (to Engine Switch)
. Junction Block))

882

(b) Disconnect the E38 switch connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E38-7 (551)-E51-10 (SSW1) _ Always Belowl Q
E38-2 (552)- E51-9 (SSW2) Always Below1 Q
E38-5 (GND) - Body ground Always Below1l Q
E38-7 (55S1)0rE51-10 (SSW1) - Body ground Always 10 kQ or higher
E38-2 (552)0orE51-9 (SSW2) - Body ground Always 10 kQ or higher

> REPAIR OR REPLACE HARNESS OR CONNECTOR
NG P (ENGINE SWITCH - MAIN BODY ECU AND BODY
GROUND)
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REPLACE MAIN BODY ECU (INSTRUMENT PANEL

oK » JUNCTION BLOCK)

ESTOYOTA
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Last Modified: 3-10-2010 |6.4C From: 200901

Model Year: 2010 Model: Corolla Doc ID: RM0O00001LVOO1UX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2277:
Detecting Vehicle Submersion (2010 Corolla)

DTC B2277 Detecting Vehicle Submersion

DESCRIPTION

This DTC is output when the submersion circuit monitor inside the main body ECU (instrument panel
junction block) detects that the vehicle is submerged in water.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the
negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery

is removed and reinstalled, the power source mode that was selected when the battery was removed is
restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedures for

the engine immobiliser system =

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

Submersion circuit monitor inside main body ECU (instrument
B2277 ||panel junction block) detects that vehicle is submerged in
water

Main body ECU (instrument
panel junction block)

INSPECTIONNMROCEDURE
PROCEDURE

1. |CHECK FOR WATER DAMAGE

(a) Check the main body ECU (instrument panel junction block), peripheral components,
and wire harnesses for traces of water.

OK:
There are no traces of water.

NG ’ TAKE APPROPRIATE MEASURES AGAINST CAUSE

OF WATER DAMAGE AND REPLACE MAIN BODY
ECU (INSTRUMENT PANEL JUNCTION BLOCK)
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2. |CHECK FORDTC

(a) Clear the DTC ,

(b) Turn the engine switch on (IG).

(c) After 330 seconds have elapsed, check if the trouble occurs again.

oK:
DTC B2277 is not output.

NG > REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

oK } USE SIMULATION METHOD TO CHECK

SO JOVOTA o,
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Last Modified: 3-10-2010 6.4 C |From:200901
Model Year: 2010 Model: Corolla |D0c ID: RMOOOOOOXEVO55X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function):
B2282,B2283: Vehicle Speed Signal Malfunction (2010 Corolla)

DTC B2282 Vehicle Speed Signal Malf unction

DTC B2283 Vehicle Speed Sensor Malfunction

DESCRIPTION

The skid control ECU converts these signals into 4-pulse signals and sends them to the combination
meter. After this signal is converted into a more precise rectangular waveform by the waveform shaping
circuit inside the combination meter, it is then transmitted to the main body ECU (instrument panel
junction block). The main body ECU (instrument panel junction block) determines the vehicle speed
based on the frequency of these pulse signals.

The main body ECU (instrument panel junction block) and the combination meter are connected by a
cable andthe CAN.DTC B2282 is output when the cable information and CAN information are
inconsistent.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the
negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery
is removed and reinstalled, the power source mode that was selected when the battery was removed is
restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedures for

the engine immobiliser system E

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

e CAN communication

system
e Combination meter
Cable information and CAN information between the main system
B2282 ||body ECU (instrument panel junction block) and the e Main body ECU
combination meter are inconsistent (instrument panel

junction block)
e Wire harness or
connector
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DTC DTC DETECTION CONDITION TROUBLE AREA
NO.
e DTC B2282 detection
area
e Combination meter
When either of conditions below is met: e Speed sensor
e Skid control ECU
B2283 e Over-deceleration in vehicle speed « Main bodv ECU
e Vehicle speed and engine speed do not match : Y
(instrument panel
junction block)
e Wire harness or
connector
—— Meter (Meter
— o |Skid Control ECU| 4 pulses  |ECU) 4 pulses Main Body ECU
|
— sl
From Speed
Sensor o
i 1
B2282 Detection Area
B2283 Detection Area
N

WIRING DIAGRAM
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for TMC Made:

Tire Pressure Warning ECU™1

*1: wi Tire Pressure Warning System

= can

No. 4 Junction Block

P
35|81 | wF|__|
Skid Control ECU CPU
IG+ k&
8 20 8
SO (20 4B )e—+—»(4B 361+S JWF |
Main Body ECU
E46\
{Instrument Panel Junction Bfock} Combination Meter
ACC
-
68 =
E26

Radio Receiver
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for except TMC Made: 7 ~
22 N
SP1 35 [SI J
e .5 i
1 =
Skid Control ECU CPU
(" IG+
iy . 36+s  [uF ] |
DT” sSPD M E
\, J
o Y Ed6
Combination Meter
G2 1G2
; =
SPD |8 11(SPD
iz M (2 o
liding Roof ] *4
Piing Moot Contiol ECU Sterec Component Amplifier*3
vC 1G2
% SPD |8 8 2|SPD
e 7 )e— '
ES94
ECM Instrument Panel Junction Block Tire Pressure Warning ECU*5
ACC
X
% ., SPD |3
i

E106
Navigation Receiver Assembly*6

*1: wio VSC *2: w/ VSC

*4: w! Sliding Roof *5: w/ Tire Prassure Warning System

E26
Radio Receiver

*3: for Separate Type Amplifiar System

6: w/ Navigation System

—— CAN

HINT:

e A voltage of 12 V or 5V is output from each ECU and then input to the combination meter. The

signal is changed to a pulse signal at the transistor in the combination meter. Each ECU controls

the respective system based on the pulse signal.

e Ifashort occurs in an ECU, all systems in the diagram above will not operate normally.

INSPECTION PROCEDURE
PROCEDURE
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1. |CHECK CAN COMMUNICATION SYSTEM

(a) Check for CAN communication system DTCs .
HINT:

If the DTCs for the CAN communication system malfunction are output, inspect those DTCs first.

Result:
RESULT PROCEED TO
CAN communication DTC is not output A
CAN communication DTC is output B

B ) GO TO CAN COMMUNICATION SYSTEM

2. ||CHECK SPEEDOMETER OPERATION

(a) Connect the Techstream to the DLC3.
(b) Turn the engine switch on (IG).
(c) Enter the following menus: Body Electrical / Combination Meter / Data List.

(d) Check the values by referring to the values in the table below.

Combination Meter

TESTER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC

DISPLAY NOTE
Vehicle Speed||Vehicle speed/Min.: 0 km/h (Omph), |Almost same as actual i
Meter Max.; 255 km/h (158 mph) speed (When driving)
oK:

Vehicle speed displayed on the Techstream is almost the same as the actual vehicle speed
measured using a speedometer tester (calibrated chassis dynamometer).

GO TO METER / GAUGE SYSTEM (SPEEDOMETER

NG ’ MALFUNCTION)
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3. |READ VALUE USING TECHSTREAM (VEHICLE SPEED SIGNAL)

(a) Connect the Techstream to the DLC3.
(b) Turn the engine switch on (IG).

(c) Read the Data List according to the displays on the Techstream.

Main Body
TESTER DISPLAY | MEASUREMENT ITEM/RANGE |[NORMAL CONDITION DIAGNOSTIC
NOTE
STOP: Vehicle is
Vehicle Speed Vehicle speed signal / STOP or SEonHd )
Signal RUN oF ; : :
Run: Vehicle is running
OK:
"STOP" (Vehicle is stopped) and "OFF" (Vehicle is running) appear on the screen.
(d) Proceed to the next step based on the inspection result.
Result:
RESULT | PROCEED TO
OK |A
NG (TMC made) E
[NG (except TMC Made) |C

C ’ CHECK HARNESS AND CONNECTOR (COMBINATION
METER - INSTRUMENT PANEL JUNCTION BLOCK)

B ’ CHECK HARNESS AND CONNECTOR (COMBINATION
METER - MAIN BODY ECU)

A ’ REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

4. |CHECK HARNESS AND CONNECTOR (COMBINATION METER - MAIN BODY ECU)
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(a) Disconnect the E46 meter connector.

Front view of wire harness connector Front view of wire harness connecltor. (o Main
(to Combination Meter) Body ECU (Instrument Panel Junction Block))
n .-\.-1.-'[_‘ 5 ..'ﬂ.ﬁ.—}_.
. -y
& |_T 1 Tﬂk
I J [
= l|: l_'_'.___ 5
1oy o e o O | r (] { SPD
+S E—— ) S—

(b) Disconnect the 2C connector.

(c) Measure the resistance according to the value(s) in the table below.
Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
2C-8 (SPD) - E46-36 (+S) Always Belowl Q
2C-8 (SPD)orE46-36 (+S) - Body ground Always 10 kQ or higher

NG > CHECK HARNESS AND CONNECTOR (COMBINATION
METER - NO. 4 JUNCTION BLOCK)

5. |INSPECTCOMBINATION METER ASSEMBLY

(a) Check the output waveform.

(1) Remove the combination meter with the

connector(s) still connected .

(2) Connect the oscilloscope to terminals E46-36 (+5S)
and body ground.

(3) Turn the engine switch on (IG).
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Component with harness connected:
(Combination Meter Assembly)

(4) Turn the wheel slowly.
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(5) Check the signal waveform according to the
condition(s) in the table below.

ITEM

CONDITION

Tool setting

5V/DIV., 20 ms./DIV

V ehicle condition

Driving at approx. 20 km/h

OK:

The waveform is displayed as shown in the illustration.

HINT:

When the system is functioning normally, one wheel revolution
generates 4 pulses. As the vehicle speed increases, the width

indicated by (A) in the illustration narrows.

NG } GO TO METER / GAUGE SYSTEM

oK p

REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

BLOCK)

CHECK HARNESS AND CONNECTOR (COMBINATION METER - NO. 4 JUNCTION

(a) Disconnect the 4B connector.

Front view of wire harness connector:
{to Combination Meter)

+S

Front view of wire harness connector:
(to No. 4 Junction Block)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

233/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E46-36 (+S) - 4B-8 IAfways Belowl Q
E46-36 (+S) or 4B-8 - Body ground Always Below 1 Q

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR
(COMBINATION METER - NO. 4 JUNCTION BLOCK)

CHECK HARNESS AND CONNECTOR (INSTRUMENT PANEL JUNCTION BLOCK - NO. 4

Z- JUNCTION BLOCK)

(a) Measure the resistance according to the value(s) in the table below.

Front view of wire harness connector: Front view of wire harness connector: (to Main
{to No. 4 Junction Block) Body ECU (Instrument Panel Junction Block))

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
2C-8 (SPD)-4B-20 |A[ways Belowl Q
2C-8 (SPD)or4B-20 - Body ground Always 10 kQ or higher

> REPAIR OR REPLACE HARNESS OR CONNECTOR
NG (INSTRUMENT PANEL JUNCTION BLOCK - NO. 4
JUNCTION BLOCK)
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oK } REPLACE JUNCTION CONNECTOR

CHECK HARNESS AND CONNECTOR (COMBINATION METER - INSTRUMENT PANEL

- JUNCTION BLOCK)

(a) Disconnect the E46 meter connector.

Front view of wire harness connector: Front view of wire harness connector: (to Main
(to Combination meter) Body ECU (Instrument Panel Junction Block))

(+[2[a]a]n o] v]a]n sl diofralsshahfmbuin
2 G e e 2 TR ~'|'.. A n::ﬂ.:;-.l:.‘]n:-wl--:
b i —a
+S

(b) Disconnect the 2E connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
2E-1 (SPD) - E46-36 (+S) Always Belowl Q
2E-1 (SPD)orE46-36 (+S) - Body ground Always 10 kQ or higher

> REPAIR OR REPLACE HARNESS OR CONNECTOR
NG P (coMBINATION METER - INSTRUMENT PANEL
JUNCTION BLOCK))

9. |INSPECT COMBINATION METER

(a) Check the output waveform.
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Component with harness connected:
(Combination Meter Assembly)

[TI T LOTIAE I ENOEID000 M
Giivgy -:.v;-‘lmi'-‘l‘lﬂrtg",'r'l-bbv'-’q

\ ¢l

[L:u TN g Ty T I 15]

+S Y

V ehicle condition
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(1) Remove the combination meter with the
connector(s) still connected |_™@ .

(2) Connect the oscilloscope to terminals E46-36 (+S)
and body ground.

(3) Turn the engine switch on (IG).
(4) Turn the wheel slowly.

(5) Check the signal waveform according to the
condition(s) in the table below.

ITEM ] CONDITION

Tool setting 5Vv/DIV., 20 ms./DIV

Driving at approx. 20 km/h

OK:
The waveform is displayed as shown in the illustration.

HINT:

When the system is functioning normally, one wheel revolution
generates 4 pulses. As the vehicle speed increases, the width

indicated by (A) in the illustration narrows.

NG } GO TO METER / GAUGE SYSTEM

REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

oK p
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Last Modified: 3-10-2010 ls.ac |From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RMOOO00O1LV201TX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2281: "pP"
Signal Malfunction (2010 Corolla)

DTC B2281 "P" Signal Malfunction

DESCRIPTION

The ECM and the shift lock control ECU are connected by a cable and the CAN. If the cable information
and CAN information are inconsistent, this DTC will be output.

HINT:

If the main body ECU (instrument panel junction block) is replaced with a new one while the cable from the
negative (-) battery terminal is connected, the power source mode will be in IG-ON mode. When the battery is
removed and reinstalled, the power source mode that was selected when the battery was removed is restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedure for

the engine immobiliser system

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

e Main body ECU
(instrument panel
junction block)

e Shift lock control ECU

® Wire harness or
connector

Cable information and CAN information between main
B2281 [body ECU (instrument panel junction block) and shift
lock control ECU are inconsistent

WIRING DIAGRAM
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~s— from PNP Switch
CAN -P: CAN
 —
ECM
7 15
P2 P

~— ES0 ~—
E81 m— . AN Main Body ECU (Instrument
Shift Lock Control ECU Panel Junction Block)

INSPECTION PROCEDURE
PROCEDURE

1. |CHECK CAN COMMUNICATION SYSTEM

(a) Check for CAN communication system DTCs .

HINT:

If the DTCs for the CAN communication system malfunction are output, inspect those DTCs first.

Result:
RESULT ' PROCEED TO
CAN communication DTC is not output A
CAN communication DTC is output B

B ’ GO TO CAN COMMUNICATION SYSTEM
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2. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG) and turn the Techstream main switch on.

(c) Read the Data List according to the displays on the Techstream.

Main Body
TESTER MEASUREMENT NORMAL CONDITION DIAGNOSTIC
DISPLAY ITEM/RANGE NOTE
ON: Shift P signal ON (Shift
Shift P Si | | Shift P Si | /ON OFF posttion Is £
i igna i igna or -
g g OFF: Shift P signal OFF (Shift
position is not P)
OK:

"ON" (P signal is ON) and "OFF" (P signal is OFF) appear on the screen.

NG } GO TO SHIFT CONTROL SYSTEM

3. ||CHECK HARNESS AND CONNECTOR (MAIN BODY ECU - SHIFT LOCK CONTROL ECU)

(a) Disconnect the E50 and E81 ECU connectors.
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Front view of wire harness connector:
(to Main Body ECU (Instrument Panel
Junction Block))

efefefel fp

IOBZEBTT .qT.T- ;
SDIE|S(FTIET

Front view of wire harness connector:
(to Shift Lock Control ECU)

o /P2
S

e
e

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TERMINAL NO.(SYMBOL) CONDITION SPECIFIED CONDITION
E50-15 (P)-E81-7 (P2) | Always Belowl Q
E50-15 (P) - Body ground | Always 10 kQ or higher

NG » REPAIR OR REPLACE HARNESS OR CONNECTOR
(MAIN BODY ECU - SHIFT LOCK CONTROL ECU)

4. |CHECK MAIN BODY ECU (INSTRUMENT PANEL JUNCTION BLOCK) OPERATION

(a) After replacing the main body ECU (instrument panel junction block) with a normally
functioning ECU, check that the engine can start normally.

OoK:
Engine can start normally.

NG > REPLACE SHIFT LOCK CONTROL ECU

END (MAIN BODY ECU (INSTRUMENT PANEL

OK ’ JUNCTION BLOCK) DEFECTIVE)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 240/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

{3 TOYOTA
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Last Modified: 3-10-2010

l6.4 3 [From: 200901

Model Year: 2010

IModel: Corolla

IDoc ID: RMOOOOOOYA105EX

does not Start (2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): Engine

Engine does not Start

DESCRIPTION

1. ENGINE START SYSTEM FUNCTION

(a) If the engine switch is pressed with the shift leveris in P or N and the brake pedal depressed, the
main body ECU (instrument panel junction block) determines thatitis an engine start request.

(b) The certification ECU (smart key ECU assembly) and other ECUs perform key verification via the

LIN communication line.

(c) The main body ECU (instrument panel junction block) activates the ACC relay.

(d) The main body ECU (instrument panel junction block) activates the IG1 and IG2 relays.

(e) The certification ECU (smart key ECU assembly) outputs a steering UNLOCK signal. The signal

is sent to the main body ECU (instrument panel junction block) via the steering lock ECU.

(f) The main body ECU (instrument panel junction block) sends an engine start request signal to the

ECM,

(g) The ECM sends an ACC cut request signal to the main body ECU (instrument panel junction

block).

(h) The ECM and main body ECU (instrument panel junction block) activate the starter relay.

(i) The main body ECU (instrument panel junction block) deactivates the ACC relay until the main
body ECU (instrument panel junction block) detects an engine start.

(j) When engine revolution speed reaches 1200 rpm, the ECM determines that the engine has been

started.

The ECM stops sending an ACC cut request signal to the main body ECU.

The main body ECU (instrument panel junction block) reactivates the ACC relay and turns off the
engine switch indicator light, when engine revolution speed reaches 800 rpm.

SYMBOL OF MAIN BODY ECU SIGNAL
STP Stop light switch ON signal | Input
|SSW1/SSW2 Engine switch ON signal I Input
|ACCD |ACC relay operation signal | O utput
|SLP |Steering lock actuator position signal | Input
|IG1D | IG1 relay operation signal | O utput
|IG2D I1G2 relay operation signal | O utput
|STR2 Starter relay operation signal (Sub) | O utput
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SYMBOL OF MAIN BODY ECU SIGNAL
STR Park/Neutral position switch signal | Input
]TACH |Eng|‘ne start detection signal | Input
]STSW |Star’cer activation request signal | O utput
IACCR |ACC cut request signal | Input
SYMBOL OF ECM SIGNAL
ACCR ACC cut request signal |0utput
]TACH [Engine revolution speed signal |0utput
]STSW IStarter activation request signal |Input
ISTAR |Starter relay operation signal (Main) |0 utput
ISTA [Starter activation signal IInput
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4 N
AM1 SSwWi
- Ssw2 { =
from Battery —m=—ao_~o AM2
AM2 NO. 2 INDW \! staar
INDS
SWIL Engine Switch =
CAN Line e CANH
CANL
Stop Light Switch
STP '
to Each — from ALT l
System & o+— Fuse
to Each System
Ll ACCD
Combination Meter
NG SPD l
from 1G2 o from ALT to Each System
Fuse & 11 Fuse
Steering Lock ECU )
L IG1D SLp
- G LIN1 y
to Each to Each
) o y ID Code Box
System ¢ { System {Immabiliser Code ECU)
il 1G2D
G2
S Certification ECU (Smart
- CANN Key ECU Assembly)
o STR CANP
gl
= Starter Cut Relay
Main Body ECU
(Instrument Panel
Junction Block) oy
— LIN
Y T 7 b =mmcan
P
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A
STR2
STSW
GND1 TACH
J- GND2
= ACCR

Park/Neutral Position
Switch

Main Body ECU (Instrument
Pane! Junction Block)

i Y
ACCR
STAR
oo TACH
J_ . STA
= Starter Relay STSW
NE+ “' -
- | Crankshaft Position Sensor
NE-
Starter
I_ Battery
ECM
= \ S
N

WIRING DIAGRAM
See CRANKING HOLDING FUNCTION CIRCUIT [L88l] .

INSPECTION PROCEDURE

1. EMERGENCY ENGINE START CONTROL
(a) If there is a malfunction in the stop light switch or STOP fuse, their signals may not be correctly

transmitted to the main body ECU (instrument panel junction block). This may result in the engine

245/582
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not starting even if the engine switch is pressed while the brake pedal is depressed and the shift
leveris inP.

To activate the starter:
(1) Turn the engine switch from off to on (ACC).

(2) Hold pressing and hold the engine switch for 15 seconds.

HINT:

After the main body ECU (instrument panel junction block), certification ECU (smart key ECU assembly),
steering lock ECU, ID code box (immobiliser code ECU) and/or ECM are/is replaced, perform the registration

procedures for the engine immobiliser system .
PROCEDURE

1. |CHECK THE ENGINE SWITCH CONDITION

(a) Check the power source mode changes.

(1) When the key is inside the vehicle and the shift leveris in P, check that the power
source mode changes.

OK:
off = on (ACC) — on (IG) — off

NG } GO TO OTHER FLOW CHART

2. |CHECK FORDTC

(a) Clear the DTCs .
(b) Check for DTCs again.

(c) Proceed to the next step based on the inspection result.

Result:
RESULT PROCEED TO
No DTC is output A
Smart key system (for start function) DTCs are output B
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RESULT PROCEED TO
Steering lock DTCs are output C
|Eng[ne immobiliser system DTCs are output | D
|Veh|'c|e stability control system DTCs are output | E

E > GO TO DIAGNOSTIC TROUBLE CODE CHART (VEHICLE
STABILITY CONTROL SYSTEM)

D > GO TO DIAGNOSTIC TROUBLE CODE CHART (ENGINE

IMMOBILISER SYSTEM)

GO TO DIAGNOSTIC TROUBLE CODE CHART
(STEERING LOCK SYSTEM)

C

B b GO TO DIAGNOSTIC TROUBLE CODE CHART (SMART

KEY SYSTEM (STARTING))

3. |CHECK CRANKING FUNCTION

(a) Check the engine cranking function.

(1) When there is fuel in the fuel tank, the key is inside the vehicle, and the shift lever is

in P, check that depressing the brake pedal and pressing the engine switch crank the

engine.

Result:

RESULT PROCEED TO
Engine cranks A
Engine does not crank B

A > GO TO SFI SYSTEM
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4. |READ VALUE USING TECHSTREAM (STARTER CONTROL)

(a) Connect the Techstream to the DLC3.
(b) Turn the engine switch on (IG).

(c) Read the Data List according to the displays on the Techstream screen.

Engine and ECT

TESTER MEASUREMENT . NORMAL CONDITION DIAGNOSTIC
DISPLAY ITEM/RANGE NOTE

ON: Engine switch on (ST)

Starter switch signal /ON or . .
OFF: Engine switch excepton |-

Starter Control OFE

(ST)
Standard:
| ENGINE SWITCH CONDITION | TESTER DISPLAY
|When engine switch is on (ST) |ON
|When engine switch is except on (ST) |OFF

NG } READ VALUE USING TECHSTREAM
(PARK/NEUTRAL POSITION SWITCH)

5. |PERFORM ACTIVE TEST USING TECHSTREAM (STARTER RELAY)

(a) Connect the Techstream to the DLC3.
(b) Turn the engine switch on (IG).

(c) Perform Active Test according to the prompts displayed on the Techstream.

Engine and ECT

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 248/582



15.06.2021

Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

TESTER DISPLAY

FEST PART

CONTROL RANGE

DIAGNOSTIC NOTE

Activate the Starter Relay

Starter

lon oroFF

(d) for TMC Made:

Component without relay connected:
{Relay Biock No. 5)
1) Measure the voltage according to the value(s) in

Starter

Relay the table below.

Terminal

Standard Voltage:
TESTER CONNECTION CONDITION SPECIFIED
CONDITION
Relay block No. 5 starter | When starter relay
relay terminal 2 - Relay |is ON b.y Active g to 14V
block No. 5 starter relay |testusing
terminal 1 Techstream
Relay block No. 5 starter | When starter relay
D — relay terminal 2 - Rela is OFF by Active
— Y ¥ . ¥ Below 1 V
block No. 5 starter relay |testusing
terminal 1 Techstream
.
H

(e) for except TMC Made:

(1) Measure the voltage according to the value(s) in
the table below.

Standard Voltage:

TESTER CONNECTION CONDITION SPECIFIED
CONDITION

Relay block No. 8 starter | When starter relay

relay terminal 2 - Relay |is ON b.y Active 't 14V

block No. 8 starter relay |testusing

terminal 1 Techstream
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(Relay Block No. B)

Starter Relay . l
Terminal |

Component without relay connected:

Relay block No. 8 starter
relay terminal 2 - Relay
block No. 8 starter relay
terminal 1

When starter relay
is OFF by Active
test using
Techstream

Below 1l V

NG } INSPECT STARTER CUT RELAY

6. |INSPECT STARTER RELAY

(b) Remove the starter relay from the relay block No. 8*2.

(a) Remove the starter relay from the relay block No.

5%1;

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER
CONNECTION

CONDITION

SPECIFIED
CONDITION

gi= 5

When battery voltage is not applied to terminals 1

and 2

10 kQ or higher

When battery voltage is applied to terminals 1 and

2

Belowl Q
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HINT:

e *1:forTMC Made
e *2: forexcept TMC Made

NG ’ REPLACE STARTER RELAY

7. RESISTANCE)

CHECK HARNESS AND CONNECTOR (STARTER RELAY TERMINAL VOLTAGE AND

Component without relay connected:
{Relay Biock No. 5)
Starter
Relay
Terminal
%
H

(a) for TMC Made:

(1) Measure the voltage according to the value(s) in
the table below.

Standard Voltage:

TESTER CONNECTION CONDITION SPECIFIED
CONDITION

Relay block No. 5 starter
relay terminal 5 - Body Always 1itoi14V

ground

(2) Measure the resistance according to the value(s) in
the table below.

Standard Resistance:

TESTER CONNECTION [CONDITION SPECIFLEDR
CONDITION

Relay Block No. 5 starter
relay terminal 1 - Body Always Belowl Q

ground

(b) for except TMC Made:

(1) Measure the voltage according to the value(s) in
the table below.
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Component without relay connected:
{Relay Block No. B)

Standard Voltage:

CONDITION

TESTER CONNECTION SPECIFIED
CONDITION
Relay block No. 8 starter
relay terminal 5 - Body Always 11to14V

ground

Starter Relay \ I ‘
Terminal [

(2) Measure the resistance according to the value(s) in

the table below.
Standard Voltage:

ground

TESTER CONNECTION CONDITION SPECIFIED
CONDITION
Relay block No. 8 starter
relay terminals 1 - Body Always Belowl Q

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR,

OR REPLACE FUSE

8. |CHECK HARNESS AND CONNECTOR (STARTER RELAY - STARTER)

(a) for TMC Made:

(1) Disconnect the B8 connector.
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Component without relay connected:
(Relay Block No. 5)

Starter Relay
Tarminal

Front view of wire harness connector:
(to Starter)

(2) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTERCONNECTION CONDITION SPECIFIED
_ CONDITION
Relay block No. 5 starter relay terminal 3 - B8-1 Always Belowl Q
Rel block No. 5 start | t inal 3 B8-1 - Bod
elay block No. 5 starter relay terminal 3 or ody Aluys 10:k0 SEHIGHE
ground
(b) for except TMC Made:
(1) Disconnect the B8 connector.
Component without relay connected: Front view of wire harness connector:
(Relay Block No. 8) (to Starter)
(2) Measure the resistance according to the value(s) in the table below.
Standard Resistance:
TESTER CONNECTION CONDITION. SPECLELED
CONDITION
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TESTERCONNECTION CONDITION SPECIFIED
CONDITION

Relay block No. 8 starter relay terminal 3 - B8-1 Always Below1l Q

Relay block No. 8 starter relay terminal 3 or B8-1 - Body

ground Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR
(STARTER RELAY - STARTER)

9. |CHECK HARNESS AND CONNECTOR (BATTERY - STARTER)

(a) Disconnect the B4 connector.

(b) Measure the voltage according to the value(s) in the table below.
Standard Voltage:

I TESTER CONNECTION | CONDITION I SPECIFIED CONDITION

|B4-1 - Body ground |A]ways |11 to 14 V

NG | REPAIR OR REPLACE HARNESS OR CONNECTOR
(BATTERY - STARTER)

OK } REPLACE STARTER ASSEMBLY

10. |READ VALUE USING TECHSTREAM (PARK/NEUTRAL POSITION SWITCH)

(a) Connect the Techstream to the DLC3.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 254/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

(b) Turn the engine switch on (IG).

(c) Read the Data List according to the displays on the Techstream screen.

Main Body
TESTER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE
Park/Neutral position switch /ON ENEBhikROSEDUIE PErY
NSW/CSW P O FF: Shift positionis not P ||-
or OFF
nor N
OK:

"ON" (Shift positionis P or N) and "OFF" (Shift positionis not P nor N) appear on the screen.

CHECK HARNESS AND CONNECTOR (MAIN BODY

NG ’ ECU - BODY GROUND)

11. |READ VALUE USING TECHSTREAM (S CODE)

(a) Connect the Techstream to the DLC3.
HINT:

When using the Techstream with the engine switch off, turn on and off any of the door courtesy light switches

repeatedly at 1.5 second intervals or less until communication between the Techstream and vehicle starts.
(b) Turn the engine switch on (IG).

(c) Read the Data List according to the displays on the Techstream.
Smart Key

TESTER DISPLAY | MEASUREMENT ITEM/RANGE | NORMAL CONDITION | DIAGNOSTIC NOTE

OK: Normal
S Code Chk S code check /OK or NG . -
NG: Malfunction

oK:
"OK" is displayed on the screen.

NG > REGISTER RECOGNITION CODE (ECU CODE)
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12. (READ VALUE USING TECHSTREAM (L CODE)

(a) Connect the Techstream to the DLC3.
HINT:

When using the Techstream with the engine switch off, turn on and off any of the door courtesy light switches

repeatedly at 1.5 second intervals or less until communication between the Techstream and vehicle starts.

(b) Turn the engine switch on (IG).

(c) Read the Data List according to the displays on the Techstream.
Smart Key

TESTER DISPLAY | MEASUREMENT ITEM/RANGE | NORMAL CONDITION | DIAGNOSTIC NOTE

OK: Normal
L Code Chk L code check /OK or NG . -
NG: Malfunction

oK:
"OK" is displayed on the screen.

NG ’ REGISTER RECOGNITION CODE (ECU CODE)

13. |READ VALUE USING TECHSTREAM (IMMOBILISER SYSTEM STATUS)

(a) Connect the Techstream to the DLC3.

HINT:

When using the Techstream with the engine switch off, turn on and off any of the door courtesy light switches
repeatedly at 1.5 second intervals or less until communication between the Techstream and vehicle starts.

(b) Turn the engine switch on (IG).

(c) Read the Data List according to the displays on the Techstream.
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Immobiliser

FESTER MEASUREMENT ITEM/RANGE
DISPLAY

NORMAL CONDITION

DIAGNOSTIC
NOTE

Immobiliser system status / SET or

Immobiliser UNSET

UNSET: Engine switch
ON
SET: Without key

oK:
UNSET (Engine switch ON) appears on the screen.

NG P READ VALUE USING TECHSTREAM (ENGINE START
REQUEST)

oK)

REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

14. (CHECK HARNESS AND CONNECTOR (MAIN BODY ECU-BODY GROUND)

Front view of wire harness connector:
{to Main Body ECU (Instrument
Panel Junction Block)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:
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TESTER CONNECTION

CONDITION

SPECIFIED CONDITION

E52-3 (STR) - Body ground

. Shift positionis P or N

105to 115 Q

E52-3 (STR) - Body ground

Shift positionis not P nor N

10 kQ or higher

NG > INSPECT PARK/NEUTRAL POSITION SWITCH

oK p

REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

15.

INSPECT PARK/NEUTRAL POSITION SWITCH

Component withoul harness connected:
{Park/Neutral Position Switch)

(a) Disconnect the B88

connector.

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
4-5 P Belowl Q
4 -5 N Belowl Q
4 -5 Except P and N 10 kQ or higher
NG ’ REPLACE PARK/NEUTRAL POSITION SWITCH
oK
A 4
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16. |swiTch)

CHECK HARNESS AND CONNECTOR (MAINBODY ECU - PARK/NEUTRAL POSITION

(a) Measure the resistance according to the value(s) in the table below.

Front view of wire harmess conneclor: (to Main Front view of wire harness connector:
Body ECU (Instrument Pane! Junction Block) {Park/Neutral Position Switch)

e’y o= —
Spea P~ TR pe)

[ [?’1_.[:1’ |
I N\
Il |
LA il
NN
T

Standard Resistance:

TESTER CONNECTION | conpiTiON | SPECIFIED CONDITION
E52-3 (STR) - B88-4 |Always |Below1 Q
E52-3 (STR)or B88-4 - Body ground Always |10 kQ or higher

’ REPAIR OR REPLACE HARNESS OR CONNECTOR
NG (MAIN BODY ECU - PARK/NEUTRAL POSITION

SWITCH)

17. (CHECK HARNESS AND CONNECTOR (PARK/NEUTRAL POSITION SWITCH - ECM)

(a) Disconnect the E50 connector from the ECM.
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15.06.2021

Front view of wire harness connector

[ Front view of wire hamess connector:

(to ECM)
y S— —
& |

—
& 1 -“"\L;""\“-\ ]

fa —— ] -y
=, | E=)
e b e —" s
———
1A
o A1 P

(to Park/Neutral Position Switch)

Standard Resistance:

(b) Measure the resistance according to the value(s) in the table below.

SPECIFIED CONDITION

TESTER CONNECTION

B88-4 - A50-48 (STA)

CONDITION
. Always . Belowl Q
Always 10 kQ or higher

B88-4 or A50-48 (STA) - Body ground

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR
(PARK/NEUTRAL POSITION SWITCH - ECM)

18. |INSPECT STARTER RELAY

(a) Remove the starter relay from engine room relay

block.
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(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

FESTER CONDITION SEECIEIED
CONNECTION CONDITION

When battery voltage is not applied to terminals 1

3-5 and 2 10 kQ or higher
3.5 ;Vhen battery voltage is applied to terminals 1 and Below 1 Q
NG ' REPLACE STARTER RELAY
OK
v

19. [CHECK HARNESS AND CONNECTOR (ECM - STARTER RELAY)

(a) Measure the resistance according to the value(s) in the table below.

Front view of wire harness connector: Component without relay connected:
{to ECM) (Engine room relay block)

Starter Relay
Terminal S ‘

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED

CONDITION
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TESTER CONNECTION CONDITION SPECIFIED
CONDITION
Engine room relay block starter relay terminal 2 - A50-48 AT SEEWT B
(STA)
Engine room relay block starter relay terminal 2 or A50-48 .
Al 10 kQ or high
(STA) - Body ground Ay AL

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

(ECM - STARTER RELAY)

REPAIR OR REPLACE HARNESS OR CONNECTOR
(STARTER RELAY - BODY GROUND)

OK

20.

INSPECT STARTER CUT RELAY

(a) Remove the starter cut relay from the engine room
relay block.

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONDITION SPECIFIED

CONNECTION CONDITION
3.5 \2fv'hen battery voltage is applied to terminals 1 and Belskie
3.5 When battery voltage is not applied to terminals 1 110 1668 G RIGHEE

and 2
NG > REPLACE STARTER CUT RELAY

oK
v
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21. [(CHECK HARNESS AND CONNECTOR (STARTER CUT RELAY - ECM)

(a) Disconnect the B31 connector from the ECM.

{ 3
Component without relay connected: Front view of wire harness or connector:
(Engine Room Relay Block) (to ECM)

swrterct . \JQ J || E
Relay Terminal 1 ' ‘ -

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION ' CONDITION' SPECIFIED
CONDITION
Engi lay block start trelay t inal 5 - B31-52
ngine room relay block starter cut relay termina Klwiia Relowid &
(STAR)
Engine room relay block starter cut relay terminal 5 or B31-52
9 Y Y Always 10 kQ or higher

(STAR) - Body ground

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR
(STARTER CUT RELAY - ECM)

22, [CHECK HARNESS AND CONNECTOR (STARTER CUTRELAY - MAIN BODY ECU)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 263/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

(a) Disconnect the E52 connector from the main body ECU (instrument panel junction block).

Front view of wire harmess connector: Componenlt wilhoul relay connected:
(to Main Body ECU) {Engine Room Relay Block)

Starter Cul
Relay Terminal Sy~

S

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED
CONDITION
Engi lay block start trelay t inal 5 - E52-14
(Sn_ln::;;{nze)room relay block starter cut relay termina ATy BaTowaL. &
Engi lay block start trelay t inal 5 orE52-14 |
ngine room relay block starter cut relay terminal 5 or Aliags 10/KQ br higher

(STR2) - Body ground

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR
(STARTER CUT RELAY - MAIN BODY ECU)

23. |CHECK HARNESS AND CONNECTOR (ECM - STARTER RELAY)

(a) Measure the resistance according to the value(s) in the table below.
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[ Front view of wire harness connector:

o || s]v]
q TN |
=

Starter Relay

Component without relay connected:
(to ECM) (Engine Room Relay Block)

Terminal .'u.{,—"’ B
s i ] ==
Ul > = S
'_‘I'__‘l _ f ¢ ={=
, LT 1. 10003, N
Standard Resistance:
TESTER CONNECTION | CONDITION SPECIFIED
CONDITION
Engine room relay block starter relay terminal 2 - A50-48
g ¥ Y Always Belowl Q
(STA)
Engine room relay block starter relay terminal 2 or A50-48 .
Al 10 kQ high
(STA) - Body ground ways orhigher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR
(ECM - STARTER RELAY)

OK > REPLACE ECM

24. |REGISTER RECOGNITION CODE (ECU CODE)

(a) Register the recognition code (ECU code) .

NEXT
v

25. |CHECK CRANKING FUNCTION
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(a) Check the engine cranking function.

(1) When there is fuel in the fuel tank, the key is inside the vehicle, and the shift lever is
in P, check that depressing the brake pedal and pressing the engine switch crank the

engine.
Result:
RESULT PROCEED TO
Engine does not crank A
Engine cranks B
B’ END

A
v

26. |REPLACE CERTIFICATION ECU (SMART KEY ECU ASSEMBLY)

(a) Replace the certification ECU (smart key ECU assembly) .

NEXT
v

27. |KEY REGISTRATION

(a) Register the key .

NEXT
v

28. [CHECK CRANKING FUNCTION

(a) Check the engine cranking function.
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(1) When there is fuel in the fuel tank, the key is inside the vehicle, and the shift lever is
in P, check that depressing the brake pedal and pressing the engine switch crank the

engine.
Result:
RESULT PROCEED TO
Engine does not crank A
Engine cranks B
B> END

A ’ REPLACE ID CODE BOX (IMMOBILISER CODE ECU)

29. |REGISTER RECOGNITION CODE (ECU CODE)

(a) Register the recognition code (ECU code) ,

NEXT
v

30. [CHECK CRANKING FUNCTION

(a) Check the engine cranking function.

(1) When there is fuel in the fuel tank, the key is inside the vehicle, and the shift lever is
in P, check that depressing the brake pedal and pressing the engine switch crank the

engine.

Result:
I RESULT PROCEED TO
|Eng[ne does not crank A
Engine cranks B

B’END
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31.

REPLACE STEERING LOCK ECU

(a) Replace the steering lock ECU .

NEXT

v

32.

REGISTER RECOGNITION CODE (ECU CODE)

(a) Register the recognition code (ECU code) ,

NEXT

v

33.

CHECK CRANKING FUNCTION

(a) Check the engine cranking function.

(1) When there is fuel in the fuel tank, the key is inside the vehicle, and the shift lever is
in P, check that depressing the brake pedal and pressing the engine switch crank the
engine.

Result:

RESULT

PROCEED TO

Engine does not crank

Engine cranks

B>EI'NID

A ’ REPLACE ID CODE BOX (IMMOBILISER CODE ECU)
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34. (READ VALUE USING TECHSTREAM (ENGINE START REQUEST)

(a) Connect Techstream to the DLC3.

HINT:

When using Techstream with the engine switch off, turn on and off any of the door courtesy light switches
repeatedly at 1.5 second intervals or less until communication between the Techstream and vehicle starts.

(b) Turn the engine switch on (IG).

(c) Read the Data List according to the displays on the Techstream.

Smart Key
TESTER MEASUREMENT ITEM/RANGE NORMAL DIAGNOSTIC
DISPLAY CONDITION NOTE
i OK: Received
Start Rgst Start request signal response / OK or .
NG NG: Not received
OK:

"OK" (received) and "NG" (not received) appear on the screen.

NG p

oK > REPLACE ID CODE BOX (IMMOBILISER CODE ECU)

REPLACE CERTIFICATION ECU (SMART KEY ECU
ASSEMBLY)
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Last Modified: 3-10-2010 IG.4C From: 200901
Model Year: 2010 Model: Corolla Doc ID: RMODOOOOOXEW044X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2284:
Brake Signal Malfunction (2010 Corolla)

DTC B2284 Brake Signal Malfunction
DESCRIPTION
HINT:

When the main body ECU is replaced with a new one and the cable from the negative (-) battery terminal is
connected, the power source mode becomes the IG-ON mode. When the battery is removed and reinstalled, the

power source mode that was selected when the battery was removed is restored.

After the main body ECU is replaced, perform the registration procedures for the engine immobiliser system

[ ]

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

Stop light switch

CAN communication
system

ECM

Main body ECU
(instrument panel junction
block)

e Wire harness or connector

L ]

The brake signal circuit between the main body ECU
B2284 |and the stop light switch is malfunctioning and the
CAN information is inconsistent

WIRING DIAGRAM
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for TMC Made:
%’JT
STP
24
2E
4 3
12
Al sTOP 28
Stop Light Switch
lo Brake Acluator a1
B
Assembly (28 )
from Battery
to Shift Lock ;g
Control ECU
2 1 2
el é"\‘\ 2h
Center Stop Light Assembly
1 2
Py Main Body ECU
L7 @ (Instrument Panel
Tail and Stop Light Socket RH Junction Block)
1 2
®
L29
Tail and Stop Light Socket LH
' CAN
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for except TMC Made:
CAN
14
STP
ECM
24
4| 3
2 A 12
Al {sTop - 28 )1
Stop Light Switch &
to Brake Actuator 21
o a8 ua
‘7
Assembly ®'
from Battery
to Shift Lock 18
Control ECU ¥ {28
12
ok 201
L7
Tail and Stop Light Socket LH
1 2 1 2 9
(e ) et {e(e2) (20—
¢2 .1 I1 .2
Center Stop Light Assembly
, PO
_ Main Body ECU
. 4 @ ‘ {Instrument Panel
L29 Junction Block)
Tail and Stop Light Sockel RH
= *1: w/o Rear Spoiler
- CAN
*2: w! Rear Spoller

INSPECTION PROCEDURE

1. EMERGENCY ENGINE START CONTROL

(a) If there is a malfunction in the stop light switch or STOP fuse, their signals may not be correctly
transmitted to the main body ECU. This may result in the engine not starting even if the engine
switch is pressed while the brake pedal is depressed and the shift leveris in P.

To activate the starter:

(1) Turn the engine switch from off to on (ACC).
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(2) Press and hold the engine switch for 15 seconds.

PROCEDURE

1. |CHECK FOR DTC (CAN COMMUNICATION SYSTEM)

(a) Clear the DTCs .

(b) Check for CAN communication system DTCs @I .
HINT:
If the DTCs for the CAN communication system malfunction are output, inspect those DTCs first.

oK:
No DTC is output.

NG } GO TO CAN COMMUNICATION SYSTEM

2. |CHECK FOR DTC (ENGINE CONTROL SYSTEM)

(a) Clear the DTCs .

(b) Check for DTC P0O500 (Vehicle speed sensor A).

oK:
No DTC is output.

NG } GO TO ENGINE CONTROL SYSTEM

3. |READ VALUE USING TECHSTREAM (STOP LIGHT SWITCH)

(a) Connect the Techstream to the DLC3.
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(b) Turn the engine switch on (IG).

(c) Check the Data List for proper functioning of the stop light switch.

Main Body
TESTER MEASUREMENT NORMAL CONDITION DIAGNOSTIC

DISPLAY . ITEM/RANGE NOME

ON: Brake pedal
Stop Light SW Stop light switch/ON or OFF depressed -
OFF: Brake pedal released

OK:
ON (brake pedal depressed) and OFF (brake pedal released) appear on the screen.

CHECK HARNESS AND CONNECTOR (STOP LIGHT

NG ’ SWITCH - INSTRUMENT PANEL JUNCTION BLOCK)

REPLACE MAIN BODY ECU (INSTRUMENT PANEL

OK > JUNCTION BLOCK)

CHECK HARNESS AND CONNECTOR (STOP LIGHT SWITCH - INSTRUMENT PANEL

e JUNCTION BLOCK)

Front view of wire harness connector; (to
Main Body ECU (Instrument Panel Junction
Block))

i ey

HB
gl=]

O
el

4

-+

2B-12 (a) Disconnect the Al switch connector.
Front view of wire harness connector:
(to Stop Light Switch)

(b) Disconnect the 2B junction block connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:
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TESTER CONNECTION CONDITION SPECIFIED CONDITION
Al-1-2B-12 Always Belowl Q
Al-10or2B-12 - Body ground |AIways 10 kQ or higher

} REPAIR OR REPLACE HARNESS OR CONNECTOR
NG (STOP LIGHT SWITCH - INSTRUMENT PANEL
JUNCTION BLOCK)

D,

CHECK HARNESS AND CONNECTOR (INSTRUMENT PANEL JUNCTION BLOCK - MAIN
BODY ECU)

Block))

Front view of wire harness conneclor: {lo
Main Body ECU (Instrument Pane! Junction

Block))
[ [e]s[e]>]¢
@ J0DCAEE! W-——STP
D35/ 22T5T

Front view of wire harness connector: (lo
Main Body ECU (Instrument Panel Junction

(b) Disconnect the E50 ECU connector.

(a) Disconnect the 2E junction block connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
2E-24 - E50-14 (STP) Always Belowl Q
2E-24 or E50-14 (STP) - Body ground Always 10 kQ or higher
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’ REPAIR OR REPLACE HARNESS OR CONNECTOR
NG (INSTRUMENT PANEL JUNCTION BLOCK - MAIN
BODY ECU)

oK > REPLACE INSTRUMENT PANEL JUNCTION BLOCK
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Last Modified: 3-10-2010 6.4 C |From: 200901
Model Year: 2010 |Model: Corolla Doc ID: RM0O0O0O0O00OYD304TX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2285:
Steering Lock Position Signal Circuit Malfunction (2010 Corolla)

DTC B2285 Steering Lock Position Signal Circuit Malfunction

DESCRIPTION

This DTC is output when serial communication sighals and LIN communication signals in the circuit
between the main body ECU (instrument panel junction block) and steering lock actuator (steering lock
ECU) are inconsistent.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the
negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery
is removed and reinstalled, the power source mode that was selected when the battery was removed is

restored.

After the main body ECU (instrument panel junction block) or steering lock ECU is replaced, perform the

registration procedures for the engine immobiliser system "

DTC DTC DETECTION CONDITION | TROUBLE AREA
NO.

e Main body ECU
(instrument panel
junction block)

e Steering lock ECU

e Wire harness or
connector

Cable and LIN information between the main body ECU
B2285 | (instrument panel junction block) and the steering lock
ECU are inconsistent

WIRING DIAGRAM
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SLP1

18
{ E50 ] SLP

{ L

12

LIN

2C LIN1

—
E39

Steering Lock ECL

s

:LIN

Panel Junction Block)

 S—
Main Body ECU (Instrument

INSPECTION PROCEDURE
PROCEDURE

1. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Check the Data List for proper functioning of the steering lock function.

HINT:

When using the Techstream with the engine switch off, turn on and off any of the door courtesy light switches

repeatedly at 1.5 second intervals or less until communication between the Techstream and vehicle starts.

Main Body

FESTER MEASUREMENT NORMAL CONDITION DIAGNOSTIC

DISPLAY ITEM/RANGE NOTE
ON: Steering is unlocked (Engine

Steering Unlock || Steering lock condition / switchon (ACC)) i
Switch ON or OFF OFF: Steering is locked (Engine

switch off)

OK:

ON (steering is unlocked) and OFF (steering is locked) appear on the screen.

NG P
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2. |CHECK FORDTC

(a) Clear the DTCs .

(b) Check for DTC B2285 (Steering lock position signal circuit malfunction), DTC B2287 (LIN
communication master malfunction) and DTC B2785 (Communication malfunction between

ECUs connected by LIN).

Result:
DISPLAY (DTC OUTPUT) PROCEED TO
"DTC B2285" only A
"DTC B2287" and/or "DTC B2785" B
No DTC C
HINT:

e IfDTC B2287 is output [L#e7
e IfDTC B2785 is output ||

C ’ CHECK INTERMITTENT PROBLEMS

B > GO TO DTC CHART

A b REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

3. |CHECK HARNESS AND CONNECTOR (MAIN BODY ECU - STEERING LOCK ECU)

(a) Disconnect the E50, 2C and E39 ECU connectors.
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Front view of wire harness connector; (to Main
Body ECU (Instrument Pane! Junction Block)

SLP

Front view of wire harness connector:
(to Steering Lock ECU)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION | SPECIFIED CONDITION
E50-18 (SLP)- E39-4 (SLP1) Always Below1l Q
2C-12 (LIN1)- E39-5 (LIN) Always Below1l Q
E50-18 (SLP)orE39-4 (SLP1) - Body ground Always 10 kQ or higher
2C-12 (LIN1)orE39-5 (LIN) - Body ground Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

4. |CHECK MAINBODY ECU OPERATION

(a) After replacing the main body ECU with a normally functioning ECU, check that the
engine starts. Make sure the brake pedal is depressed and the shift position is P at this
time.
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(b) Check that the engine switch mode can be changed by pushing the engine switch.

HINT:

Without depressing the brake pedal, push the engine switch repeatedly. Engine switch mode should turn from
off to on (ACC) to on (IG) and back to off. With the brake pedal depressed, push the engine switch repeatedly.
Engine switch mode should turn to ENGINE START from any status.

oK:
Engine starts normally.

NG ) REPLACE STEERING LOCK ECU

OK } END (MAIN BODY ECU DEFECTIVE)

L YOVOTA -
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Last Modified: 3-10-2010 [6.4.’! _From:200901
Model Year: 2010 Model: Corolla Doc ID: RM000002059034X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): Power
Source Mode does not Change (2010 Corolla)

Power Source Mode does not Change

DESCRIPTION

When the engine switch is pushed with the electrical key in the cabin, the main body ECU (instrument
panel junction block) receives signals to switch the power source mode.

HINT:

To allow use of the Techstream to inspect the push-button start function when the engine switch is off, repeat
opening and closing any of the doors. Opening and closing a door establishes communication between the
Techstream and the main body ECU (instrument panel junction block). (Opening and closing a door can also be

simulated by operating a door courtesy light switch.)

WIRING DIAGRAM
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1 )
from Battery —= o0 {E51 JAM1
AM2 NO. 2 —
6
E50 ) AM2
4 3 5 1
to Each Fuse —s—— —O“'O——M—@—-- from Batte
(a)— - ry
3 - 1 2 S
1A b 1A { E51 11G2D
G2
A ssilz -
5 IGND
o o LE51 ] SSW1
b  552]2 /'9“
o o { E51 ] SSwW2
E38
Engine Switch 2 o |
Main Body ECU {Instrument

Panel Junction Block)
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3 5 A —
to Each Fuse
2 1 -
ES0 JACCD
ACC
6
ES1 JIG1D
f"1"'\
from ALT Fuse —e—o1 2G }
9
(D) —oro
ACC-B
to Each Fuse
3
)
7 1G1
2M )
17 3
&: ) GND1
1
28 )
I1 l‘
Instrument Panel Junction Block
e 3 22, 17
GND  LIN1 2C ) LIN1
4
E22
ID Code Box 17 10
{Immobiliser Code ECU) E LIN
4
E36 E51 JGND2
Centification ECU (Smart
Key ECU Assembly)
—
Main Body ECU

*1: for TMC Made

*2: for except TMC Made

INSPECTION PROCEDURE

PROCEDURE

1.

CHECK SMART KEY SYSTEM
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Required Distance:
10 mm (0.394 in.)

Engine Switch

.

(b) Touch the logo side mark of the key or card key to the engine witch.

(c) Check that the engine switch can be turned on (IG).

Result:

(a) Remove the battery of the electrical key transmitter

RESULT

PROCEED TO

Power source mode does not change toon (ACC)

Power source mode does not change to on (IG)

Power source mode does not change toon (IG and ACC)

Power source mode is turned on

o|jo| @] >»

D ’ GO TO SMART KEY SYSTEM (ENTRY FUNCTION)

C ’ CHECK HARNESS AND CONNECTOR (BATTERY -
INSTRUMENT PANEL JUNCTION BLOCK)

B > INSPECT IG1 RELAY

I
2. INSPECTACCRELAY

(a) Remove the ACC relay from the relay block No. 5*1.
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(b) Remove the ACC relay from the relay block No. 8*2.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER: CONDITION SPECIFIED
CONNECTION CONDITION
When battery voltage is not applied to terminals 1
3-5 y g PP 10 kQ or higher
and 2
3.5 \;’hen battery voltage is applied to terminals 1 and Below1 O
HINT:

e *1:forTMC Made
e *2: forexcept TMC Made

NG > REPLACE ACCRELAY

3. |CHECK HARNESS AND CONNECTOR (MAIN BODY ECU - ACC RELAY)

(a) for TMC Made:
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{Relay Block No. 5)

ACC relay termina

Component without relay connected:

Fronl view of wire harness connector:
(to Main Body ECU)}

(1) Disconnect the E50 connector from the main body ECU (instrument panel junction

block).

(2) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTERCONNECTION . CONDITION. SPECIFIED
| CONDITION
E50-4 (ACCD) - Relay block No. 5 ACC relay terminal 1 Always . Belowl Q
E50-4 (ACCD Rel block No.5 ACC rel t inal 1 -
( ) or Relay bloc o} relay termina Klivays 10 kQ or higher
Body ground

(b) for except TMC Made:
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Component without relay connected:

Front view of wire harness connector:

(Relay Block No. 8) {to Main Body ECU (Instrument
Panel Junction Block)

ACC Relay Terminal | [

(1) Disconnect the E50 connector from the main body ECU (instrument panel junction

block).

(2) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

lconDITION

Body ground

TESTERCONNECTION SPECIFIED
| CONDITION
E50-4 (ACCD) - Relay block No. 8 ACC relay terminal 1 Always . Belowl Q
E50-4 (ACCD Rel block No.8 ACC rel t inal 1 -
( ) or Relay bloc o} relay termina Klivays 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR
(MAIN BODY ECU - ACCRELAY)

4. |INSPECT FUSE (ACC-B FUSE)

(a) Remove the ACC-B fuse from the main body ECU (instrument panel junction block).
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(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION

ACC-B fuse Always Belowl Q

NG ’ REPLACE FUSE (ACC-B FUSE)

CHECK HARNESS AND CONNECTOR (INSTRUMENT PANEL JUNCTION BLOCK - ACC

- |RELAY)

(a) for TMC Made:

Component without relay connected Front view of wire harness connector:
(Relay Block No. 5) {to Main Body ECU)
L N s B il g B i i s

‘ ACC relay terminal

(1) Disconnect the 2M connector from the main body ECU (Instrument panel junction
block).

(2) Measure the resistance according to the value(s) in the table below.
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TESTER CONNECTION |conpiTION SPECIFIED
CONDITION
2M-9 - Relay block No. 5 ACC relay terminal 3 Always Belowl Q
2M-9 or Relay block No.5 ACC relay terminal 3 - Bod
ground Y 4 Y Always 10 kQ or higher

(b) for except TMC Made:

Component without relay connected:
{Relay Block No. 8)

ACC Relay Terminal

Front view of wire harness conneclor:
(to Main Body ECU (Instrument Paneal
Junction Block)

":r‘—"”'ﬁ T N ¥

C 11| |

(1) Disconnect the 2M connector from the main body ECU (instrument panel junction

block)

(2) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION | CONDITION SPECIFIED
CONDITION
2M-9 - Relay block No. 8 ACC relay terminal 3 Always Belowl Q
s:j);idor Relay block No. 8 ACC relay terminal 3 - Body NS 10 0 GFHIgHST

NG p
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RELAY)

oK p

REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK

6. |INSPECTIG1 RELAY
1
— .
5 3 (a) Remove the IG1 relay from the main body ECU
i i I] 5 (instrument panel junction block).
2 r 1 (=]
P
2/
|

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER

CONNECTION

CONDITION

SEECIEIED
CONDITION

When battery voltage is not applied to terminals 1

3-5 — 10 kQ or higher
3.5 \é'u’hen battery voltage is applied to terminals 1 and Below 1 O
NG > REPLACE IG1 RELAY
OK
v
5 CHECK HARNESS AND CONNECTOR (MAINBODY ECU - INSTRUMENT PANEL

JUNCTION BLOCK)

(a) Disconnect the E51 and 2F connectors from the main body ECU (Instrument panel

junction block).
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Front view of wire harness connector: (to Main
Body ECU (Instrument Panel Junction Block))

_I:L‘.JI .:.._j”\.‘.."d

IG1D

L——2F-3

Front view of wire hamess conneclor: (to Main
Body ECU (Instrument Panel Junction Block))

@D

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION | SPECIFIED CONDITION
E51-6 (IG1D) - 2F-3 . Always Belowl Q
E51-6 (IG1D)or 2F-3 - Body ground Always 10 kQ or higher

REPAIR OR REPLACE HARNESS OR CONNECTOR

NG P (MAIN BODY ECU - INSTRUMENT PANEL JUNCTION
BLOCK)
OK
v
g. |CHECK HARNESS OR CONNECTOR (INSTRUMENT PANEL JUNCTION BLOCK - BODY

GROUND)

(a) Disconnect the 2E connector from main body ECU
(Instrument panel junction block).
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Front view of wire harness conneclor:
{to Main Body ECU (Instrument
Panel Junction Block)

(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER CONNECTION

CONDITION

SPECIFIED CONDITION

2E-17 - Body ground

Always

Below1 Q

’ REPAIR OR REPLACE HARNESS OR CONNECTOR
NG (INSTRUMENT PANEL JUNCTION BLOCK - BODY

GROUND)

9. |INSPECTFUSE (IG2 FUSE)

(a) Remove the IG2 fuse from engine room relay block.

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION

CONDITION

SPECIFIED CONDITION

IG2 fuse

Always

Below 1 @

NG ’ REPLACE FUSE (I1G2 FUSE)
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10. (CHECK HARNESS AND CONNECTOR (BATTERY - ENGINE ROOM RELAY BLOCK)

(a) Disconnect the 1E connector from engine room relay block.

Yl
DO

aonn
(I

01

:
Front view of wire harness conneclor:
(to Engine Room Relay Block)

000
i

I
]

1E-1

HH

i

g o

(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER CONNECTION CONDITION I SPECIFIED CONDITION

1E-1 - Body ground Always |11 to14 VvV

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR
(BATTERY - ENGINE ROOM RELAY BLOCK)

11. (CHECK HARNESS AND CONNECTOR (MAIN BODY ECU - ENGINE ROOMRELAY
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| ‘BLOCK)

(a) Disconnect the E51 connector from the main body ECU (instrument panel junction block).

Front view of wire harness connector: Front view of wire hamess connector: (to Main
(to Engine Room Junction Block) Body ECU (Instrument Pane! Junction Block))

(b) Disconnect the 1A connector from engine room relay block.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION | conbpITION SPECIFIED CONDITION
E51-5 (IG2D) - 1A-2 IAIways Belowl Q
E51-5 (IG2D)or 1A-2 - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR
(MAIN BODY ECU - ENGINE ROOM RELAY BLOCK)
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12.

CHECK HARNESS AND CONNECTOR (ENGINE ROOM RELAY BLOCK - BODY GROUND)

Front view of wire harness connector
(to Engine Room Relay Block)

(a) Measure the resistance according to the value(s) in
the table below.

Standard Resistance:

TESTER CONDITION SPECIFIED
CONNECTION CONDITION
b=y 1A-3 - Body ground Always Belowl Q
B
SE C0=
SEMr== O
HEl ~ D!
s (OO0
e 0|
[‘I, l
T
NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR
(ENGINE ROOM RELAY BLOCK - BODY GROUND)
OK
A 4
13. |INSPECTENGINE ROOMRELAY BLOCK (IG2 RELAY)

(a) Remove the engine room relay block.
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Component without harness connected:
{Engine Room Relay Biock)

; /:A-Z

q L L LEER L nis I/I\\
@\15-1 1A4/ N1A3

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

T ESTFER CONDITION SPECIFIED
CONNECTION CONDITION
When battery voltage is not applied to terminals :
1E-1-1A-4 TR ShdTAS 10 kQ or higher
When battery voltage is applied to terminals 1A-2
1E-1 -1A-4 Below1l Q
and 1A-3

NG ’ REPLACE ENGINE ROOM RELAY BLOCK

oK p

REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

1% BLOCK)

CHECK HARNESS AND CONNECTOR (BATTERY - INSTRUMENT PANEL JUNCTION

(a) Disconnect the 2G connector from main body ECU

(Instrument panel junction block).
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Front view of wire harness conneclor;
(to Main Body ECU (Instrument Panel
Junction Block))

2G-1

(b) Measure the voltage according to the value(s) in the table below.
Standard Voltage:

TESTER CONNECTION CONDITION . SPECIFIED CONDITION

2G-1 - Body ground Always 11 to14V

REPAIR OR REPLACE HARNESS OR CONNECTOR

(BATTERY - INSTRUMENT PANEL JUNCTION
BLOCK)

NG P

CHECK HARNESS OR CONNECTOR (INSTRUMENT PANEL JUNCTION BLOCK - BODY
15. |GrounD)

(a) Disconnect the 2E connector from main body ECU
(instrument panel junction block).

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 298/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

Front view of wire harness connector:
(to Main Body ECU (Instrument Panel
Junction Block))

2E-17

i

' i i |
20 |—-7|:|\> [B2]
N =

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION

2E-17 - Body ground Always Below1l Q

> REPAIR OR REPLACE HARNESS OR CONNECTOR
NG P (INSTRUMENT PANEL JUNCTION BLOCK - BODY
GROUND)

16. |[CHECK HARNESS AND CONNECTOR (BATTERY - MAIN BODY ECU)

(a) Disconnect the E50 and E51 connectors from the main
body ECU (Instrument panel junction block).
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Front view of wire harness connector
(to Main Body ECU (Instrument Panel
Junclion Block))

(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E50-6 (AM2) - Body ground Always 11to 14V
E51-1 (AM1) - Body ground Always 11to 14V

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR
(BATTERY - MAIN BODY ECU)

17. [CHECK HARNESS AND CONNECTOR (MAIN BODY ECU - BODY GROUND)

(a) Disconnect the E51 connector from main body ECU
(Instrument panel junction block).
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Front view of wire harmness connector:
{to Main Body ECU (Instrument Panel
Junction Block)}

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION

CONDITION

SPECIFIED CONDITION

E51-4 (GND2) - Body ground

Always

Below 1l Q

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR
(MAIN BODY ECU - BODY GROUND)

OK ’ REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)
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Last Modified: 3-10-2010 I6.4C From: 200901

Model Year: 2010 Model: Corolla Doc ID: RM0O00000YD4058X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2286:
Runnable Signal Malfunction (2010 Corolla)

DTC B2286 Runnable Signal Malfunction

DESCRIPTION

This DTC is output when serial communication signals and CAN communication signals in the circuit
between the main body ECU (instrument panel junction block) and ECM are inconsistent.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the
negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery
is removed and reinstalled, the power source mode that was selected when the battery was removed is
restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedures for

the engine immobiliser system =

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

e CAN communication

system
Serial communication signals and CAN communication e ECM
B2286 signals in the circuit between the main body ECU e Main body ECU
(instrument panel junction block) and ECM are (instrument panel
inconsistent. junction block)
e Wire harness or
connector

WIRING DIAGRAM
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T
9
TAC
EN
DLC3
15 2
TACH TACH
CAN CAN
— —
A50 S— . 5N E52
ECM Main Body ECU (Instrument Panel
Junction Block)

INSPECTION PROCEDURE
PROCEDURE

1. |CHECK FORDTC (CAN COMMUNICATION SYSTEM)

(a) Clear the DTCs .

(b) Check for CAN communication system [EI

HINT:

If the DTCs for the CAN communication system malfunction are output, inspect those DTCs first.

oK:
DTC is not output.

NG > GO TO CAN COMMUNICATION SYSTEM
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2. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.
(b) Check the Data List for proper functioning of the engine.
HINT:

When using the Techstream with the engine switch off, turn on and off any of the door courtesy light switches
repeatedly at 1.5 second intervals or less until communication between the Techstream and vehicle starts.

Main Body

TESTER DISPLAY || MEASUREMENT ITEM/RANGE | NORMAL CONDITION [DIAGNOSTIC NOTE

" - - . Stop: Engine is stopped
Engine Condition ||Engine condition/STOP or RUN o ) -
RUN: Engine is running

CHECK HARNESS AND CONNECTOR (MAIN BODY
NG > ECU (INSTRUMENT PANEL JUNCTION BLOCK) -
ECM)

REPLACE MAIN BODY ECU (INSTRUMENT PANEL

OK ’ JUNCTION BLOCK)

CHECK HARNESS AND CONNECTOR (MAINBODY ECU (INSTRUMENT PANEL

3. JUNCTION BLOCK) - ECM)

(a) Disconnect the A50 ECM connector.
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Front view of wire harness connector: = -
{to Main Body ECU (Instrument Panel Front view of wire harness connector:
Junction Block) {to ECM}

|

nn.n.n

(b) Disconnect the E52 ECU connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION '_ CONDITION SPECIFIED CONDITION \
E52-2 (TACH)- A50-15 (TACH) Always Below1 @
E52-2 (TACH)or A50-15 (TACH) - Body ground Always 10 kQ or higher

> REPAIR OR REPLACE HARNESS OR CONNECTOR
NG P (MaIN BODY ECU (INSTRUMENT PANEL JUNCTION
BLOCK) - ECM)

REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

oK)
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Last Modified: 3-10-2010

l6.4 c [From: 200901

Model Year: 2010

Model: Corolla |DocID: RMOOOOOOXEY04AX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2287:
LIN Communication Master Malfunction (2010 Corolla)

DTC

B2287

LIN Communication Master Malfunction

DESCRIPTION

Referto DTC B2287 EI

BTG DTC DETECTION CONDITION TROUBLE AREA
NO.
e Main body ECU
(instrument panel
Communication or communication line is abnormal junction block)
B2287 between the main body ECU (instrument panel junction e Certification ECU
block) and the certification ECU (smart key ECU (smart key ECU
assembly) assembly)
e Wire harness or
connector
WIRING DIAGRAM
Referto DTC B2287 .
INSPECTION PROCEDURE
Referto DTC B2287 .
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Last Modified: 3-10-2010 6.4 C [From: 200901
Model Year: 2010 Model: Corolla Doc ID: RM0O0O00020S57037X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2288:
Steering Lock Signal Circuit Malfunction (2010 Corolla)

DTC B2288 Steering Lock Signal Circuit Malfunction

DESCRIPTION

This DTC is output when the main body ECU (instrument panel junction block) cannot detect the unlock
condition of the steering lock within a specified time.

HINT:

When the main body ECU (instrument panel junction block) is replaced with a new one and the cable from the
negative (-) battery terminal is connected, the power source mode becomes the IG-ON mode. When the battery
is removed and reinstalled, the power source mode that was selected when the battery was removed is

restored.

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedures for

the engine immobiliser system =

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

® Main body ECU

After turning engine switch from off to on (IG), the steering (instrument panel
85288 wheel does not unlock for a certain period of time (ECU junction block)
unlocks steering wheel only when it receives an unlock signal e Steering lock ECU
from LIN communication and cable) * Wire harness or
connector

WIRING DIAGRAM
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r— E—
4
SLP1 18 SLP
E39 Main Body ECU (Instrument
Steering Lock ECU Panel Junction Block)

INSPECTION PROCEDURE
PROCEDURE

1. |CHECKFORDTC

(a) Clear the DTCs .

(b) After all DTCs are cleared, check if the trouble occurs again 18 to 22 seconds after the

engine switch is turned on (IG).

(c) Check for DTCs again.

Result:

RESULT PROCEED TO
DTC B2285 (Steering lock Position Signal Circuit Malfunction) is output A
Steering lock DTCs B2781,B2782 and /orB2788 are output B
DTC is not output @

B ’ GO TO DIAGNOSTIC TROUBLE CODE CHART (DTC

B2781, B2782, B2788)

A b GO TO OTHER FLOW CHART (DTC B2285)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

308/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

2. |CHECK STEERING LOCK

(a) Check if the steering lock is released when turning the engine switch on (ACC).

OK:
The steering lock is released.

NG } GO TO STEERING LOCK SYSTEM

3. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.
(b) Check the Data List for proper functioning of the steering lock function.
HINT:

When using the Techstream with the engine switch off, turn on and off any of the door courtesy light switches

repeatedly at 1.5 second intervals or less until communication between the Techstream and vehicle starts.

Main Body
NESTER MEASUREMENT NORMAL CONDITION DIAGNOSTIC
DISPLAY ITEM/RANGE NOTE

ON: Steering is unlocked (Engine
Steering Unlock |[Steering lock condition / switch on (ACC))

Switch ON or OFF OFF: Steering is locked (Engine
switch off)

NG } REPLACE STEERING LOCK ECU

REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)

oK)
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Last Modified: 3-10-2010 6.4 c |From: 200901

Model Year: 2010 Model: Corolla |D0c ID: RM0O000020S8037X

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): B2289:
Key Collation Waiting Time Over (2010 Corolla)

DTC

B2289 Key Collation Waiting Time Over

DESCRIPTION

This DTC is output when there is a LIN communication problem between the main body ECU

(instrument panel junction block) and certification ECU (smart key ECU assembly) or when there is a

problem in the entry function.

HINT:

After the main body ECU (instrument panel junction block) is replaced, perform the registration procedures for
the engine immobiliser system 5

BILS
NO.

DTC DETECTION CONDITION

TROUBLE AREA

B2289

Either condition below is met:

e LIN communication is abnormal between the main
body ECU (instrument panel junction block) and
the certification ECU (smart key ECU assembly)

e The engine immobiliser system is malfunctioning

® Main body ECU
(instrument panel
junction block)

e Smart key system
(entry function)

® Wire harness or
connector

e Certification ECU
(smart key ECU
assembly)

WIRING DIAGRAM
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LIN

10

[T —

Key ECU Assembly)

Certffication ECU (Smart

12
2C

17

LIN1

Instrument Pane
Junction Block

Main Body ECU

S

INSPECTION PROCEDURE
PROCEDURE

1. |CHECK FORDTC

(a) Clear the DTCs .

(b) Check for DTC B2289 (Key collection waiting time over) and B2785 (Communication

malfunction between ECUs connected by LIN).

Result:
DISPLAY (DTC OUTPUT) PROCEED TO
"DTC B2289" only | A
"DTC B2785" only B
No DTC c
HINT:

e IfDTC B2785 is output, perform troubleshooting for DTC B2785 first.

C ’ USE SIMULATION METHOD TO CHECK

B > Go To DTC B2785

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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2. |CHECK HARNESS AND CONNECTOR (MAIN BODY ECU - CERTIFICATION ECU)

(a) Disconnect the E36 ECU and 2C junction block connectors.

Front view of wire harness connector: (to Main
Body ECU (Instrument Panel Junction Block))

Front view of wire harness connector: (to
Certification ECU (Smarnt Key ECU Assembly)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

CONDITION |

TESTER CONNECTION SPECIFIED CONDITION
2C-12 (LIN1)- E36-10 (LIN) Always Belowl @
2C-12 (LIN1)orE36-10 (LIN) - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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3. |CHECK MAINBODY ECU (INSTRUMENT PANEL JUNCTION BLOCK) OPERATION

(a) After replacing the main body ECU (instrument panel junction block) with a normally
functioning ECU, check that the engine starts.

OK:
Engine starts normally.

HINT:

If the engine does not start, refer to Problem Symptoms Table of the smart key system (entry function) (Room

Oscillator does not Recognized Key).

NG > GO TO SMART KEY SYSTEM (ENTRY FUNCTION)

OK } END (MAIN BODY ECU DEFECTIVE)
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Last Modified: 3-10-2010 6.4 |From: 200901

Model Year: 2010 Model: Corolla |Doc ID: RMOOOOOOYA204NX

Title: THEFT DETERRENT / KEYLESS ENTRY: SMART KEY SYSTEM (for Start Function): Engine
Switch Indicator Circuit (2010 Corolla)

Engine Switch Indicator Circuit

DESCRIPTION

Engine start conditions or system malfunctions can be checked by the status of the engine switch
indicator light.

Engine Switch Indicator Light Condition

POWER SOURCE INDICATORLIGHT CONDITION
MODE/CONDITION
BRAKE PEDAL BRAKE PEDAL DEPRESSED, SHIFT
RELEASED LEVERIN P
off OFF ON (Green) (When key and vehicle IDs
match)
on (ACC,IG) ON (Amber) ON (Green)
Engine running OFF OFF

Flashes (Green) for 15

Steering lock not unlocked
sec.

Flashes (Green) for 15 sec.

Flashes (Amber) for 15
sec.

System malfunction Flashes (Amber) for 15 sec.

WIRING DIAGRAM
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)
_"!.U‘ 1
5| GND L INDS |12 Farrs
¢ W { E52 ] INDS
Indicator Light
W 8
4| COM INDW |13 =
YW ES2 ] INDW
¢ v (E52)
Indicator Light
I'A'A B
SwiL_|n (Es1)
S YWY { E51 ) SWIL
lllumination
E38
Engine Switch

E
Main Body ECU (Instrument
Panel Junction Block)

INSPECTION PROCEDURE
PROCEDURE

1. |INSPECT ENGINE SWITCH

(a) Remove the engine switch .
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Indicator Light
INDS GND COM

ENGINE \ | /
| START ) T v s =

]
?6\54321
X

Nlumination 1ML f12{11310) 9

INDW — F— SWIL

(b) Apply battery voltage between the terminals of the switch, and check the illumination
condition of the switch.

NOTICE:

e Ifthe positive (+) lead and the negative (-) lead are incorrectly connected, the engine switch
indicator will not illuminate.
e Ifthe voltage is too low, the indicator will not illuminate.

OK:
MEASUREMENT CONDITION SPECIFIED CONDITION
Battery positive (+) — Terminal 11 (SWIL) . .
) ) Illuminates
Battery negative (-) - Terminal 4 (COM)or5 (GND)
Battery positive (+) —= Terminal 12 (INDS) .
Illuminates

Battery negative (-) - Terminal 4 (COM)or 5 (GND)

Battery positive (+) — Terminal 13 (INDW)
Battery negative (-) — Terminal 4 (COM)or 5 (GND)

Illuminates

)
)
)
)
)
)

NG ) REPLACE ENGINE SWITCH

oK
v
CHECK HARNESS AND CONNECTOR (ENGINE SWITCH - MAIN BODY ECU AND BODY
2. |GROUND)

(a) Disconnect the E38 switch connector.
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Fronl view of wire harness conneclor:

(to Main Body ECU) {to Engine Switch)

Swil

INDS INDW

(b) Disconnect the E51 and E52 ECU connectors.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION | CONDITION

SPECIFIED CONDITION

E38-11 (SWIL) - E51-8 (SWIL)

E38-12 (INDS) - E52-1 (INDS)

E38-13 (INDW) - E52-8 (INDW)

E38-5 (GND) - Body ground

Always
E38-4 (COM) - Body ground

E38-11 (SWIL)or E51-8 (SWIL) - Bedy ground

E38-12 (INDS) orE52-1 (INDS) - Body ground

E38-13 (INDW)orE52-8 (INDW) - Body ground

Belowl Q

10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

oK ’ REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)
S ————————————————————————————————— YO Y0 A
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ILast Modified: 3-10-2010 6.4 R

|From: 200901

Model: Corolla

Model Year: 2010

IDOCID: RMOO00O0357I00AX

(2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: THEFT DETERRENT SYSTEM: PARTS LOCATION

PARTS LOCATION
ILLUSTRATION

wio Sliding Roof: |/ Sjiding Roof:

MAP LIGHT ASSEMBLY

HEADLIGHT ASSEMBLY —

- HAZARD WARNING o
LIGHT
P

MAP LIGHT ASSEMBLY

ENGINE ROOM RELAY BLOCK

LOW PITCHED HORN -

) -HORN RELAY
HEADLIGHT ASSEMBLY
- HORN FUSE
" HT
HAZARD WARNING LIG -ECU-B FUSE
H
ILLUSTRATION
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SECURITY INDICATOR LIGHT
for TELLTALE LIGHT for TELLTALE LIGHT
{w/ CLOCK): (wfo CLOCK):

— GLASS BREAKAGE
SENSOR ECU ASSEMBLY

THEFT WARNING ECU
ASSEMBLY

+— TELLTALE LIGHT
/| ASSEMBLY

——— UNLOCK WARNING SWITCH ASSEMBLY
——— IGNITION SWITCH ASSEMBLY
~———GLASS BREAKAGE SENSOR MICROPHONE

——DLC3

- AM1 FUSE

—— MAIN BODY ECU (INSTRUMENT PANEL JUNCTION BLOCK)

- ECU-IG NO. 1 FUSE

ILLUSTRATION
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— FRONT DOOR LOCK

—— FRONT DOOR COURTESY SWITCH

—— REAR DOOR LOCK

— FRONT DOOR LOCK

— REAR DOOR LOCK

. - S
REAR DOOR COURTESY SWITCH —— —

FRONT DOOR COURTESY SWITCH —

REAR DOOR COURTESY SWITCH —

LUGGAGE COMPARTMENT DOOR LOCK —

(3 TOYOTA

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 320/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

Last Modified: 3-10-2010 l6.4 D |From: 200901

Model Year: 2010 |Mode|: Corolla IDoc ID: RM00O0O0026P0021X

Title: THEFT DETERRENT / KEYLESS ENTRY: THEFT DETERRENT SYSTEM: SYSTEM
DESCRIPTION (2010 Corolla)

SYSTEM DESCRIPTION

1. OUTLINE OF THEFT DETERRENT SYSTEM

e The theft deterrent system can be set by locking the doors using the transmitter or key, or by
opening and closing the doors (see Active Arming Mode or Passive Arming Mode for details).
e The alarm function will be activated when someone attempts to forcibly unlock the any of the

doors, open any of the doors or the luggage compartment door while the system is in the
armed state.

e In the alarm sounding state, the system illuminates the interior light and blinks the hazard
warning lights, the headlights and taillights. At the same time, the system sounds the vehicle
horn to deter break-in and theft as well as to warn people around the vehicle.

e The alarm can be cancelled by unlocking the doors using the transmitter or key.

e There are two arming modes for this system: active arming mode and passive arming mode.
When the active arming mode has been set, the theft deterrent system will be set after the
user locks the doors via the transmitter or key. When the passive arming mode has been set,
the theft deterrent system will be set after the key is removed and the driver door is closed.

(a) Disarmed state:

e The alarm function is not operating.
e The theft deterrent system is not operating.

(b) Arming preparation state:

e The time until the system goes into the armed state.
e The theft deterrent system is not operating.

(c) Armed state:

e The theft deterrent system is operating.
(d) Alarm sounding state:

e The alarm function is operating.

Alarm time:
Approx.57 sec.
Refer to the table below for alarm methods and time

Headlights |B|fnkfng
[‘I’ail[ights |Blfnk|‘ng
Aiarn Mathad Hazard Warning Lights Blinking
|Interior Light |Illuminating
. Sounding
Vehicle Horn
(approx. 0.4-second cycles)
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Alarm Time Approx. 57 sec.

HINT:

If any of the doors are unlocked when the key is not in the key cylinder during the armed state, a forced door
lock signal will be output (see Forced Door Lock Control).

2. FUNCTION OF MAIN COMPONENTS

COMPONENT FUNCTION

Security

o . Informs driver of theft deterrent system status.
indicator light

Headlights Blink when attempted break-in or theft is detected.

e Blink when attempted break-in or theft is detected.
Taillights e Come on when theft deterrent system has entered into alarm sounding
state.

H d i
eRatd WenRiag Blink when attempted break-in or theft is detected.

lights
Interiorlight Comes on when attempted break-in or theft is detected.
Vehicle horn Sounds when attempted break-in or theft is detected.

Door courtesy

Detects door status (open or closed).
light switch op )

Door unlock

Jetaction Switeh Detects door status (locked or unlocked).

Luggage

Detects luggage compartment door status (open or closed).
courtesy switch 99ag P (op )

When detecting that any door glass is tapped or broken, the glass breakage sensor
Glass breakage microphone sends an analog signal to the glass breakage sensor ECU assembly.
sensor After receiving the analog signal, the glass breakage sensor ECU assembly sends
a signal to the theft warning ECU assembly to sound the alarm.

3. ACTIVE ARMING MODE
HINT:
Active arming mode starts the alarm control immediately after the doors are locked.

(a) Active arming mode:

This system operates as described in the diagram below when one of the items for each condition
is met.
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A W A SO O OO S G U W S ) o . o m
Disarmed State

Y

l

L-—--—i -------------------------

Condition (3) Condition (1)

: |
| |
| Disarmed State 1°1 Disarmed State 2°2 :
: |
| |

|

Condition (8)

Arming Preparation State

Condition (7)
Condition (2)
N |
Condition (5) Condition (7}
Armed State
5
Condition (6) Condition (4)
N |
Condition (5) Condition (7)

Alarm Sounding State

*1: Disarmed state 1 is the normal disarmed state

*2: Disarmed state 2 is set from either the disarmed state 1 or the arming preparation state

CONDITION ITEM

|1n the disarmed state, the system state is switched if one of the following conditions
is met when the key is not in the ignition key cylinder:

e With all doors and luggage compartment door closed, all doors are locked by
key operation.

e With all doors and luggage compartment door closed, all doors are locked by
wireless operation.

e With all door lock position switches locked and luggage compartment door
closed, all doors are closed.

Condition (1)

Condition (2) |Approx. 30 seconds elapse after condition (1) is met.
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CONDITION

ITEM

Condition (3)

A wireless unlock signal is received.

All doors are unlocked by key operation.

Any dooris unlocked.

Any dooris opened.

The luggage compartment is opened.

e The key is inserted into the ignition key cylinder.
e The ignition switch is turned to ON or ACC.

e The battery is reconnected.

Condition (4)

e The battery is reconnected.

e The luggage compartment is opened.

Any dooris opened.

Any dooris unlocked when all doors are locked without using the key.
Any dooris unlocked when all doors are locked without using the wireless
operation.

Glass breakage sensor impacts to or breakage of the glass.

Condition (5)

A wireless unlock signal is received.

All door are unlocked by key operation.

The ignition switch is turned to ON and the engine is run for more than 2
seconds.

Condition (6)

Approx. 57 seconds elapse. (The alarm stops and the system returns to the armed
state.)

Condition (7)

Luggage compartment door is opened by wireless trunk opener operation.
Luggage compartment door is opened by key operation.

Condition (8)

Luggage compartment dooris closed.

Condition (9)

Any dooris unlocked when all doors are locked.
Any dooris opened.

e The key is inserted into the ignition key cylinder.
e The ignition switch is turned to ON or ACC.

e The battery is reconnected.

e All doors are unlocked by wireless operation.

e All doors are unlocked by key operation.

-%nd]tion
° ﬁ’jagé ive a

the doors
e Passive a
e The alarm

In the disarmed state, the system state is switched if one of the following conditions

4. PASSIVE Aﬁﬁﬁﬁé’%ﬁf key is not in the ignition key cylinder:

e With all doors closed and luggage compartment door opened, all doors are
locked by key operation.

rming m@d¥WEtaat daers|§Has edming| | H88A IR REVPR TRSRY dadFaRaned @) dpeisarand

re closedlocked by wireless operation.

'ming m@d¥Withrabdearscleck @aslipp BGKgd T degaageaepmpartment door opened,

is initiallyakdQ@feAreheppeedfrom the factory) to active arming mode (not passive

arming mode).
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e During passive arming mode, the theft deterrent system goes into the armed state even if the
doors are not locked.

e Detecting that the doors are unlocked does not set off the alarm during passive arming mode.

e A forced door lock signal is not output during passive arming mode (see Forced Door Lock
Control).

e Although the theft deterrent system detects that the doors are opened during passive arming
mode, the alarm will not go off immediately because an entry delay time is set.

e If condition (1) of active arming mode is met during passive arming mode, the theft deterrent
system will switch to active arming mode.

(a) Passive arming mode:

This system operates as described in the diagram below when one of the items for each condition

is met.
| DsamedSate A
|
' |
I 2at
: Disarmed State 1°1 Condition (1) ™ carmed State 2°2 [
- - |
I - |
| Caondition (3) |
| [l S | |
| ERUERS PSS MRS | S N S S SE S R i ——— - e ——
Condition (3)
Condition (2)
Arming Preparation State
Condition (5)
Condition {4)
Condition (7) L Condition (8
ndition
Armed State ondrion ()
' Condition {9) Condition (6)
: Y ;
Condition (7) Condition (8)
Alarm Sounding State
“1: Disarmed state 1 is the normal disarmed state.
*2: Disarmed state 2 is set from either the disarmed state 1 or the arming preparation state.
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CONDITION

ITEM

Condition (1)

With the ignition switch off, any door is opened and then the key is removed
from the ignition key cylinder.

With the ignition switch off, the key is removed from the ignition key cylinder

and then any door is opened.

Condition (2)

With luggage compartment door closed, all doors are closed.
With all doors closed, luggage compartment door is closed.

L]
L ]
Condition (3) °
®

A wireless unlock signal is received.

All doors are unlocked by key operation.

The battery is reconnected.

The key is inserted into the ignition key cylinder.
The ignition switch is turned to ON or ACC.

[Condition (4)|Approx. 30 seconds elapse after condition (1) is met.

Condition (5) .

Any door is opened.
Luggage compartment door is opened by key operation.
Luggage compartment door is opened by wireless trunk opener operation.

Condition (6) .

Any door is opened and the entry delay time* elapse.

Luggage compartment door is opened.

The battery is reconnected.

The ignition switch is turned to ON without using the key.

The ignition switch is turned to ON within 5 seconds afteritis turned off.

Condition (7)

A wireless unlock signal is received.

All doors are unlocked by key operation.

The ignition switch is turned to ON and the engine is run for more than 2
seconds.

Insert the key into the ignition key cylinder and turn the ignition switch to
ON.

Condition (8)

Luggage compartment door is opened by key operation.
Luggage compartment door is opened by wireless trunk opener operation.

Condition (9)

state.)

Approx. 57 seconds elapse. (The alarm stops and the system returns to the armed

e *: When any door is opened while all the doors are closed during passive arming mode, the entry
delay time starts. If the switch condition (armed state — disarmed state (1) or (2)) is met during

the entry delay time, the theft deterrent system will return to disarmed state (1) or (2). However, if
the switch condition for disarmed state (1) or (2) is not met, the theft deterrent system will
recognize it as a theft and set off the alarm. Entry delay time of 0, 14 or 30 sec. can be selected by
the customizing function.
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5. FORCED DOOR LOCK CONTROL

(a) The forced door lock control prevents the vehicle from being tampered with. Immediately after a
door is unlocked (alarm starts), all doors are forced to lock by a forced door lock signal.

(1) Conditions that force the doors to lock:
The key is notin the key cylinder and both of the following conditions are met:

e The theft deterrent system is in the alarm sounding state of active arming mode.
e Any door is unlocked.

6. ALARM MEMORY FUNCTION

(a) If the alarm is set off (tampering is detected) while the theft deterrent system is armed, it will be
recorded by the alarm memory function. Whenever the theft deterrent system is cancelled, the

alarm memory function causes the taillights to light up for 2 seconds in order to inform you that
the alarm has been set off.

(1) Conditions of the alarm memory function that cause the taillights to light up for 2 seconds:

e When the theft deterrent system has entered into the alarm sounding state (tempering
has been detected) even once.

e When switched to disarmed state 1 from the armed state during passive arming mode.
HINT:
Active arming mode: See Active Arming Mode.

Passive arming mode: See Passive Arming Mode.

7. PANIC ALARM CONTROL

(a) The panic alarm control makes it possible to voluntarily set off the panic alarm by pressing the
panic switch on the wireless transmitter.

(1) When the PANIC switch on the wireless transmitter is pressed, the panic alarm control sets
off the panic alarm if any of the following conditions is met:

e The ignition switch is off.
e The theft deterrent system is not in the alarm sounding state. (This condition is
common both to active arming mode and to passive arming mode.)

(2) Conditions that cause the panic alarm control to shut off the alarm:

The panic alarm control shuts off the panic alarm when any of the following conditions is met
during panic alarm operation:

e The ignition switch is turned to ON.

e The panic alarm switch is turned on again.

e Either of the switches on the wireless transmitter (LOCK/UNLOCK/TRUNK OPENER)
is pressed.

e The panic alarm ends (approx. 57 sec. have elapsed).

e The theft deterrent system switches to the alarm sounding state. Under this
condition, the theft deterrent system is controlling the alarm rather than the panic
alarm control. In order to cancel this alarm, refer to the theft deterrent system alarm
sounding state cancellation procedure. (This condition is common both to active
arming mode and to passive arming mode.)
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e Active arming mode: See Active Arming Mode.
e Passive arming mode: See Passive Arming Mode.

8. SECURITY INDICATOR OUTPUT

(a) The main body ECU outputs a signal to come on the security indicator light assembly, according
to the state of the theft deterrent system. However, some of the actual lighting conditions of the
security indicator light assembly are different from the output signals of the main body ECU.

Output
STATE OF THEFT DETERRENT | SECURITY INDICATOR
SYSTEM |
OUTPUT SIGNAL FROM MAIN ACTUAL LIGHTING
BODY ECU CONDITION
OFF (Immobiliser system
unset
Disarmed state (1), (2) OFF ) .
BLINKING (Immobiliser
system set)
Arming preparation state ON ON
Armed state OFF BLINKING
Alarm sounding state ON ON
Blinking Cycle
TIME SECURITY INDICATOR
0.25 sec. ON
1.8 sec. OFF
HINT:

When the immobiliser system is set, the security indicator light assembly blinks during both the disarmed state

and the armed state, due to output signals from the immobiliser system.

9. GLASS BREAKAGE SENSOR

Glass Breakage Sensor ECU
(a) The glass breakage sensor detects impacts or breakage of

}_ [ ! t} li the glass. If the sensor detects any impacts or breakage
1l L | while the theft deterrent system is functioning, it will sound
— | > & an alarm for 57 seconds.
Volume Swilch

(b) The sensitivity of the glass breakage sensor can be adjusted by the volume switch in the glass
breakage sensor ECU.

HINT:
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The glass breakage sensor may issue a false alarm if the sensor sensitivity is set too high.

() TOYOTA
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SYSTEM DIAGRAM

Glass Breakage Sensor ECU
Assembly

| (Telltale Light Assembly)

Securlity Indicator Light Assembly

Theft Warning
ECU Assembly

Unlock Warning Switch Assembly

Glass Breakage Sensor
Microphone

Ignition Switch Assembly

L]

to Main Body ECU
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to Theft Waming ECU Assembly
Main Body
ECU
Door Control Receiver Vehicle Hom
Front Door Courtesy Switch (LH, RH) | o] 0 Sigam Pissher Assembly
|
Haz Warming Ligh
Rear Door Courtesy Switch (LH, RH) _ RO Vg L
__ | Headlight Assembly
Front Door Lock Assembly LH " =
(Driver Side)
- Door Lock Motor Taillight Assembly
- Key Lock and Unlock Switch
- Door Unlock Detection Switch
__ | Map Light Assembly
Door Lock Assembly (Front RH,
Rear LH, Rear RH) -
DLC3
- Door Lock Motor
- Door Unlock Detection Switch B
_

450 JOYOTA .
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HOW TO PROCEED WITH TROUBLESHOOTING

HINT:

e Use this procedure to troubleshoot the theft deterrent system.
e *:Using the Techstream.

1. |VEHICLE BROUGHT TO WORKSHOP
NEXT
v

2. |CUSTOMER PROBLEM ANALYSIS

(a) Interview the customer to confirm the trouble .

NEXT
v

3. |INSPECTFORDTC*

(a) Use the Techstream to check for DTC B1269 .

Result:
RESULT PROCEED TO
DTC is not output A
DTC is output B

Bp GO TO DIAGNOSTIC TROUBLE CODE CHART
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4. |INSPECT COMMUNICATION FUNCTION OF CAN COMMUNICATION SYSTEM*

(a) Use the Techstream to check if the CAN communication system is functioning normally

Result:

RESULT PROCEED TO
CAN DTC is not output A
CAN DTC is output B

B GO TO CAN COMMUNICATION SYSTEM

A
v

5. |SYMPTOM SIMULATION

NEXT

6. |PROBLEM SYMPTOMS TABLE

Result:

| PROCEED TO

RESULT
Fault is not listed in Problem Symptoms Table |A
Fault is listed in Problem Symptoms Table |B
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B’Gotosteps

4>

7. |PERFORM TROUBLESHOOTING ACCORDING TO MALFUNCTION SYMPTOM*

(a) System description -
(b) Terminals of ECU
(c) Data List/Active Test -

8. |ADJUST, REPAIR OR REPLACE

NEXT

9. |CONFIRMATION TEST

NEXT > enD

B TOV0 Ao
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CUSTOMIZE PARAMETERS

HINT:

The following items can be customized.

NOTICE:

e After confirming whether the items requested by the customer are applicable or not for
customization, perform customizing operations.

e Be sure to record the current settings before customization.

e When troubleshooting, make sure that the item in question is not set to "OFF" as a result of
customization (Example: For the system, "the wireless function does not operate”, first check
that the wireless function is not set to "OFF", then perform troubleshooting).

1. CUSTOMIZE
(a) Connect the Techstream to the DLC3.

(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

(d) Enter the following menus: Customize Setting.

(e) Select the setting by referring to the table below.

Security
DISPLAY |DEFAULT CONTENTS SETTING
(ITEM)
e |[Passive Mode is a function that switches the theft deterrent
system from the arming preparation state to the armed state 30
seconds after the key is removed from the key cylinder and all
doors and luggage compartment door are closed, even if the doors
are not locked by wireless or door key lock operation.
_ e |In Passive Mode, if the following operations are not performed
Passive OFF |within 14 seconds after a door is opened during the armed state, | on/OFF
Mode the theft deterrent system will judge that condition as a theft and
switch to the alarm sounding state.
* Unlock any door by key or wireless operation
e Turn the ignition switch to ON
* Open the luggage compartment door by key or wireless
operation
Warning by Function that turns the glass breakage sensor on/off this function
ON ; ; ; . ON/OFF
Glass Sen is only effective for vehicles with glass breakage sensor.
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DISPLAY |DEFAULT CONTENTS | SETTING
(ITEM)
Entry (5.2 | Function that changes entry delay time (time before warning 0s/14
Delay Time starts) for Passive Mode s/30 s
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PROBLEM SYMPTOMS TABLE

e Use the table below to help determine the cause of problem symptoms. If multiple suspected
areas are listed, the potential causes of the symptoms are listed in order of probability in the
"Suspected Area" column of the table. Check each symptom by checking the suspected
areas in the order they are listed. Replace parts as necessary.

e Inspect the fuses and relays related to this system before inspecting the suspected areas
below.

Theft Deterre

nt System

SYMPTOM

SUSPECTED AREA

SEE
PAGE

set

Theft deterrent system cannot be

Security indicator light circuit

Theft Warning ECU power source circuit

Unlock warning switch circuit

Door courtesy switch circuit

Front door lock assembly

o] ] B

Rear door lock assembly

Luggage compartment door lock assembly

Theft warning ECU assembly

Ifthe symptom(s) still occur after the above areas are
inspected and proved to be normal, replace the main
body ECU (instrument panel junction block)

Security indi

cator does not blink

when theft deterrent system is set

Security indicator light circuit

|
2

Theft warning ECU assembly

|
id

Ifthe symptom(s) still occur after the above areas are
inspected and proved to be normal, replace the main
body ECU (instrument panel junction block)

Alarm sound

turned to ON

ing state to cannot be

canceled when ignition switch is

Ignition switch circuit

Unlock warning switch circuit

Theft warning ECU assembly

Ifthe symptom(s) still occur after the above areas are
inspected and proved to be normal, replace the main
body ECU (instrument panel junction block)

Noar courtesv switch circuit
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,

B YOVOTA .
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TERMINALS OF ECU

1. CHECK MAIN BODY ECU (INSTRUMENT PANEL JUNCTION BLOCK)

(a) Disconnect the 2A, 2B, 2E, 2F, 2G and E61 junction block connectors and main body ECU
connector.

Instrument Panel Junction Block:
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Instrument Paneal Junction Block;

g3ch gan d  gp goh

Main Body ECU

N [/

(b) Measure the resistance and voltage between each terminal of the wire harness side connectors
and body ground.

TESTER | WIRING | TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
Luggage compartment Luggage compartment .
2H-7 (LGCY) - LG - Bod 10 kQ high
Bod ( roum):l rou:dy door courtesy light door CLOSED (OFF) — Beic;:v llgger
ya g switch input OPEN (ON)
Driver side door Driver side door
2A-21 (DCTY)- | V - Bod 10 kQ or high
iy (mund) mu‘;dy courtesy light switch CLOSED (OFF) — Be]z:v l'gger
Y9 ¢ input OPEN (ON)
2B-30 (BECU) - | W - Body |
Beliraround — +B power supply Always 11toi14V
2E-19 (RCTY) - Y - Body ||Rear courtesy light Rear door RH CLOSED 10 kQ or higher
Body ground ground switch RH input (OFF) = OPEN (ON) —Belowl1 Q
P ide d
2E-20 (PCTY)- | BR - Body |Passenger side courtesy cigsse;gegos::; oor 10 kQ or higher
Body ground ground light switch input OPEN (ON) — Below 1 Q
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TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
2F-5 (ACC) - L - Body ||Ignition power supply Ignition switch ACC — 11to14V —
Body ground ground (ACC signal) off Below 1 V
2G-1 (IG) - Body || W - Body ||Ignition power supply Ignition switch ON — 11to14V —
ground ground (IG signal) off Belowl V
W-B -
2E-17 (GND1) - Body Ground Always Belowl Q
Body ground
ground
E61-13 (LCTY) B - Body ||Rear courtesy light Rear doorLH CLOSED 10 kQ or higher
-Body ground ground switch LH input (OFF) — OPEN (ON) —Belowl1 Q

HINT:

If the result is not as specified, there may be a malfunction on the wire harness side.

2. CHECK THEFT WARNING ECU ASSEMBLY

(a) Disconnect the E110 theft warning ECU assembly connector.

Theft Warning ECU Assembly:

AL 'L R

E ':;I

AHEEIHT
M DEET
|-

(b) Measure the voltage and resistance between each terminal of the wire harness side connectors
and body ground.

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
No key In ignition k
E110-7 (KSW) - Unlock warning 0_ Y Ih IITOR SEY 10 kQ or higher
E110-16 (E) L-W-B < witch input . st sl ke Below1 Q
P inserted (ON)
E110-9 (IG) - Ignition power s . 11to 14V —
L-W-B Ignit tch ON — off
E110-16 (E) supply (IG signal) || 9mition swite ? Below 1 V
E110-11 (+B1) -
E110-16EE) ) R - W-B +B power supply Always 11to14V
E110-16 (E) - W-B - Bod
(E) REY Ground Always Belowl Q
Body ground ground

If the result is not as specified, there may be a malfunction on the wire harness side.
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(c) Reconnect the E110 theft warning ECU assembly connector.

(d) Measure the voltage between each terminal of the connector.

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
Pulse
E110-24 (BRK+) LG - W-B Alarm BERKES Theft deterrent system is in generation
-E110-16 (E) communication alarm sounding state 15V «——
Below1.2 V)
Pulse
All doors are locked using ke g
E110-25 (BRK-) Alarm BERKES i generation
W - W-B L (Theft deterrent system is in
-E110-16 (E) communication , ; (15V «—
arming preparation state.)
Below1.2 V)
Security indicator light assembly
i It ly i i
E110-29 (IND) - sEsinEymaesaE (| LontEames arenly I afming
E110-16 (E) Y - W-B output preparation state or alarm 3to6V
P sounding state. It flashes when
immobiliser is operating.)
Glass breakage Below1l V —
E110-3 (GBS) - g Armed state — Alarm sounds (on
BE - W-B||sensorECU : Pulse
E110-16 (E) L glass breakage detection) )
communication generation
= G TOVOTA .
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DIAGNOSIS SYSTEM

1. DESCRIPTION

The ECU stores trouble codes when trouble occurs on the vehicle.

The diagnostic system allows for reading of the trouble codes from the DLC 3.

Use the Techstream to check and solve the problem.

2. CHECK DLC3

(a) Check the DLC3 .
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DTC CHECK / CLEAR

1. DTC CHECK/CLEAR (USING TECHSTREA M)
(a) DTC check
(1) Connect the Techstream to the DLC3.
(2) Turn the ignition switch to ON .

(3) Read DTCs on the Techstream screen.
(b) DTC clear

(1) Connect the Techstream to the DLC3.

(2) Turn the ignition switch to ON.

(3) Clear the DTCs following the prompts on the Techstream screen.
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DATA LIST / ACTIVE TEST

1. DATA LIST

HINT:

Using the Techstream to read the Data List allows the values or states of switches, sensors, actuators and

other items to be read without removing any parts. This non-intrusive inspection can be very useful because

intermittent conditions or signals may be discovered before parts or wiring is disturbed. Reading the Data List

information early in troubleshooting is one way to save diagnostic time.

(a) Connect the

Techstream to the DLC3.

(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Main Body or Security / Data List.

(e) According to the display on the Techstream, read the Data List.

Main Body
TESTER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE
D Door D door courtesy switch /ON or |ON: Driver dooris OPEN

Courtesy SW

OFF

OFF: Driver dooris CLOSED

P Door
Courtesy SW

P door courtesy switch /ON or
OFF

ON: Front passenger side
dooris OPEN

OFF: Front passenger side
dooris CLOSED

RR Door
Courtesy SW

Rear right door courtesy switch /
ONorOFF

|on: rRear right dooris OPEN

OFF: Rearright dooris
CLOSED

RL Door
Courtesy SW

Rear left door courtesy switch /
ON or OFF

ON: Rear left dooris OPEN
OFF: Rear left door is
CLOSED

ON: Driver dooris

D-Door Lock || Driver's door lock position switch UNLO CKED )
Pos SW /ON or QFF . .
OFF: Driver dooris LOCKED
ON: Front passenger door is
P-Door Lock Passenger door lock position UNLOCKED )
Pos SW switch /ON or OFF OFF: Front passenger door is
LOCKED
Security

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

345/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

EESIFER MEASUREMENT NORMAL CONDITION DIAGNOSTIC
DISPLAY ITEM/RANGE NOTE
ON: Glass breakage sensor .
Glass Sensor Glass breakage sensor operates
Detection detection /ON or OFF OFF: Glass breakage sensor
does not operate
ON: Key is inserted in the
Key Unlock Unlock warning switch signal /||ignition key cylinder
Warning SW ON or OFF OFF: Key is removed from the
ignition key cylinder
IG SW Ignition switch signal / ON or |[ON: Ignition switch is ON
OFF OFF: Ignition switch is off
GLS BRK: Alarms are caused by
glass breakage sensor
D CRTSY: Alarms are caused by
door courtesy switch
IG SW: Alarms are caused by
Alarm Trigger Alarm trigger -
99 48 ignition switch
OPEN: Alarms are caused by
open circuit
KEY UNLK: Alarms are caused
by unlock warning switch
. . ON: Passive mode ON
Passive Mode Passive mode/ON or OFF . -
OFF: Passive mode OFF
ON: Warns when glass breakage
Warning by Warning by glass breakage ||is detected
Glass Sensor sensor/ON or OFF OFF: Does not warn when glass
breakage is detected
o e T o 0s: Entry delay time is 0 sec.
4 ry ad N 98 éy i 14s: Entry delay time is 14 sec. |-
Time passive mode . ,
30s: Entry delay time is 30 sec.

2. ACTIVE TEST
HINT:

Using the Techstream to perform Active Tests allows relays, VSVs, actuators and other items to be operated
without removing any parts. This non-intrusive functional inspection can be very useful because intermittent
operation may be discovered before parts or wiring is disturbed. Performing Active Tests early in trouble
shooting is one way to save diagnostic time. Data List information can be displayed while performing Active
Tests.

(a) Connect the Techstream to the DLC3.
(b) Turn the ignition switch to ON.
(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Main Body or Security / Active Test.
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Main Body
SFESTER BDESPLAY TEST PART CONTROL RANGE DIAGNOSTIC NOTE
Hazard Hazard warning lights ON /OFF -
Vehicle Horn Vehicle horn ON /QFF -

Security
TESTER DISPLAY TEST PART CONTROL RANGE DIAGNOSTIC NOTE
Security Indicator Security indicator ON /OFF -
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DIAGNOSTIC TROUBLE CODE CHART

Theft Deterrent System

DTC DETECTION ITEM TROUBLE AREA SEE
CODE PAGE
1. Wire harness and connector
B1269 Theft De‘FerrPTnt ECU 2,Th§Ft warning EC.U assembly
Communication Stop 3. Main body ECU (instrument panel
junction block)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

348/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

ILast Modified: 3-10-2010 _6.4 N From: 200901

Model Year: 2010 Model: Corolla Doc ID: RMO0O0O002JWF006X

Title: THEFT DETERRENT /KEYLESS ENTRY: THEFT DETERRENT SYSTEM: ADJUSTMENT (2010
Corolla)

ADJUSTMENT

1. ADJUST SENSITIVITY

(a) Adjust the sensitivity volume.

Glass Breakage Sensor ECU Assembly

7 . -
I

f 1 | Q :1_ (1) Turn the knob on the glass breakage sensor ECU
+ assembly to adjust the volume.

=

Volume
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DTC B1269

Theft Deterrent ECU Communication

Stop

DESCRIPTION

DTC B1269 is stored when the communication between the theft warning ECU assembly and the main

body ECU stops for more than 10 seconds.

BTE DTC DETECTION CONDITION TROUBLE AREA
NO.
e Wire harness and connector
B1269 No communication from theft warning ECU e Theft warning ECU assembly
assembly for more than 10 seconds. e Main body ECU (instrument
panel junction block)

WIRING DIAGRAM

»

from Battery

OO OO LI (PPY
SHORPIN ECU-B
Engine Room Relay Block
)
B8
SRX . L BRK+
STX 19 25 BRK-
~ 16
E61 E
Main Body ECU
{Instrument Panel ENMON—/
Junction Block) Theft Warning ECU
Assembly

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

350/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

INSPECTION PROCEDURE

NOTICE:

Inspect the fuses for circuits related to this system before performing the following inspection

procedure.

PROCEDURE

1. |CHECK HARNESS AND CONNECTOR (BATTERY VOLTAGE)

(a) Disconnect the E110 theft warning ECU assembly connector.

Front view of wire hamess conneclor;
(to Theft Waming ECU Assembly)

(b) Measure the voltage according to the value(s) in the

table below.
Standard Voltage:

ground

TESTER CONNECTION |[CONDITION SPECIFIED
CONDITION
E110-11 (+B1) - Body Always 11to 14 V

H
NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR
oK
v
5 CHECK HARNESS AND CONNECTOR (THEFT WARNING ECU ASSEMBLY - MAIN BODY

ECU)

(a) Disconnect the E61 main body ECU connector.
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Front view of wire harness
connector: (to Main Body ECU)

Front view of wire harness connector;
(to Theft Waming ECU Assembly)

SRX STX

E

e P ,1.,,‘
At E}c-s\-i Fbb b ihis

/o \
BRK+ BRK-

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E110-24 (BRK+) - E61-18 (SRX) Always Below1l Q
E110-25 (BRK-)-E61-19 (STX) Always Below1l Q

E110-24 (BRK+) - Body ground Always 10 kQ or higher
E110-25 (BRK-) - Body ground | Always 10 kQ or higher
E110-16 (E) - Body_ ground Always Belowl Q

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

3. |CONFIRMDTC

(a) Clear the DTC ,

(b) Check if the same DTC is detected.

HINT:

Reinstall the sensors, connectors, etc. and restore the previous vehicle conditions before rechecking for DTCs.

Result:

RESULT PROCEED TO
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RESULT PROCEED TO
DTC is output A
DTC is not output | B

B > USE SIMULATION METHOD TO CHECK

4. |REPLACE THEFT WARNING ECU ASSEMBLY

(a) Replace the theft warning ECU assembly

NEXT
v

5. |CONFIRMDTC

(a) Clear the DTC .
(b) Check if the same DTC is detected.
HINT:

Reinstall the sensors, connectors, etc. and restore the previous vehicle conditions before rechecking for DTCs.

Result:
RESULT PROCEEDTO
DTC is not output A
DTC is output B

B ’ REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK ASSEMBLY)

A} END
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Ignition Switch Circuit

DESCRIPTION

The theft warning ECU assembly determines the ignition switch assembly (off, ON) based on signals

from the IG circuit.

WIRING DIAGRAM

1 7
2G . P A O~0 25 - IG
ECU-IGNO. 1
1
@D — 2y
AMA1
IG1 Relay
3(2F) 17( 2E
Instrument Panel
2| 2 |4 Junction Block
AM1 1G1 -
E4
lgnition Switch
Assembly
Engine Room
Relay Block
e—
E110
Theft Warning ECU
Assembly
Battery
H

INSPECTION PROCEDURE

NOTICE:

Inspect the fuses for circuits related to this system before performing the following inspection

procedure.
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PROCEDURE

1.

READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

(d) Select the items belowin the Data List and read the display on the Techstream.

Security
ITEM MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC NOTE
o . - ON: Ignition switchis ON
IG SW ||Ignition switch ON signal ON/OFF o . .
OFF: Ignition switch is off
OK:

When the ignition switch assembly is operated, the display changes as shown in the table.

NG P

oK)

CHECK HARNESS AND CONNECTOR (BATTERY -
INSTRUMENT PANEL JUNCTION BLOCK)

PROCEED TO NEXT SUSPECTED AREA SHOWN IN
PROBLEM SYMPTOMS TABLE

CHECK HARNESS AND CONNECTOR (BATTERY - INSTRUMENT PANEL JUNCTION

BLOCK)

(a) Disconnect the 2G instrument panel junction block
connector.
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Front view of wire hamess connector:
(to Instrument Panel Junction Block)

(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER CONNECTION

CONDITION

SPECIFIED CONDITION

2G-1 - Body ground

Always

11to14V

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR OR

ALT FUSE

3. |INSPECTIGNITION SWITCH ASSEMBLY

(a) Disconnect the E4 ignition switch assembly connector.
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Component without hamess connected:
{Ignition Switch Assembly)

IG1 AM1
L L el |
T
No Pin
ACC
LOCK
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(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION

CONDITION

SPECIFIED CONDITION

E4-2 (AM1) - E4-4 (IG1)

Ignition switch ON

Belowl ©

E4-2 (AM1) - E4-4 (IG1)

Ignition switch off

10 kQ or higher

Result:
RESULT PROCEED TO
oK A
NG (2AZ-FE) B
NG (2ZR-FE) C

4>

C } REPLACE IGNITION SWITCH ASSEMBLY (2ZR-FE)

B ’ REPLACE IGNITION SWITCH ASSEMBLY (2AZ-FE)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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| pe

(a) Reconnect the E4 ignition switch assembly connector.

Front view of wire hamess connactor:
(to Instrument Panel Junction Block)

(b) Disconnect the 2F instrument panel junction block

connector.

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION

CONDITION

SPECIFIED CONDITION

Below 1l Q

2F-1 - 2F-3 Ignition switch ON
2F-1 - 2F-3 Ignition switch off 10 kQ or higher
NG } REPAIR OR REPLACE HARNESS OR CONNECTOR
OK
v

GROUND)

CHECK HARNESS AND CONNECTOR (INSTRUMENT PANEL JUNCTION BLOCK - BODY

(a) Disconnect the 2E instrument panel junction block

connector.
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Front View of wire hamess conneclor:
(to Instrument Panel Junction Block)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION

2E-17 - Body ground Always Below1l Q

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

6. |INSPECTMAINBODY ECU (INSTRUMENT PANEL JUNCTION BLOCK (IG SIGNAL))

(a) Reconnect the 2G, 2F and 2E instrument panel
junction block connectors.
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(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER CONNECTION

SWITCH CONDITION

SPECIFIED CONDITION

25-7 - Body ground

Ignition switch ON

11to 14V

NG ’ REPLACE MAIN BODY ECU (INSTRUMENT PANEL

JUNCTION BLOCK)

7

CHECK HARNESS AND CONNECTOR (THEFT WARNING ECU ASSEMBLY - INSTRUMENT
PANEL JUNCTION BLOCK)

(a) Disconnect the E110 theft warning ECU assembly and 2S instrument panel junction block

connectors.
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Front view of wire harness conneclor:
(to Theft Warning ECU Assembly)

Front view of wire harness connector:
{to Instrument Panel Junction Block)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E110-9 (IG) - 25-7 Always Belowl Q
E110-9 (IG) - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

oK } REPLACE THEFT WARNING ECU ASSEMBLY
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ILast Modified: 3-10-2010 _6.4 ] _From: 200901

Model Year: 2010 Model: Corolla Doc ID: RMOOOO0O1PR402HX

Title: THEFT DETERRENT /KEYLESS ENTRY: THEFT DETERRENT SYSTEM: Horn Circuit (2010
Corolla)

Horn Circuit

DESCRIPTION

When the theft deterrent system is switched from the armed state to the alarm sounding state, the main
body ECU transmits a signal to cause the horn to sound at intervals of 0.4 seconds.

WIRING DIAGRAM

1
@l L
HORN —
7 28 15
DIk 1A 2B HORN
8 5
el 1A 2E
HORN Relay
A24 Instrument Panel
Low Junction Block —
Engine Room Relay Block Pitched E61
ﬁ(} Horn Main Body ECU
I’ A
from Battery = from Steering Switch
=

INSPECTION PROCEDURE

NOTICE:

Inspect the fuses for circuits related to this system before performing the following inspection
procedure.

PROCEDURE
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1. |INSPECT HORN

(a) Press the horn switch and check if the horn sound.

Result:
| RESULT PROCEED TO
|Horn sounds A
|Horn does not sound B

B > GO TO HORN SYSTEM

A
v

2. |PERFORM ACTIVE TEST USING TECHSTREAM

(a) Connect the Techstream to the DLC3.
(b) Turn the ignition switch to ON.
(c) Turn the Techstream on.

(d) Select the item belowin the Active Test and then check that the horn operate.
Main Body

I TESTER DISPLAY I TEST PART I CONTROL RANGE | DIAGNOSTIC NOTE
| Vehicle Horn | Vehicle horn I ON /OFF | -
oK:

The vehicle horn sounds or stops correctly when operating them through the Techstream.

CHECK HARNESS AND CONNECTOR (INSTRUMENT
NG > PANEL JUNCTION BLOCK - ENGINE ROOM RELAY
BLOCK)

REPLACE MAIN BODY ECU (INSTRUMENT PANEL

OK ’ JUNCTION BLOCK)
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CHECK HARNESS AND CONNECTOR (INSTRUMENT PANEL JUNCTION BLOCK -

= ENGINE ROOM RELAY BLOCK)

(a) Disconnect the 2B instrument panel junction block and 1A engine room relay block

connectors.
Front view of wire harness connector. Front view of wire harmess connector:
{to Engine Room Relay Block) (to Instrument Panel Junction Block)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION ' CONDITION : SPECIFIED CONDITION
2B-28 - 1A-7 Always ' Below1 Q
2B-28 - Body ground Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

oK ’ REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)
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Last Modified: 3-10-2010 |6.4J From: 200901
Model Year: 2010 lModeE:CoroIIa 'DocID: RM0000010]6023X

Title: THEFT DETERRENT / KEYLESS ENTRY: THEFT DETERRENT SYSTEM: Theft Warning ECU
Power Source Circuit (2010 Corolla)

Theft Warning ECU Power Source Circuit

DESCRIPTION

This circuit provides power for theft warning ECU assembly operation.

WIRING DIAGRAM

30 12 .
OO OO 2B 2H +B1
SHORTPIN ECU-B
Engine Room Relay Block Instrument Panel
Junction Block
16 v
A
ENON—
from Baltery Theft Warmning ECU
= Assembly
H

INSPECTION PROCEDURE
PROCEDURE

1. |CHECK THEFT WARNING ECU ASSEMBLY

(a) Measure the voltage according to the value(s) in the
table below.

Standard Voltage:
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Component with harness connected:
{Theft Warning ECU Assembly)

[ —

TESTER CONNECTION |CONDITION SPECIFIED
CONDITION
E110-11 (+B1) - Bod
(L) Y Always 11to14V
ground
NG | CHECK HARNESS AND CONNECTOR (THEFT

WARNING ECU ASSEMBLY - BODY GROUND)

PROCEED TO NEXT SUSPECTED AREA SHOWN IN
PROBLEM SYMPTOMS TABLE

OK

GROUND)

CHECK HARNESS AND CONNECTOR (THEFT WARNING ECU ASSEMBLY - BODY

Front view of wire harness conneclor,
{to Theft Warning ECU Assembly)

(a) Disconnect the E110 theft warning ECU assembly

connector.

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION

CONDITION

SPECIFIED CONDITION

E110-16 (E) - Body ground

Always

Belowl Q

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR
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BLOCK)

CHECK HARNESS AND CONNECTOR (BATTERY - INSTRUMENT PANEL JUNCTION

Front view of wire harness connector:
(to Instrument Panel Junction Block)

(a) Disconnect the 2B instrument panel junction block

connector.

(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER CONNECTION

CONDITION

SPECIFIED CONDITION

2B-30 - Body ground

Always

1i1to14V

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR OR
SHORT PIN OR ECU-B

4. |CHECK INSTRUMENT PANEL JUNCTION BLOCK (POWER SOURCE)
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(a) Reconnect the 2B instrument panel junction block connector.

Component with harmess connected:
(Instrument Panel Junction Block)

table below.

Standard Voltage:

(b) Measure the voltage according to the value(s) in the

ESHIER CONDITION SPECIFIED
CONNECTION CONDITION
I 2H-12 - Body ground Always 11to14V

H
NG > REPLACE MAIN BODY ECU (INSTRUMENT PANEL
JUNCTION BLOCK)
OK
v
5. |CHECK HARNESS AND CONNECTOR (INSTRUMENT PANEL JUNCTION BLOCK - THEFT

WARNING ECU ASSEMBLY)

(a) Disconnect the 2H instrument panel junction block and E110 theft warning ECU assembly

connectors.
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Front view of wire harness connector:
(to Theft Warning ECU Assembly)

Front view of wire harness conneclor;
(to Instrument Pane! Junction Block)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
2H-12 - E110-11 (+B1) Always Belowl1 Q
2H-12 - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

oK } REPLACE THEFT WARNING ECU ASSEMBLY
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Last Modified: 3-10-2010 |6.4J From: 200901

Model Year: 2010 Model: Corolla 'Doc ID: RM0O0O0O00215L00DX

Sensor Circuit (2010 Coralla)

Title: THEFT DETERRENT / KEYLESS ENTRY: THEFT DETERRENT SYSTEM: Glass Breakage

Glass Breakage Sensor Circuit

DESCRIPTION

When the glass breakage sensor detects that any door glass is tapped or broken, the sensor will set off

an alarm for 57 seconds.

WIRING DIAGRAM

from Battery —» £ GB+B
from IG1 Relay —» - GBIG
GBS |2
MIC+ 3 $ Mi+
mic- | "o GND Ll
E109 E£108 ‘
Glass Breakage Glass Breakage Sensor
Sensor Microphone ECU Assembly

GBS

16 £
= —
E110
Theft Warning ECU
Assembly

INSPECTION PROCEDURE
PROCEDURE

1. |READ VALUE USING TECHSTREAM
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(a) Connect the Techstream to the DLC3.

(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

(d) Select the item belowin the Data List and then check that the indicator operates.

Security
TESTER DISPLAY MEASUREMENT NORMAL CONDITION DIAGNOSTIC
ITEM/RANGE NOTE
ON: Glass breakage sensor
Glass break Glass breakage sensor operates i
sensor detection ||detection/ON or OFF OFF: Glass breakage sensor
does not operate

OK:

When tapping on the glass breakage sensor microphone with your finger, "ON" is displayed on the

Techstream screen.

CHECK HARNESS AND CONNECTOR (GLASS

NG ’ BREAKAGE SENSOR ECU ASSEMBLY - POWER

SOURCE)

oK > PROCEED TO NEXT SUSPECTED AREA SHOWN IN

PROBLEM SYMPTOMS TABLE

= POWER SOURCE)

CHECK HARNESS AND CONNECTOR (GLASS BREAKAGE SENSOR ECU ASSEMBLY -

Front view of wire hamess connector: (to
Glass Breakage Sensor ECU Assembly)

H GB+B GBIG

(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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TESTER CONNECTION CONDITION SPECIFIED CONDITION
E108-2 (GB+B) - Body ground Always 11to14V
| E108-3 (GBIG) - Body ground | Ignition switch ON | 11 te 14V
| E108-3 (GBIG) - Body ground | Ignition switch off | Below1l V

NG } REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (GLASS BREAKAGE SENSOR ECU ASSEMBLY -
BODY GROUND)

Front view of wire hamess connector: (to

Glass Breakage Sensor ECU Assembly) ] ) )
(a) Measure the resistance according to the value(s) in

the table below.

@( }d Standard Resistance:

=

) ( > TESTER CONNECTION |CONDITION SPECIFIED

E108-6 (GND) - Body

ground Always Belowl Q

R CONDITION
=

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (THEFT WARNING ECU ASSEMBLY - GLASS

* BREAKAGE SENSOR ECU)

(a) Disconnect the E110 theft warning ECU assembly connector.
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Front view of wire harness connector: Front view of wire harness connector: (to
(to Theft Warning ECU Assembly) Glass Breakage Sensor ECU Assembly)

. Ges

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E110-3 (GBS)- E108-5 (GBSI) Always Below 1 Q
E110-3 (GBS) - Body ground I Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

CHECK HARNESS AND CONNECTOR (GLASS BREAKAGE SENSOR ECU - GLASS
BREAKAGE SENSOR MICROPHONE)

(a) Disconnect the E109 glass breakage sensor
microphone connector.
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Front View of wire harness connector: (1o
Glass Breakage Sensor ECU Assembly)

M- Mi+

Front View of wire harness conneclor.
(to Glass Breakage Sensor Microphone)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTERCONNECTION | CONDITION SPECIFIED CONDITION
E108-7 (MI-)- E109-4 (MIC-) | Always Below1 Q
E108-8 (MI+)- E109-3 (MIC+) | Always Below1 Q

E108-7 (MI+) - Body ground Always .' 10 kQ or higher
E108-8 (MI-) - Body ground | Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

6. |INSPECT GLASS BREAKAGE SENSOR ECU ASSEMBLY (MICROPHONE OUTPUT)

(a) Reconnect the E108 glass breakage sensor ECU
assembly, E109 glass breakage sensor microphone and
E110 theft warning ECU assembly connectors.
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Component with harness connected:
{Glass Breakage Sensor ECU Assembly)

(b) Connect an oscilloscope to terminal 5 (GBSI) of the glass breakage sensor ECU
assembly and body ground.

(c) Turn the ignition switch to ON.

(d) Check the signal waveform according to the
condition(s) in the table below.

lmm mm“mm“”mt ITEM CONDITION
. = GND 1 V/DIV, 50 ms/DIV

Tool setting

Vehicle Tap the glass breakage sensor microphone with
:__ . ‘-._ GND condition a hard object such as your fingernail.
& oK:

Waveform is as shown in the illustration.

NG ’ REPLACE GLASS BREAKAGE SENSOR MICROPHONE

REPLACE GLASS BREAKAGE SENSOR ECU

oK ASSEMBLY

7. |REPLACE GLASS BREAKAGE SENSOR MICROPHONE

(a) Replace glass breakage sensor microphone .

NEXT
v
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8. |CHECK GLASS BREAKAGE SENSOR

(a) Check the glass breakage sensor operation .

(b) Connect the Techstream to the DLC3.
(c) Turn the ignition switch to ON.

(d) Turn the Techstream on.

(e) Select the item belowin the Data List and then check that the indicator operates.

Security
TESTER DISPLAY MEASUREMENT NORMAL CONDITION DIAGNOSTIC
ITEM/RANGE NOTE
ON: Glass breakage sensor
Glass break Glass breakage sensor operates
sensor detection ||detection/ON or OFF OFF: Glass breakage sensor
does not operates
OoK:

When tapping on the glass breakage sensor microphone with your finger, "ON" is displayed on the

Techstream screen.
Result:

| RESULT PROCEED TO
IG[ass breakage sensor operates OK
|G[ass breakage sensor does not operate NG

NG ’ REPLACE GLASS BREAKAGE SENSOR ECU
ASSEMBLY

OK > enp

9. |REPLACE GLASS BREAKAGE SENSOR ECU ASSEMBLY

(a) Replace glass breakage sensor ECU assembly .

NEXT
A 4
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10. |CHECK GLASS BREAKAGE SENSOR

(a) Check the glass breakage sensor operation .

(b) Connect the Techstream to the DLC3.

(c) Turn the ignition switch to ON.

(d) Turn the Techstream on.

(e) Select the item belowin the Data List and then check that the indicator operates.

Security
TESTER DISPLAY MEASUREMENT NORMAL CONDITION DIAGNOSTIC
ITEM/RANGE NOTE
ON: Glass breakage sensor
Glass break Glass breakage sensor operates
sensor detection ||detection/ON or OFF OFF: Glass breakage sensor
does not operates

OK:

When tapping on the glass breakage sensor microphone with your finger, "ON" is displayed on the

Techstream screen.
Result:

RESULT PROCEED TO
Glass breakage sensor operates OK
Glass breakage sensor does not operate NG

NG > REPLACE THEFT WARNING ECU ASSEMBLY
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Last Modified: 3-10-2010 |6.4 ]

From: 200901

Model Year: 2010 |Mode|: Corolla

[Doc ID: RM0D00D001PR501XX

Light Circuit (2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: THEFT DETERRENT SYSTEM: Security Indicator

Security Indicator Light Circuit

DESCRIPTION

Even when the theft deterrent system is in the disarmed state, the telltale light assembly (security
indicator light) blinks due to a signal output from the immobiliser system. The telltale light assembly
(security indicator light) blinks continuously due to a continuous signal received from the immobiliser

system while in the armed state.

The theft warning ECU assembly causes the telltale light assembly (security indicator light) to come on
only during the arming preparation and alarm sounding states.

WIRING DIAGRAM

12*2 92
23 11

E48
Telltale Light Assembly
(Secunty Indicator Light)

*1: for Telltale Light {w/o Clock)

*2: for Telltale Light {w/ Clock)

&2 IND

N’
E110

Theft Warning ECU
Assembly

INSPECTION PROCEDURE
PROCEDURE

1. |PERFORM ACTIVE TEST USING TECHSTREAM
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(a) Connect the Techstream to the DLC3.
(b) Turn the ignition switch to ON.
(c) Turn the Techstream on.

(d) Select the item belowin the Active Test and then check that the indicator operates.

Security
TESTER DISPLAY | TEST PART CONTROL RANGE I DIAGNOSTIC NOTE
Security Indicator | Security indicator ' ON /OFF I -
oK:

The security indicator light flashes or goes off correctly when operating it through the Techstream.

CHECK HARNESS AND CONNECTOR (THEFT
NG ’ DETERRENT ECU ASSEMBLY - TELLTALE LIGHT
ASSEMBLY)

PROCEED TO NEXT SUSPECTED AREA SHOWN IN

oK PROBLEM SYMPTOMS TABLE

CHECK HARNESS AND CONNECTOR (THEFT DETERRENT ECU ASSEMBLY - TELLTALE

= LIGHT ASSEMBLY)

(a) Disconnect the E110 theft warning ECU assembly and E48 telltale light assembly (security
indicator light) connectors.

(b) for Telltale Light (w/o Clock):

Front view of wire harness connector: Front view of wire harness connector;
{to Theft Warning ECU Assembly) {to Telltale Light Assembly (Security
Indicator Light))

i —m— ((

=

IND

(1) Measure the resistance according to the value(s) in the table below.

Standard Resistance:
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TESTER CONNECTION CONDITION I SPECIFIED CONDITION
E110-29 (IND)- E48-1 (LP) Always | Below 1 Q
| E110-29 (IND) - Body ground Always | 10 kQ or higher

(c) for Telltale Light (w/ Clock):

Front view of wire harness connector: Front view of wire harness connector:
(to Theft Warning ECU Assembly) {to Telitale Light Assembly (Security
Indicator Light))

= - NS

IND

(1) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E110-29 (IND)- E48-5 (LP) Always Below 1 Q
E110-29 (IND) - Body ground Always 10 kQ or higher

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

3. |CHECK HARNESS AND CONNECTOR (TELLTALE LIGHT ASSEMBLY - BODY GROUND)

(a) for Telltale Light (w/o Clock):
(1) Measure the resistance according to the value(s) in

the table below.

Standard Resistance:
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Front view of wire harness connector:
(to Telitale Light Assembly (Security
Indicator Light))

TESTER CONDITION SPECIFIED

) CONNECTION CONDITION

. L 8 i

i

E48-2 (E) - Bod
=l Y Always Belowl Q
ground
D P mnnooon
E

(b) for Telltale Light (w/ Clock):

Front view of wire hamess connector:

{to Telltale Light Assembly (Security : i :
Indicator Light)) (1) Measure the resistance according to the value(s) in

the table below.

Standard Resistance:

MESTER CONDITION SPECIFIED
CONNECTION . CONDITION

E48-12 (E) - Body

ground Always Below 1l Q

NG b‘ REPAIR OR REPLACE HARNESS OR CONNECTOR

REPLACE TELLTALE LIGHT ASSEMBLY (SECURITY

oK ’ INDICATOR LIGHT)
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|Last Modified: 3-10-2010

6.4 ]

From: 200901

Model Year: 2010

Model: Corolla

[poc ID: RM000001575016X

Circuit (2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: THEFT DETERRENT SYSTEM: Unlock Warning Switch

Unlock Warning Switch Circuit

DESCRIPTION

The key unlock warning switch assembly turns on when the ignition key is inserted into the ignition key

cylinder and turns off when the ignition key is removed.

The theft warning ECU assembly operates the key confinement prevention function while the key unlock

warning switch assembly is on.

WIRING DIAGRAM

ES
Unlock Warning Switch
Assembly

KSW

E110
Theft Warning ECU
Assembly

INSPECTION PROCEDURE

PROCEDURE

1. |READ VALUE USING TECHSTREAM (UNLOCK WARNING SWITCH ASSEMBLY)

(a) Connect the Techstream to the

DLC3.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

(d) Select the item belowin the Data List and then read the display on the Techstream.

Security
TESTER MEASUREMENT NORMAL CONDITION DIAGNOSTIC
DISPLAY ITEM/RANGE NOTE
ON: Key is inserted into
Key unlock Unlock warning switch signal |ignition key cylinder i
warning switch / ON or OFF OFF: Key is removed from
ignition key cylinder

OK:

When the key is in the ignition key cylinder, "ON" appears on the screen.

NG } INSPECT UNLOCK WARNING SWITCH ASSEMBLY

OK > PROCEED TO NEXT SUSPECTED AREA SHOWN IN

PROBLEM SYMPTOMS TABLE

2.

INSPECT UNLOCK WARNING SWITCH ASSEMBLY

Compaonent without hamess connected:
{Unlock Warning Switch Assembly

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

(a) Remove the unlock warning switch assembly .

TESTERCONNECTION

CONDITION

SPECIFIED CONDITION

E5-1 ~EB-2

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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(Key removed)
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TESTER CONNECTION CONDITION SPECIFIED CONDITION
Pushed
E5-1 - E5-2 Below1 Q
(Key set)

NG ’ REPLACE UNLOCK WARNING SWITCH ASSEMBLY

CHECK HARNESS AND CONNECTOR (UNLOCK WARNING SWITCH ASSEMBLY - BODY
GROUND)

Front view of wire harness connector:
{to Unlock Warning Switch Assembly)

. (a) Disconnect the E5 unlock warning switch assembly
= connector.

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION | CONDITION SPECIFIED CONDITION

E5-2 - Body ground | Always Below1l Q

NG } REPAIR OR REPLACE HARNESS OR CONNECTOR
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o WARNING ECU ASSEMBLY)

CHECK HARNESS AND CONNECTOR (UNLOCK WARNING SWITCH ASSEMBLY - THEFT

(a) Disconnect the E110 theft warning ECU assembly connector.

Front view of wire hamess connector:
(to Theft Warning ECU Assembly)

i
o

Front view of wire hamess connector:
(1o Unlock Warning Switch Assembly)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION

CONDITION SPECIFIED CONDITION

E5-1- E110-7 (KSW)

Always Belowl Q

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

oK ’ REPLACE THEFT WARNING ECU ASSEMBLY
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|Last Modified: 3-10-2010

6.4 K

|From: 200901

Model Year: 2010

Model: Corolla

|D0c ID: RM000003423]005X

Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: THEFT WARNING ECU: COMPONENTS (2010

COMPONENTS
ILLUSTRATION

GLOVE COMPARTMENT
DOOR ASSEMBLY

THEFT WARNING ECU ASSEMBLY
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Last Modified: 3-10-2010

l6.4 A |From: 200901

Model Year: 2010

|ModeI:Cor0tIa |Doc ID: RM00000342K007X

Title: THEFT DETERRENT /KEYLESS ENTRY: THEFT WARNING ECU: REMOVAL (2010 Corolla)

REMOVAL

1. REMOVE GLOVE COMPARTMENT DOOR ASSEMBLY

2. REMOVE THEFT WARNING ECU ASSEMBLY

(a) Disconnect the connector.

(b) Remove the 2 bolts and theft warning ECU assembly.
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|Last Modified: 3-10-2010 6.4 A |[From: 200901

Model Year: 2010 |Model: Corolla Doc ID: RM0O0O000342I007X
Title: THEFT DETERRENT / KEYLESS ENTRY: THEFT WARNING ECU: INSTALLATION (2010
Corolla)

INSTALLATION

1. INSTALL THEFT WARNING ECU ASSEMBLY

_3.‘-' (a) Install the theft warning ECU assembly with the 2 bolts.

(b) Connect the connector.

2. INSTALL GLOVE COMPARTMENT DOOR ASSEMBLY
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|Last Modified: 3-10-2010

6.4 K

[From: 200901

Model Year: 2010

Model: Corolla

IDOCID: RM0O0O0003GOK001X

(2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: TRANSPONDER KEY AMPLIFIER: COMPONENTS

COMPONENTS
ILLUSTRATION
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P

w/ Steering Pad Switch:

I!.! (90, 78 in."1bf) I

LOWER NO. 3 STEERING
WHEEL COVER

[N*m (kgf*cm. ft.°Ibf)|: Specified torque

LOWER NO. 2 STEERING

WHEEL COVER

STEERING PAD
STEERING WHEEL ASSEMBLY
I 8.8 (90, 78 in."Ibf) I
STEERING PAD
STEERING WHEEL ASSEMBLY

w/ Cruise Control System:

LOWER NO. 2 STEERING
WHEEL COVER

ILLUSTRATION
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UPPER STEERING COLUMN COVER

TRANSPONDER KEY AMPLIFIER

LOWER STEERING COLUMN COVER

LOWER INSTRUMENT PANEL FINISH PANEL SUB-ASSEMBLY

(55 TOYOTA
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|Last Modified: 3-10-2010 6.4 A |From: 200901

Model Year: 2010 IMudeI: Corolla IDoc ID: RM0O00003GOLO0O1X

Title: THEFT DETERRENT / KEYLESS ENTRY: TRANSPONDER KEY AMPLIFIER: REMOVAL (2010
Corolla)

REMOVAL

1. DISCONNECT CABLE FROM NEGATIVE BATTERY TERMINAL

CAUTION:

Wait at least 90 seconds after disconnecting the cable from the negative (-) battery terminal to disable
the SRS system.

2. REMOVE LOWER NO. 2 STEERING WHEEL COVER

3. REMOVE LOWER NO. 3 STEERING WHEEL COVER

4. REMOVE STEERING PAD

5. REMOVE STEERING WHEEL ASSEMBLY

6. REMOVE LOWER INSTRUMENT PANEL FINISH PANEL SUB-ASSEMBLY
7. REMOVE LOWER STEERING COLUMN COVER

8. REMOVE UPPER STEERING COLUMN COVER

9. REMOVE TRANSPONDER KEY AMPLIFIER

(a) Disengage the 2 claws as shown in the illustration.

(b) Disconnect the connector and remove the transponder key
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amplifier.

(3 TOYOTA
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|Last Modified: 3-10-2010 6.4 A |From: 200901
Model Year: 2010 |Model: Corolla IDoc ID: RM0O00003G0J001X

Title: THEFT DETERRENT / KEYLESS ENTRY: TRANSPONDER KEY AMPLIFIER: INSTALLATION
(2010 Corolla)

INSTALLATION
1. INSTALL TRANSPONDER KEY AMPLIFIER

(a) Connect the connector to the transponder key amplifier.

(b) Align the transponder key amplifier with the steering
column upper bracket. Tilt the amplifier slightly and slide it
into position.

(c) Push the transponder key amplifier, and engage the 2 claws to install the transponder key
amplifier to the steering column upper bracket.

2. INSTALL UPPER STEERING COLUMN COVER
3. INSTALL LOWER STEERING COLUMN COVER

4. ADJUST SPIRAL CABLE
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5. INSTALL STEERING WHEEL ASSEMBLY
6. INSTALL STEERING PAD
7. INSTALL LOWER NO. 3 STEERING WHEEL COVER

8. INSTALL LOWER NO. 2 STEERING WHEEL COVER
9. INSPECT STEERING WHEEL CENTER POINT

10. CONNECT CABLE TO NEGATIVE BATTERY TERMINAL
11. INSPECT STEERING PAD

12. INSPECT SRS WARNING LIGHT
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ILast Modified: 3-10-2010 6.4 K

|From: 200901

Model Year: 2010

Model: Corolla

|Doc ID: RM000003GONDO1X

Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: CERTIFICATION ECU: COMPONENTS (2010

COMPONENTS

ILLUSTRATION

©

SMART KEY ECU ASSEMBLY

GLOVE COMPARTMENT DOOR ASSEMBLY

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

396/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

Last Modified: 3-10-2010 6.4 A ||From: 200901

Model Year: 2010 Model: Corolla Doc ID: RMO0O0O003G0O001X

Title: THEFT DETERRENT /KEYLESS ENTRY: CERTIFICATION ECU: REMOVAL (2010 Corolla)

REMOVAL

1. REMOVE GLOVE COMPARTMENT DOOR ASSEMBLY
2. REMOVE SMART KEY ECU ASSEMBLY

(a) Disconnect the connector.

(b) Remove the bolt and smart key ECU assembly.
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|Last Modified: 3-10-2010 6.4 A |From: 200901

Model Year: 2010 |M0de!:CoroIIa Doc ID: RMOOOOO3GOMOO1X
Title: THEFT DETERRENT / KEYLESS ENTRY: CERTIFICATION ECU: INSTALLATION (2010
Corolla)

INSTALLATION

1. INSTALL SMART KEY ECU ASSEMBLY

(a) Install the smart key ECU assembly with the bolt.

(b) Connect the connector.

2. INSTALL GLOVE COMPARTMENT DOOR ASSEMBLY
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15.06.2021
Last Modified: 3-10-2010 l6.4 K |From: 200901
Model Year: 2010 |Mode|: Corolla IDoc ID: RM000002Y4100GX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Front Door):
COMPONENTS (2010 Corolla)

COMPONENTS
ILLUSTRATION
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FRONT DOOR INNER
GLASS WEATHERSTRIP

FRONT DOOR INSIDE
HANDLE BEZEL

FRONT DOOR INSIDE
HANDLE SUB-ASSEMBLY

FRONT DOOR TRIM
BOARD SUB-ASSEMBLY

for Front Passenger Side:

FRONT ARMREST =

UPPER BASE PANEL

for Driver Side:

FRONT ARMREST —~

UPPER BASE PANEL

ILLUSTRATION
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FRONT DOOR OUTSIDE HANDLE COVER

FRONT DOOR REAR LOWER
FRAME SUB-ASSEMBLY

FRONT DOOR NO. 2
STIFFENER CUSHION

FRONT DOOR TRIM BRACKET

[N*m (kgf*cm. f.*Ibf)}: Specified torque

® Non-reusable part

HOLEPLUG )\ [ sy )

FRONT DOOR GLASS
SUB-ASSEMBLY

FRONT DOOR GLASS RUN

@FRONT DOOR SERVICE HOLE COVER

ILLUSTRATION
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FRONT DOOR OUTSIDE HANDLE ASSEMBLY

FRONT DOOR REAR QUTSIDE HANDLE PAD

FRONT DOOR OUTSIDE HANDLE
FRAME SUB-ASSEMBLY

o

DOOR ELECTRICAL KEY OSCILLATOR

FRONT DOOR FRONT OUTSIDE HANDLE PAD

w/! Power Door Lock:

5.0 (51, 44 in. Ib)

LOCK ASSEMBLY

@® DOOR LOCK WIRING
HARNESS SEAL

FRONT DOOR [3:0(51, 44 In."10A |

FRONT DOOR
LOCK ASSEMBLY

IN*m (kgf*cm, ft."Ibf)|: Specified torque

@ Non-reusable part

4= Grease

(55 TOYOTA
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[Last Modified: 3-10-2010 6.4 A |From: 200901
[Model Year: 2010 [Model: Corolla |Doc 1D: RM0000011QF02V X

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Front Door):
REMOVAL (2010 Corolla)

REMOVAL

1. REMOVE FRONT DOOR INSIDE HANDLE BEZEL [ ™ |

2. REMOVE FRONT ARMREST UPPER BASE PANEL

3. REMOVE FRONT DOOR TRIM BOARD SUB-ASSEMBLY

4. REMOVE FRONT DOOR INSIDE HANDLE SUB-ASSEMBLY

5. REMOVE FRONT DOOR INNER GLASS WEATHERSTRIP

6. REMOVE FRONT DOOR TRIM BRACKET

7. REMOVE FRONT DOOR SERVICE HOLE COVER

8. REMOVE FRONT DOOR GLASS SUB-ASSEMBLY

9. REMOVE FRONT DOOR NO. 2 STIFFENER CUSHION

10. REMOVE FRONT DOOR GLASS RUN

11. REMOVE FRONT DOOR REAR LOWER FRAME SUB-ASSEMBLY
12. REMOVE FRONT DOOR OUTSIDE HANDLE COVER

13. REMOVE FRONT DOOR OUTSIDE HANDLE ASSEMBLY

14. REMOVE FRONT DOOR FRONTOUTSIDE HANDLE PAD

15. REMOVE FRONT DOOR REAR OUTSIDE HANDLE PAD

16. REMOVE FRONT DOOR LOCK ASSEMBLY (w/o Power Door Lock)
17. REMOVE FRONT DOOR LOCK ASSEMBLY (w/ Power Door Lock)

18. REMOVE FRONT DOOR OUTSIDE HANDLE FRAME SUB-ASSEMBLY

19. REMOVE DOOR ELECTRICAL KEY OSCILLATOR

(a) Remove the screw and the door electrical key oscillator.
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(3 TOYOTA
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Last Modified: 3-10-2010 l6.4 A |From: 200901

Model Year: 2010 |Mode|: Corolla |Doc ID: RM0O000011QG0O2VX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Front Door):
INSTALLATION (2010 Corolla)

INSTALLATION

1,

INSTALL DOOR ELECTRICAL KEY OSCILLATOR

(a) Install the door electrical key oscillator with the screw.

9.

10

11.

12.

13.

14,

15.

l1e6.

17.

https://ca

. INSTALL FRONT DOOR OUTSIDE HANDLE FRAME SUB-ASSEMBLY
. INSTALL FRONT DOOR LOCK ASSEMBLY (w/o Power Door Lock)

. INSTALL FRONT DOOR LOCK ASSEMBLY (w/ Power Door Lock)

. INSTALL FRONTDOOR REAR OUTSIDE HANDLE PAD

. INSTALL FRONTDOOR FRONT OUTSIDE HANDLE PAD

. INSTALL FRONT DOOR OUTSIDE HANDLE ASSEMBLY

. INSTALL FRONT DOOR OUTSIDE HANDLE COVER

INSTALL FRONT DOOR REAR LOWER FRAME SUB-ASSEMBLY
. INSTALL FRONT DOOR GLASS RUN

INSTALL FRONT DOOR NO. 2 STIFFENER CUSHION E

INSTALL FRONT DOOR GLASS SUB-ASSEMBLY

INSTALL FRONT DOOR SERVICE HOLE COVER

INSTALL FRONT DOOR TRIM BRACKET

INSTALL FRONT DOOR INNER GLASS WEATHERSTRIP
INSTALL FRONT DOOR INSIDE HANDLE SUB-ASSEMBLY

INSTALL FRONT DOOR TRIM BOARD SUB-ASSEMBLY
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18. INSTALL FRONT ARMREST UPPER BASE PANEL

19. INSTALL FRONT DOOR INSIDE HANDLE BEZEL

S YOYOTA -
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15.06.2021
Last Modified: 3-10-2010 6.4k [From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RM0O00002XQ600GX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Front Side):
COMPONENTS (2010 Corolla)

COMPONENTS
ILLUSTRATION
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LOWER INSTRUMENT
PANEL FINISH PANEL RH

LOWER INSTRUMENT T x2

PANEL FINISH PANEL L INSTRUMENT PANEL BOX ASSEMBLY
UPPER CONSOLE PANEL
SUB-ASSEMBLY
ELECTRICAL KEY OSCILLATOR
for Automatic Transaxle: for Manual Transaxle:
SHIFT LEVER KNOB SUB-ASSEMBLY SHIFT LEVER KNOB SUB-ASSEMBLY

CENTER INSTRUMENT CLUSTER CENTER INSTRUMENT CLUSTER
FINISH PANEL ASSEMBLY FINISH PANEL ASSEMBLY

£ YOYOTA
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Last Modified: 3-10-2010 l6.4 A [From: 200901

Model Year: 2010 IModel: Corolla IDoc ID: RMO0O0O002XWI000OX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Front Side):
REMOVAL (2010 Corolla)

REMOVAL

1. REMOVE LOWER INSTRUMENT PANEL FINISH PANEL LH [E_"

2. REMOVE LOWER INSTRUMENT PANEL FINISH PANEL RH
3. REMOVE SHIFT LEVER KNOB SUB-ASSEMBLY (for Manual Transaxle)

4. REMOVE SHIFT LEVER KNOB SUB-ASSEMBLY (for Automatic Transaxle)

5. REMOVE CENTER INSTRUMENT CLUSTER FINISH PANEL ASSEMBLY (for Manual

Transaxle)

6. REMOVE CENTER INSTRUMENT CLUSTER FINISH PANEL ASSEMBLY (for Automatic

Transaxle)
7. REMOVE INSTRUMENT PANEL BOX ASSEMBLY

8. REMOVE UPPER CONSOLE PANEL SUB-ASSEMBLY

9. REMOVE ELECTRICAL KEY OSCILLATOR

$Q'\ &/ . (a) Disconnect the connector.

(b) Disengage the clamp and remove the electrical key oscillator.

P GOTOYOTA |
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Last Modified: 3-10-2010 6.4 A |From: 200901

Model Year: 2010 [Mudel: Corolla IDoc ID: RMOOO0O0O300B0O0OIX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Front Side):
INSTALLATION (2010 Corolla)

INSTALLATION

1. INSTALL ELECTRICAL KEY OSCILLATOR

(a) Disconnect the connector.

(b) Remove the bolt and the indoor electrical key oscillator.
2. INSTALL UPPER CONSOLE PANEL SUB-ASSEMBLY

3. INSTALL INSTRUMENT PANEL BOX ASSEMBLY

4. INSTALL CENTER INSTRUMENT CLUSTER FINISH PANEL ASSEMBLY (for Automatic

Transaxle)

5. INSTALL CENTER INSTRUMENT CLUSTER FINISH PANEL ASSEMBLY (for Manual

Transaxle)

6. INSTALL SHIFT LEVER KNOB SUB-ASSEMBLY (for Automatic Transaxle)
7. INSTALL SHIFT LEVER KNOB SUB-ASSEMBLY (for Manual Transaxle)
8. INSTALL LOWER INSTRUMENT PANEL FINISH PANEL LH

9. INSTALL LOWER INSTRUMENT PANEL FINISH PANEL RH
h:)—.ywmfhﬂ
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15.06.2021
Last Modified: 3-10-2010 6.4 K [From: 200901
Model Year: 2010 '|Model: Corolla |DocID: RMO0O000300D0O0OCX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Luggage
Compartment): COMPONENTS (2010 Corolla)

COMPONENTS
ILLUSTRATION

SPARE WHEEL COVER

INDOOR ELECTRICAL KEY OSCILLATOR

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 411/582



15.06.2021

Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

Last Modified: 3-10-2010

6.4 A

|From: 200901

Model Year: 2010

Model: Corolla |D0cID: RMOOOOO300EOOCX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Luggage
Compartment): REMOVAL (2010 Corolla)

REMOVAL

1. REMOVE SPARE WHEEL COVER

2. REMOVE INDOOR ELECTRICAL KEY OSCILLATOR

(a) Disengage the 2 clips and pull the rear seat back cover
off.

(b) Disengage the claw and remove the indoor electrical key
oscillator.
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Last Modified: 3-10-2010 6.4 A [From: 200901

Model Year: 2010 |Model: Corolla |Doc ID: RM0O0000300C0O0CX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Luggage
Compartment): INSTALLATION (2010 Corolla)

INSTALLATION

1. INSTALLINDOOR ELECTRICAL KEY OSCILLATOR

. b 4
' - ‘ ] N_‘_\tt
o a- s (a) Connect the connector.

(b) Engage the claw and install the indoor electrical key oscillator.

ey NRY S
BN
oty ¢ (c) Install the seat back cover with the 2 clips.
=~ AR
: e Y7
\Y AN N
. \\ B e 4 )
2 et

2. INSTALL SPARE WHEEL COVER

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

413/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

Last Modified: 3-10-2010 6.4 K [From: 200901
Model Year: 2010 |ModeI:CoroIIa |DocID: RMO00002XQCOOGX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Outside
Luggage Compartment): COMPONENTS (2010 Coralla)

COMPONENTS
ILLUSTRATION
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\ ) S ELECTRICAL KEY ANTENNA

’x 2
REAR BUMPER ASSEMBLY
w/ Rear Fender Mudguard:
a
REAR QUARTER PANEL‘& REAR QUARTER PANEL
MUDGUARD LH MUDGUARD RH
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Last Modified: 3-10-2010

6.4 A

|From: 200901

Model Year: 2010

Model: Corolla

Doc ID: RM0O00002XQDO0OHX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Outside
Luggage Compartment): REMOVAL (2010 Coralla)

REMOVAL

1. REMOVE REAR QUARTER PANEL MUDGUARD LH (w/ Rear Fender Mudguard) [ % |

2. REMOVE REAR QUARTER PANEL MUDGUARD RH (w/ Rear Fender Mudguard)

3. REMOVE REAR BUMPER ASSEMBLY

4. REMOVE ELECTRICAL KEY ANTENNA

(b) Remove the 2 nuts and the electrical key antenna.

(a) Disconnect the connector.

= ———— 1)1 21,55
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Last Modified: 3-10-2010

6.4 A

|From: 200901

Model Year: 2010

Model: Corolla

Doc ID: RM000002XQBOOGX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Outside
Luggage Compartment): INSTALLATION (2010 Corolla)

INSTALLATION

1. INSTALL ELECTRICAL KEY ANTENNA

A o ¥
e
b,
— 255 |
=i LsdF
- o ] P i ol
¥ st,“;,".«"'-"ﬂ_ (=1
r—oThe ===
y o) | 2L
o~ —
&
p

(b) Connect the connector.

(a) Install the electrical key antenna with the 2 nuts.

2. INSTALL REAR BUMPER ASSEMBLY

3. INSTALL REAR QUARTER PANEL MUDGUARD LH (w/ Rear Fender Mudguard)

4. INSTALL REAR QUARTER PANEL MUDGUARD RH (w/ Rear Fender Mudguard)

= ———— 1)1 21,55
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Last Modified: 3-10-2010 .[6.4 K From: 200901
IModel: Corolla Doc ID: RM0O0O0002XQ900HX

Model Year: 2010
Title: THEFT DETERRENT /KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Rear Side):

COMPONENTS (2010 Corolla)

COMPONENTS
ILLUSTRATION

REAR SEAT CUSHION ASSEMBLY

%

INDOOR ELECTRICAL KEY OSCILLATOR
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Last Modified: 3-10-2010 6.4 A From: 200901

Model Year: 2010 Model: Corolla Doc ID: RMOO0002XQAO00HX

REMOVAL (2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Rear Side):

REMOVAL

1. REMOVE REAR SEAT CUSHION ASSEMBLY

2. REMOVE INDOOR ELECTRICAL KEY OSCILLATOR

(a) Disconnect the connector.
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Last Modified: 3-10-2010 | [From: 200901
Model Year: 2010 Model: Corolla IDoc ID: RM0O0O0002XQ800HX

Title: THEFT DETERRENT / KEYLESS ENTRY: ELECTRICAL KEY OSCILLATOR (for Rear Side):
INSTALLATION (2010 Corolla)

INSTALLATION

1. INSTALLINDOOR ELECTRICAL KEY OSCILLATOR

(a) Install the indoor electrical key oscillator with the bolt.

(b) Connect the connector.

2. INSTALL REAR SEAT CUSHION ASSEMBLY
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Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE HOOD COURTESY SWITCH:
COMPONENTS (2010 Corolla)

COMPONENTS
ILLUSTRATION
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HOOD LOCK ASSEMBLY

X3

Centering Bolt: 7.5 (77, 66 in.-Ibf)
Standard Bolt: 8.0 (82, 71 in.*Ibf)

FRONT BUMPER
ASSEMBLY

#x3
R
| PROTECTOR
X2
. 1.

2AZ-FE:

NO. 4 ENGINE UNDER COVER
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|Last Modified: 3-10-2010
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From: 200901

Model Year: 2010

Model: Corolla

Doc ID: RM000000Y5502WX

(2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE HOOD COURTESY SWITCH: REMOVAL

REMOVAL

1. REMOVE RADIATOR GRILLE PROTECTOR

2. REMOVE NO. 4 ENGINE UNDER COVER (for 2AZ-FE)

3. REMOVE FRONT BUMPER ASSEMBLY

4. REMOVE HOOD LOCK ASSEMBLY

(a) Remove the 3 bolts from the hood lock assembly.

(b) Disconnect the hood lock control cable and remove the

hood lock assembly.
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Last Modified: 3-10-2010 |6.4A From: 200901
Model Year: 2010 Model: Corolla Doc ID: RM0O0O0O0O00Y53031X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE HOOD COURTESY SWITCH:
INSTALLATION (2010 Corolla)

INSTALLATION

1. INSTALL HOOD LOCK ASSEMBLY

(a) Apply MP grease to the sliding areas of the lock.

(b) Connect the hood lock control cable.

(c) Install the hood lock assembly with the 3 bolts.,

Centering Bolt - Torque: 7.5 N-m (77 kgf-cm, 66in-1bf)
Standard Bolt - Torque: 8.0 N-m (82 kgf:cm, 71in-1bf)
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Centering Bolt Standard Bolt

2. INSPECT HOOD SUB-ASSEMBLY

3. ADJUSTHOOD SUB-ASSEMBLY

4. INSTALL FRONT BUMPER ASSEMBLY

5. INSTALL NO. 4 ENGINE UNDER COVER (for 2AZ-FE)

6. INSTALL RADIATOR GRILLE PROTECTOR

7. VEHICLE PREPARATION FOR FOG LIGHT AIMING (w/ Fog Light)
8. PREPARATION FOR FOG LIGHT AIMING (w/ Fog Light)

9. INSPECT FOG LIGHT AIMING (w/ Fog Light)

10. ADJUST FOG LIGHT AIMING (w/ Fog Light)
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Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): PRECAUTION (2010 Corolla)

PRECAUTION
1. PRECAUTIONS WHEN USING TECHSTREAM

(a) When using the Techstream to troubleshoot the smart key system: Connect the Techstream to
the DLC3 while the engine switch is off, and turn a door courtesy light switch on and off at
1.5-second intervals until communication between the Techstream and vehicle begins.

2. PRECAUTIONS FOR EACH FUNCTION

(a) Precautions for the key:

e The key is a precision instrument. Be sure to observe the following:
(1) Do not drop or strike the key.
(2) Do not keep the key in a high temperature area for a long time.
(3) Do not use an ultrasonic washing machine to clean the key.
(4) Keep the key away from magnets or magnetized items during use.
(5) Do not attach any stickers to the key.

(b) Precautions for the engine start function:

(1) Before starting the engine, firmly depress the brake pedal until the indicator of the engine
switch illuminates in green.

(2) Be sure to turn the engine switch off before disconnecting the cable from the negative (-)
battery terminal. When the battery terminal is disconnected, the power source mode (off, on
(ACC), on (IG)) will remain in memory. When the vehicle battery becomes discharged, be sure
to remember the power source mode.

(3) After the battery is removed and reinstalled, be sure to wait 10 seconds or more before
starting the engine. The engine may not start immediately after the battery is reinstalled.

(c) Precautions for the battery built into the key and the vehicle battery:

(1) When the doors are locked (locked state), signals are emitted by the vehicle at predetermined
intervals. If the vehicle remains parked for a long time, the battery may become discharged.
To prevent this, periodically charge the vehicle battery, or disable the smart key system.

(2) When the doors are locked (locked state), and the key remains in the door oscillator detection
area, the system will maintain periodic communication with the key. If the vehicle remains
parked in this state for a long time, the vehicle and key batteries may become discharged. If
the vehicle is not being used, keep the key at least 2 m (6.56 ft.) away from the vehicle.
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Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): PARTS LOCATION (2010 Corolla)

PARTS LOCATION
ILLUSTRATION
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SECURITY INDICATOR LIGHT

for TELLTALE LIGHT (w/ CLOCK):

= ]

for TELLTALE LIGHT (w/o CLOCK):

=

-

ENGINE SWITCH

STEERING LOCK ECU

MAIN BODY ECU
(INSTRUMENT PANEL
JUNCTION BLOCK)

|D CODE BOX (IMMOBILISER
CODE ECU)

CERTIFICATION ECU
(SMART KEY ECU
ASSEMBLY)

TELLTALE LIGHT
ASSEMBLY
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Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): SYSTEM DIAGRAM (2010 Corolla)

SYSTEM DIAGRAM

Engine Swilch "
Transponder Key - Certification ECU (Sman Tellale Light Assembly
. ; {Security Indicator Light
Ampiifier (with Key Coil) |y ECU Aenty) y ight)
.
7
Main Body ECU
{Instrument Panel ID Code Box
Junction Block) {Immobiliser Code ECU) Steering Lock ECU
]
1
ECM
. |IN Communication Line

Communication Table

TRANSMITTING ECU RECEIVING ECU SIGNAL COMMUNICATION
(TRANSMITTER) (RECEIVER) METHOD

Steering lock

e Certification ECU ,
request signal

(Smart Key ECU

Assembl Steering unlock
Steering lock ECU Y) ) E LIN
e ID code box signal
(Immobiliser Code

Steering lock

ECU
) confirmation signal
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TRANSMITTING ECU
(TRANSMITTER)

RECEIVING ECU
(RECEIVER)

SIGNAL

Steering unlock
confirmation signal

Diagnosis response
signal

Steering unlock
drive relay signal

Steering lock drive
relay signal

Steering lock motor

operation signal

COMMUNICATION
METHOD

ID code box
(Immobiliser Code
ECU)

Certification ECU (Smart Key
ECU Assembly)
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Matching request
random number
signal

EEPROM access
malfunction signal

Model code
matching signal

Model code
mismatching signal

ECM code receiving
status signal

Engine start
permission request
signal

Engine start
permission
response signal

S code matching
result signal

S code registration
status signal

S code registration
mode signal

L code matching
result signal

ECM communication
signal

Registered key
number response

LIN
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TRANSMITTING ECU RECEIVING ECU SIGNAL COMMUNICATION
(TRANSMITTER) (RECEIVER) METHOD

signal

Diagnosis mode
switching signal

DTC (B2791) signal

Registered key
number signal

Steering lock

ID code box release signal
(Immobiliser Code Steering lock ECU Matching request LIN
REY) random number

signal

3 bit code request
signal

ID code matching

Certificati ECU ;

SR eaten ID code box (Immobiliser result signal
(Smart Key ECU d - LIN
Assembly) GorsEOU) Registered key

number signal

Vehicle type handle
signal

L code registration

mode signal
Certification ECU * 1D code box Riagnasis Toode
(Smart Key ECU (Immobiliser Code |requestsignal i
Assembly) ECU) DTC clear request

e Steering lock ECU signal

L code registration
status signal

Main body ECU

ain body Certification ECU (Smart Key | Key code
(LRSErment Bans| ECU Assembly) recognition signal LIN
junction block) Y 9 9
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Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): REGISTRATION (2010 Corolla)

REGISTRATION

1. DESCRIPTION OF CODE REGISTRATION

HINT:

e The ID codes are the same as recognition codes for the wireless transmitter and the engine
immobiliser function. Registering an ID code enables the smart key system, the wireless door
lock control function and the engine immobiliser function to be operated.

e Code registration is necessary when the certification ECU (smart key ECU assembly), ID code
box (immobiliser code ECU), steering lock ECU, or key is replaced with a new one.

(@) Vehicles with the smart key system do not have a key slot. Therefore, hold the key close to the
engine switch to register the key, as shown in the illustration.

Hold the key with its ornament surface within a range of 10 mm (0.394 in.) or less from the engine switch.

Logo Mark (Ornament Surface) Logo Mark (Ornament Surface)

Engine Switch

Communication distance: 10 mm (0.394 in.) or less from the engine switch.

2. PART REPLACEMENT AND KEY REGISTRATION

(a) The following table shows ECU replacement and key registration procedures for cases in which a
malfunctioning ECU has been identified through the troubleshooting of the smart key system.

HINT:
e The following procedures can be performed:
New key ID registration
Additional key ID registration

Key ID erasure
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All key ID erasure

ECU code registration

e Ifthe customer has not brought all the registered keys, replacement of the ID code box
(immobiliser code ECU) is also required.
e A maximum of 4 keys can be registered.

PART TO BE | CONDITION PROCEDURE | REFERENCE
REPLACED

1. Replace certification ECU (smart key

Customer has brought|| ECYU assembly)

all keys 2. Reregister all keys (New key ID PROCEDURE
registration) B"

PROCEDURE
1. Erase key codes (Key ID erasure) "o

2. Perform additional key registration PROCEDURE
procedure (Additional key ID registration) 2CH

3. Replace certification ECU (smart key
Key ID codes | gy assembly)

can be
registered 4., Reregister all keys (New key ID
and erased registration)
B PROCEDURE
If some keys are not registered during the above 'B”
steps, they will be disabled because they cannot
Certification be registered later.
ECU (Smart key :
ECU assembly) |[Some 1. Replace certification ECU (smart key i
keys ECU assembly)
are 2. Replace ID code box (immobiliser code
lost ECU) -

3. Reregister all keys (New key ID
registration)

Key ID codes |HINT:

cannot be

alhaT If key codes cannot be erased or additional keys

registered or cannot be registered due to a malfunction in the)| pPROCEDURE
erased certification ECU (smart key ECU assembly), A

replace the ID code box (immobiliser code ECU)
and certification ECU (smart key ECU assembly).
If some keys are not registered during the above
steps, they will be disabled because they cannot
be registered later.

PROCEDURE
4. Register ECU communication ID e
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PART TO BE
REPLACED

CONDITION

PROCEDURE

REFERENCE

Certification
ECU (Smart key
ECU assembly)

All keys are lost

1. Replace certification ECU (smart key
ECU assembly)

2. Replace ID code box (immobiliser code
ECU)

3. Reregister all keys (New key ID
registration)

HINT:

If key codes cannot be erased or additional keys
cannot be registered due to a malfunction in the
certification ECU (smart key ECU assembly),
replace the ID code box (immobiliser code ECU)
and certification ECU (smart key ECU assembly).
If some keys are not registered during the above
steps, they will be disabled because they cannot
be registered later.

PROCEDURE
np

4. Register ECU communication ID

PROCEDURE

IIGII

ID code box
(Immobiliser
code ECU)

Customer has brought
at least 1 key

1. Replace ID code box (immobiliser code
ECU)

2. Register recognition codes in ECUs (ECU
code registration)

PROCEDURE
ngn

3. Register ECU communication ID

PROCEDURE
IIGII

All keys are lost

1. Replace ID code box (immobiliser code
ECU)

2. Replace certification ECU (smart key
ECU assembly)

3. Reregister all keys (New key ID
registration)

HINT:

If some keys are not registered during the above
steps, they will be disabled because they cannot
be registered later.

PROCEDURE
FIAII

4. Register ECU communication ID

PROCEDURE
IIGII

Steering lock
ECU

Customer has brought
at least 1 key

1. Replace steering lock ECU

2. Register recognition codes in ECUs (ECU
code registration)
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PART TO BE CONDITION PROCEDURE REFERENCE
REPLACED
1. Replace steering lock ECU -
2. Replace certification ECU (smart key i
ECU assembly)
3. Replace ID code box (immobiliser code )
ECU)
4. Reregister all keys (New key ID
All keys are lost registration)
HINT: PROCEDURE
If some keys are not registered during the above AT
steps, they will be disabled because they cannot
be registered later.
) N PROCEDURE
5. Register ECU communication ID e
Main body ECU
(Instrument o . Replace main body ECU (instrument panel
. . No condition required || . , -
panel junction junction block)
block)
1. Replace ECM -
ECM No condition required PROCEDURE
2. Register ECU communication ID o
1. Using remaining key, erase lost key code |PROCEDURE
Customer has brought | (Key ID erasure) ‘D"
at least 1 key 2. Register additional keys as necessary PROCEDURE
(Additional key ID registration) nCH
PROCEDURE
1.Erase all key codes (All key ID erasure) g
Key (for
replacement) 2. Register all keys (New key ID
registration)
All keys are lost
HINT: PROCEDURE
If the customer brings lost keys at a later date, AT
they can be registered using the additional key
ID registration function.
Customer has brought
at least 1 key
Key (for HINT: 1. Register additional keys as necessary PROCEDURE
addition) —— (A dditional key ID registration) meT
When adding keys
(Additional
435/582
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PART TO BE
REPLACED

registration)

CONDITION PROCEDURE REFERENCE

3. KEY REGISTRATION

(a) PROCEDURE

"y

New key ID registration (when replacing the certification ECU (smart key ECU assembly) and ID
code box (immobiliser code ECU), or when replacing the certification ECU (smart key ECU
assembly), ID code box (immobiliser code ECU) and steering lock ECU)

PROCESS PROCEDURE
1. Connect the Techstreamto DLC3
2. Turn the engine switch on (IG)
3. Enter the following menus: Body Electrical / Smart Key / Utility / Smart
Code Registration
1. Start of

registration

HINT:

The engine switch cannot be turned on (IG) more than 10 times. After connecting the
Techstream, turn the Techstream on while turning the driver's side door courtesy light
switch on and off repeatedly at 1.5-second intervals or less to continue key registration
procedure.

L ]

2. Confirmation of
ECU code

Perform operation according to prompts on the Techstream screen

HINT:

Mode is automatically selected by the Techstream (new registration mode or add mode).

3. Verification of
unregistered
key*1

1. Hold the unregistered key close to the engine switch (For details, refer
to "Description of Code Registration")

2. Confirm that the wireless door lock buzzer sounds once (short beep)

. Place the unregistered key on the driver's seat

4. Confirm that the wireless door lock buzzer sounds once (short beep)

W

4. Registration of

Perform operation according to prompts on the Techstream screen

ID code ®
5. End of
registration -

Finish new key ID code registration

e *1: Repeat this process for each key which is to be registered for the vehicle. Finish the procedure
for each key within 30 seconds. If the procedure for any of the keys has not been finished within the
specified time, perform the registration procedures again from process 1. Make sure that only 1 key
is in the cabin during the registration procedures. If 2 or more keys are in the cabin simultaneously,
electric waves will interfere with each other, preventing normal registration.

(b) PROCEDURE "B"
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New key ID registration (when replacing the certification ECU (smart key ECU assembly))

registration

PROCESS PROCEDURE
1. Connect the Techstream to DLC3
2. Turn the engine switch on (IG)
3. Enter the following menus: Body Electrical / Smart Key / Utility / Smart
Code Registration
1. Start of

HINT:

The engine switch cannot be turned on (IG) more than 10 times. After connecting the
Techstream, turn the Techstream on while turning the driver's side door courtesy light
|switch on and off repeatedly at 1.5-second intervals or less to continue key
registration procedure.

2. Confirmation of
ECU code

Perform operation according to prompts on the Techstream screen
HINT:

Mode is automatically selected by the Techstream (new registration mode or add

mode).

3. Confirmation of
all registered
keys*1

1. Hold the registered key close to the engine switch (For details, refer to
"Description of Code Registration")
2. Confirm that wireless door lock buzzer sounds once (short beep)

4., Confirmation of
ECU code

Perform operation according to prompts on the Techstream screen

5. Verification of
unregistered
key*2

1. Hold the unregistered key close to the engine switch (For details, refer
to "Description of Code Registration")

. Confirm that wireless door lock buzzer sounds once (short beep)

. Place the unregistered key on the driver's seat

. Confirm that the wireless door lock buzzer sounds once (short beep)

(98]

5. Registration of
ID code

Perform operation according to prompts on the Techstream screen

6. End of
registration

Finish new key ID code registration

e *1: Repeat this process for each key registered for the vehicle. Finish the procedure for each key
within 30 seconds. If the procedure for any of the keys has not been finished within the specified
time, perform the registration procedures again from process 1. If the key confirmation procedure
for a key is performed, the security indicator light comes on and remains on until all the keys are

confirmed.

*2: Repeat this process for each key which is to be registered for the vehicle. Finish the procedure

for each key within 30 seconds. If the procedure for any of the keys is not finished within the
specified time, perform the registration procedures again from 1. Make sure that only 1 key is in the

cabin during the registration procedures. If 2 or more keys are in the cabin simultaneously, electric

waves will interfere with each other, preventing normal registration.
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PROCESS

PROCEDURE

1. Start of registration

. Connect the Techstream to DLC3
2. Turn the engine switch on (IG)
. Enter the following menus: Body Electrical / Smart Key / Utility /

Smart Code Registration

2. Confirmation of
registered key*1

. Perform operation according to prompts on the Techstream

screen
HINT:

Mode is automatically selected by the Techstream (new registration

mode or add mode)

. Hold the registered key close to the engine switch (For details,

refer to "Description of Code Registration")

. Confirm that the wireless door lock buzzer sounds once (short

beep)

3. Confirmation of ECU
code

Perform operation according to prompts on the Techstream screen

4. Verification of
unregistered key*2

. Hold the unregistered key close to the engine switch (For details,

refer to "Description of Code Registration")

. Confirm that the wireless door lock buzzer sounds once (short

beep)

. Place the unregistered key on driver's seat
. Confirm that the wireless door lock buzzer sounds once (short

beep)

5. Registration of ID
code

/|Perform operation according to prompts on the Techstream screen

6. End of registration

Finish additional key ID code registration

e *1: Perform this process for one of the keys registered for the vehicle. Finish the procedure within
30 seconds. If the procedure has not been finished within the specified time, perform the
registration procedures again from process 1.

e *2: Repeat this process for each key which is to be registered for the vehicle. Finish the procedure
for each key within 30 seconds. If the procedure for any of the keys is not finished within the
specified time, perform the registration procedures again from 1. Make sure that only 1 key is in the
cabin during the registration procedures. If 2 or more keys are in the cabin simultaneously, electric
waves will interfere with each other, preventing normal registration.

(d) PROCEDURE "D”

Key ID erasure

HINT:
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Erase all registered key codes except one.

PROCESS

PROCEDURE

1.Start of erasure

1. Connect the Techstream to DLC3

2. Turn the engine switch on (IG)

3. Enter the following menus: Body Electrical / Smart Key / Utility /
Smart Code Erasure

2. Confirmation of
registered key*1

|HINT:

Select the key that will not
be erased.

1. Perform operation according to prompts on the Techstream
screen

2. Hold the registered key close to engine switch (For details, refer
to "Description of Code Registration”)

3. Confirm that the wireless door lock buzzer sounds once (short
beep)

3. Confirmation of ECU
code

Perform operation according to prompts on the Techstream screen

4, Erasure of ID code

Perform operation according to prompts on the Techstream screen

5.End of erasure

Finish key ID code erasure

e *1: Perform this process for one of the keys registered for the vehicle. Finish the procedure within
30 seconds. If the procedure has not been finished within the specified time, perform the erasure
procedures again from process 1.

(e) PROCEDURE "E"
All key ID erasure

HINT:

All the key codes registered in the vehicle are erased.

PROECESS

PROCEDURE

1.Start of erasure

1. Connect the Techstream to DLC3

2. Turn the engine switch on (IG)

3. Turn the Techstream on while turning driver side door courtesy light
switch on and off repeatedly at 1.5-second intervals or less

4., Enter the following menus: Body Electrical / Smart Key / Utility /
Smart Code Erasure

2. Confirmation of

ECU code e |Perform operation according to prompts on the Techstream screen

3.Erasure of ID

code e |Perform operation according to prompts on the Techstream screen

4. End of erasure

e [Finish key ID code erasure
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(f) PROCEDURE "F"

ECU code registration

PROCESS PROCEDURE

1. Connect the Techstream to DLC3

2. Turn the engine switch on (IG)

3. Enter the following menus: Body Electrical / Smart Key / Utility /
ECU Communication ID Registration

1. Start of registration

1. Hold the registered key close to engine switch (For details, refer

2. Confirmation of to "Description of Code Registration")
registered key*1 2. Confirm that the wireless door lock buzzer sounds once (short
beep)

3. Registration of ECU
code e |Perform operation according to prompts on the Techstream screen

4. End of registration e |Finish ECU code registration

e *1: Perform this process for one of the keys registered for the vehicle. Finish the procedure within
30 seconds. If the procedure has not been finished within the specified time, perform the erasure
procedures again from process 1.

(g) PROCEDURE "G"

ECU communication ID registration

NOTICE:

e The ECU communication ID should be registered when the ID code box (immobiliser code ECU)
is replaced in order to match these ECU communication IDs.

e The engine cannot be started unless the ECU communication IDs match.

e After the registration, pressing the engine switch may not start the engine on the first try. If so,
press the engine switch again.

e Clear DTC B2799 (code for ECM's immobiliser communication error) by either of the following:

- Use the Techstream.

- Disconnect the battery for 30 seconds.

(1) Using SST, connect terminals TC and CG of the DLC3.
SST: 09843-18040
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DLC3

[SST

(2) Turn the engine switch on (IG) and leave it as is for 30 minutes.

HINT:

Do not start the engine.

(3) Turn the engine switch off and disconnect terminals TC and CG.
(4) Check that the engine starts and stays running for more than 3 seconds.

(h) PROCEDURE "H"
ECU communication ID registration
NOTICE:

The ECU communication ID should be registered when the ECM is replaced in order to match the ECU
communication IDs.

PROCEDURE SECURITY INDICATOR
LIGHT CONDITION

1.Start

2.Hold an already registered key close to the engine switch and turn

the engine switch on (IG) with the brake pedal depressed
OFF

3. Check that the engine starts and stays running for more than 3
seconds

4. Next

5.End
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|Last Modified: 3-10-2010 l6.4 D |[From: 200901
Model Year: 2010 |Mode|: Corolla IDoc ID: RMOO0O0O0O0OQYAOD2UX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): SYSTEM DESCRIPTION (2010 Corolla)

SYSTEM DESCRIPTION

1. ENGINE IMMOBILISER SYSTEM DESCRIPTION

(a) The immobiliser system is a theft deterrent system that determines whether to disable starting of
the SFI system based on a comparison of the key ID codes and the vehicle pre-registered code.
The immobiliser system compares the vehicle certification ECU (smart key ECU assembly)
pre-registered ID code with the ID of the key-embedded transponder chip. If the ID codes do not
match, the immobiliser system is activated and the SFI system cannot be started. The
certification ECU (smart key ECU assembly) manages communication with the ECM, main body
ECU (instrument panel junction block), steering lock ECU and ID code box (immobiliser code
ECU). When the ID codes of the transponder chip and certification ECU (smart key ECU
assembly) match, the certification ECU (smart key ECU assembly) authorizes the SFI system to
start.

2. FUNCTION OF MAIN COMPONENTS

COMPONENT . OQUTLINE

Transponder key
coil/amplifier (built into the
engine switch)

Receives a key ID code, amplifies and outputs the code to the
certification ECU (smart key ECU assembly).

Transmits key detection signals within the detection area in the
vehicle interior upon receiving a transmission request signal from the
Indoor electrical key certification ECU (smart key ECU assembly).

oscillator A certification ECU (smart key ECU assembly) request signal is
activated when the key is brought into the vehicle interior and the
engine switch is pushed.

Receives an ID code from the key in the actuation area and transmits

D trol i
FEFEIIR] TeechesT it to the certification ECU (smart key ECU assembly).

Illuminates or starts flashing.

Security indicator Illumination is controlled by the certification ECU (smart key ECU
assembly).

3. SYSTEM FUNCTION
(a) Using the entry function

(1) When the driver (or passenger) is sitting in the vehicle while carrying the key, and the engine
switch is pressed while the brake pedal is depressed, the main body ECU (instrument panel
junction block) recognizes that the engine start operation has occurred and sends a
certification request signal to the certification ECU (smart key ECU assembly). Upon receipt
of the certification request signal, the certification ECU (smart key ECU assembly) sends a
request signal to the indoor electrical key oscillator. Upon receipt of the request signal, the
indoor electrical key oscillator sends a request signal to detect if the key is inside the vehicle.
When the key receives this request signal, it answers by sending an ID code containing a
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response code through the glass antenna to the door control receiver. Upon receipt of the ID
code, the certification ECU (smart key ECU assembly) analyzes the code. If the interior
certification passes, then the main body ECU (instrument panel junction block) sends a
certification pass response signal. When the main body ECU (instrument panel junction block)
receives this signal, the ACC relay is switched on and the IG1 and IG2 relays are switched on
in sequence. At this time, the engine switch indicator illuminates in green. Then the
certification ECU (smart key ECU assembly) checks that the power source mode has been
changed and sends a steering lock command signal to the main body ECU (instrument panel
junction block). After receiving this signal, the main body ECU (instrument panel junction
block) supplies power to the steering lock actuator. Then the steering lock ECU confirms that
the certification ECU (smart key ECU assembly) is certified (via the ID code box (immobiliser
code ECU)) and drives the steering actuator motor until the steering is unlocked. A fter
unlocking the steering, an unlock completed signal is sent to the certification ECU (smart key
ECU assembly). Upon receipt of this signal, the certification ECU (smart key ECU assembly)
sends an unset command signal to the ID code box (immobiliser code ECU). Once this signal
is received, the ID code box (immobiliser code ECU) confirms that the certification ECU
(smart key ECU assembly) is certified, sends an immobiliser unset command signal to the
ECM, and sends a security indicator light off signal to the certification ECU (smart key ECU
assembly).

(b) Not using the entry function (when the key battery is depleted)

(1) When the driveris sitting in the vehicle while carrying the key and depressing the brake pedal,
the main body ECU (instrument panel junction block) recognizes that the stop light switch is
on and sends a key confirmation request signal to the certification ECU (smart key ECU
assembly). Upon receipt of this signal, the certification ECU (smart key ECU assembly) drives
the immobiliser amplifier built in the engine switch. At this time, the engine switch sends an RF
wave communication signal to the immobiliser. If the driver holds the key up to the engine
switch at this time, the engine switch receives the immobiliser RF wave signal and responds
by sending a radio wave signal. When the engine switch receives the radio wave signal from
the key, it duplicates the signal and sends an ID code to the certification ECU (smart key
ECU assembly). Upon receipt of the ID code, the code is analyzed. If the certification passes,
the certification ECU sends a key certification pass response signal to the main body ECU
(instrument panel junction block) and a sound buzzer request signal to the meter ECU. When
the main body ECU (instrument panel junction block) receives this signal, the ACC relay is
switched on and the IG1 and IG2 relays are switched on in sequence. At this time, the engine
switch indicator illuminates in green. Then the certification ECU (smart key ECU assembly)
checks that the power source mode has been changed and sends a steering lock command
signal to the main body ECU (instrument panel junction block). After receiving this signal, the
main body ECU (instrument panel junction block) supplies power to the steering lock actuator.
Then the steering lock ECU confirms that the certification ECU (smart key ECU assembly) is
certified (via the ID code box (immobiliser code ECU)) and drives the steering actuator motor
until the steering is unlocked. After unlocking the steering, an unlock completed signal is sent
to the certification ECU (smart key ECU assembly). Upon receipt of this signal, the
certification ECU (smart key ECU assembly) sends an unset command signal to the ID code
box (immobiliser code ECU). Once this signal is received, the ID code box (immaobiliser code
ECU) confirms that the certification ECU (smart key ECU assembly) is certified, sends an
immobiliser unset command signal to the ECM, and sends a security indicator light off signal
to the certification ECU (smart key ECU assembly).
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|Last Modified: 3-10-2010 ls.4 D

|From: 200901

Model Year: 2010 |Model: Corolla Doc ID: RM000000QY4038X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): HOWTO PROCEED WITH TROUBLESHOOTING (2010 Corolla)

HOW TO PROCEED WITH TROUBLESHOOTING

HINT:

e Use the following procedures to troubleshoot the engine immobiliser system.

e *:Using the Techstream.

1. |VEHICLE BROUGHT TO WORKSHOP

NEXT

2. |CUSTOMER PROBLEM ANALYSIS

HINT:

e In troubleshooting, confirm that the problem symptoms have been accurately identified.
Preconceptions should be discarded in order to make an accurate judgment. To clearly
understand what the problem symptoms are, it is extremely important to ask the customer about
the problem and the conditions at the time the malfunction occurred.

e Gather as much information as possible for reference. Past problems that seem unrelated may

also help in some cases.

e The following 5 items are important points in the problem analysis:

What Vehicle model, system name
When Date, time, occurrence frequency
Where Road conditions

| Under what conditions?

Driving conditions, weather conditions

|How did it happen?

Problem symptoms

NEXT
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3. |INSPECTBATTERY VOLTAGE

(a) Measure the battery voltage.

Standard Voltage:
11 to14V

If the voltage is below 11 V, recharge or replace the battery before proceeding to the next step.

NEXT
v

4. |CRANK ENGINE FOR MORE THAN 10 SECONDS

NEXT

5. |CHECK FOR DTC*

(a) Check for DTCs and note any codes that are output .
(b) Clear the DTCs.

(c) Recheck for DTCs. Based on the DTCs output above, try to duplicate the SFI system
DTC, engine immobiliser system DTC, steering lock system DTC or smart key system (for
start function) DTC by simulating the symptoms indicated by the DTCs.

Result:
RESULT PROCEED TO
SFI system DTC output recurs A
Engine immobiliser system DTC output recurs B
Steering lock system DTC output recurs C
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RESULT PROCEED TO
Smart key system (for start function) DTC output recurs D
DTC output does not recur E

A > Go to DIAGNOSTIC TROUBLE CODE CHART

Bp Go to DIAGNOSTIC TROUBLE CODE CHART

ch Go to DIAGNOSTIC TROUBLE CODE CHART

Dp Go to DIAGNOSTIC TROUBLE CODE CHART

6. |PROBLEM SYMPTOMS TABLE

(a) Refer to Problem Symptoms Table .
Result:

RESULT PROCEED TO
Fault is listed in problem symptoms table A
Fault is not listed in problem symptoms table B

AP GoTo STEP 8

7. |OVERALLANALYSIS AND TROUBLESHOOTING*

(a) Data List / Active Test
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(b) Terminals of ECU

NEXT
v

8. |REPAIR OR REPLACE

NEXT

9. |CONFIRMATION TEST

NEXT > eno

L I0YOTA
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|Last Modified: 3-10-2010 6.4 U [From: 200901
Model Year: 2010 |Model:CoroIIa |DocID:RM000000QY702ZX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): TERMINALS OF ECU (2010 Corolla)

TERMINALS OF ECU
1. CHECK ENGINE SWITCH

(a) Disconnect the E38 engine switch connector.

L L
(IEYnT)
LEETEDG)

(b) Measure the resistance according to the value(s) in the table below.

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
BR - Body
E38-8 (AGND) - Bod round*1
( ) ocy g Ground Always Belowl Q
ground GR - Body
ground* 2

e *1:for TMC Made
o ¥2: Except for TMC Made

e If the result is not as specified, there may be a malfunction on the wire harness side.
(c) Reconnect the E38 engine switch connector.

(d) Measure the resistance and voltage according to the value(s) in the table below.

NESEER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
BR - Body
E38-8 (AGND) - round*1
( ) g Ground Always Belowl Q
Body ground GR - Body
ground* 2
E38-14 (VCS5) - SB - BR*1
E35-8 (,!'EGND)) BE - GR¥D Power supply Key is notin cabin Below 1l V
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FESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
E38-14 (VCS5) - SB - BR*1 )
E38-8(,€'EGND)) HE - GES Power supply Key is in cabin* 46to5.4V
E38-10 (CODE) - P - BR*1 Demodulated signal ; ; :
K t b Bel 1V
E38-8 (AGND) G- GR*2 |ofkey code data = IR oL sRan o
Press engine switch and Pulse
E38-10 (CODE) - P - BR*1 Demodulated signal hold ke ?:Iose £ BiigiTa generation
E38-8 (AGND) G - GR*2 ||of key code data switch*y g (See waveform
1)
E38-9 (TXCT) - L - BR*1 Key code output . . .
K t b Below 1 V
E38-8 (AGND) SB - GR*2 |signal ) | DuZinealin clow
Press engine switch and Pulse
E38-9 (TXCT) - L - BR*1 Key code output g ) generation
. hold key close to engine
E38-8 (AGND) SB - GR*2 |signal switch* (See waveform
2)

e ¥1:for TMC Made
e ¥2:Except for TMC Made

e If the result is not as specified, the engine switch may have a malfunction.

(e) Inspect using an oscilloscope.

(1) Waveform 1 (Reference)

ITEM CONTENT
= Tester

g E38-10 (CODE)- E38-8 (AGND

Connection ( ) ( )
---------- = GND Tool Setting 2 V/DIV., 50 ms./DIV.
T ——_— Pre§s eng.me switch and hold key close to
engine switch*
H

HINT:

*: Remove the key battery before performing this inspection.

(2) Waveform 2 (Reference)

ITEM | CONTENT

Tester

E38-9 (TXCT)-E38-8 (AGND
Connection ( ) ( )
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Tool Setting 2V/DIV. 50 ms./DIV.
;—| m l Condition Press engine switch and hold key close to
"""""""" = GND engine switch*
HINT:
" *: Remove the key battery before performing this inspection.

2. CHECK CERTIFICATION ECU (SMART KEY ECU ASSEMBLY)

(a) Disconnect the E36 certification ECU (smart key ECU assembly) connector.

(b) Measure the resistance and voltage according to the value(s) in the table below.

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
E36-17 (E) - Bod W-B - Bod
(E) Y Y Ground Always Belowl Q
ground ground
E36-1 (+B)-E36-17 W- W-B*1
+B power suppl Always 11to 14V
(E) BR - W-B*2 P PPy Y
E36-18 (IG) - L-W-B*1 T — Engine switch Balow 1
E36-17 (E) B-w-gx2 |9 P PPY 1l ofr

e *1:forTMC Made
e ¥2: Except for TMC Made

e Ifthe result is not as specified, there may be a malfunction on the wire harness side.

(c) Reconnect the E36 certification ECU (smart key ECU assembly) connector.

(d) Measure the resistance and voltage according to the value(s) in the table below.
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FESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
ground*2
E36-30 (VC5) - SB - BR*1 ||Engine switch , ; :
Key is not in cabin Below 1 V
E36-40 (AGND) BE - GR*2 |power supply Y
E36-30 (VC5) - SB - BR*1 |[Engine switch - :
K bin* 46to54V
E36-40 (AGND) BE - GR*2 |power supply €y 15 In cabin ©
E36-9 (CODE) - P - BR*¥1 |Engine switch , _ _
K t b Bel i1V
E36-40 (AGND) G- GR*2 |CODE input €y Is hot In cabin slow
Press engine switch and
E36-9 (CODE) - P - BR*1 ||Engine switch hold ke ?:Iose to enaine Pulse generation
E36-40 (AGND) G - GR*¥2 ||CODE input swftch*y g (See waveform 1)
E36-8 (TXCT) - L - BR*1 Engine switch REviE rot i Eabik BEHw
E36-40 (AGND) SB - GR*2 ||TXCT output Y
. P i itch and
E36-8 (TXCT) - L - BR*1 Engine switch h;?;i:nillzzj?é ;n a}ge Pulse generation
E36-40 (AGND) SB - GR*2 ||TXCT output Y g (See waveform 2)

switch*

e ¥1:forTMC Made
e *2:Exceptfor TMC Made

e If the result is not as specified, the certification ECU (smart key ECU assembly) may have a

malfunction.

(e) Inspect using an oscilloscope.

(1) Waveform 1 (Reference)

ITEM | CONTENT

Tester
E36-9 (CODE) - E36-40 (AGND

Connection ( ) ( )

|Too1 Setting |2 V/DIV., 50 ms./DIV.

Condifeh Prefs eng.me switch and hold key close to
engine switch*

HINT:

*: Remove the key battery before performing this inspection.

(2) Waveform 2 (Reference)

ITEM
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Tester
Connection

E36-8 (TXCT) - E36-40 (AGND)

------ lq- GND

ITool Setting

2V/DIV. 50 ms./DIV.

Condition

Press engine switch and hold key close to
engine switch*

X

INT:

*: Remove the key battery before performing this inspection.

3. CHECK ID CODE BOX (IMMOBILISER CODE ECU)

(a) Disconnect the E22 ID code box (immobiliser code ECU) connector.

{7

(b) Measure the resistance and voltage according to the value(s) in the table below.

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION

E22-8 (GND) - Bod BR - Bod

( ) °qy ody Ground Always Below 1 Q
ground ground
E22-1(+B)-E22-8 W - BR*1

+B power suppl Always 11to14V

(GND) BR - BR*2 P PRIy Y

e ¥*1:forTMC Made
e ¥2: Except for TMC Made

e Ifthe result is not as specified, there may be a malfunction on the wire harness side.

(c) Reconnect the E22 ID code box (immobiliser code ECU) connector.

(d) Measure the voltage according to the value(s) in the table below.
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TFESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
Within 3 seconds after starter
operates and initial combustion Pulse
E22-5 (EFII) - occurs, or within 3seconds after eneration
( ) LG - BR ||[ECM input signal . . 9
E22-8 (GND) engine switch first turned on (IG) (see waveform
after battery disconnected and 1)
connected.
EE=-a(EFIO )= P - BR ECH oytput Engine switch off Below 1 V
E22-8 (GND) signal 9
Pulse
E22-6 (EFIO) - P - BR ECM output Engirie switchon (16) generation
E22-8 (GND) signal g (see waveform
2)

e If the result is not as specified, the ID code box (immobiliser code ECU) may have a malfunction.

(e) Inspect using an oscilloscope.

(1) Waveform 1 (Reference)

ITEM CONTENT

' ‘ Tester .
[ 1 E22-5 (EFII)-E22-8 (GND
."__—“mlll_—-. Connection ( ) ( )

| | ITool Setting |5 V/DIV., 500 ms./DIV.

Within 3 seconds after starter operates and
" initial combustion occurs, or within 3seconds

Condition - - <

H after engine switch first turned on (IG) after

battery disconnected and connected.

r (2) Waveform 2 (Reference)

ITEM | CONTENT

Tester Connection|E22-6 (EFIO)-E22-8 (GND)

Tool Setting |10 V/DIV. 100 ms./DIV.

Condition |Engine switch on (IG)

Tool Setting: 10 V/DIV., 100 ms.J/DIV.
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4. CHECK STEERING LOCK ECU

(a) Disconnect the E39 steering lock ECU connector.

e |

(b) Measure the resistance and voltage according to the value(s) in the table below.

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
BR - Body
E39-2 (SGND) - Bod round*1
( ) oqy||g Ground Always Belowl Q
ground W-B - Body
ground* 2
E39-1 (GND) - Bod W-B - Bod
( ) °dy - Ground Always Belowl Q
ground ground
E39-7 (B) - Body L - Body
ground ground +B power supply Always 11to14V
Engine switch off [0 V
E32-6.(I62)~ Body b= Body Ignition power suppl ; i
ground ground 9 P PP!Y/|Engine switch on 11to 14V

(IG)

e *1:for TMC Made
e ¥2:Except for TMC Made

e If the result is not as specified, there may be a malfunction on the wire harness side.

5. CHECK ECM
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454/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

831 q‘i’

7 Y N\
3 Wl 4 il I /] [ i1 ] g dlila
TFED AR B R R Ed B B B R 1918 wlis]ajiz]e
. { . s
le|uw|lalo|a||aler]e ]| A I BIE B R R L X 161 Bl 4] 2 ‘
ol sl AR R R R A A B R A Ea kL s A aijsn)m|asfar]|as|
PEOL IO fodnd b | 0 | @7 | 08 |95 | oo | G J a2 |91 |00 a0 || 0T IR ERA T i LA AR
e ] W Y REd e e Ll DR D) R (] ed REAT (P IRET RRT dR by RRLT (VR (R (RS SEF (AT AR T AR AR R B R W] w
\> /N -~/

(a) Measure the resistance and voltage according to the value(s) in the table below.

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
ID code box

A50-11 (IMI) -

B31-104 (E1) P - BR (immobiliser code Engine switch off Below 1 V

ECU) input signal

ID code box PAIe
g w2 P - BR (immobiliser code Engine switch on (IG) gEnEIEH
B31-104 (E1) g (See waveform

ECU) input signal 1)

ID code box
(immobiliser code Engine switch off i0to14 Vv
ECU) output signal

A50-10 (IMO)- |LG-B -
B31-104 (E1) ||BR

Within 3 seconds after starter
operates and initial combustion Pulse

A50-10 (IMO)- |LG-B - Eitr)ntr:noodbeil::soexr code occurs, or within 3seconds after ||generation
B31-104 (E1) BR ECU) output Sighsl engine switch first turned on (IG) | (See waveform
after battery disconnected and 2)
connected.

If the result is not as specified, the ECM may have a malfunction.

(b) Inspect using an oscilloscope.

(1) Waveform 1 (Reference)

ITEM CONTENT

Tester Connection||A50-11 (IMI)-B31-104 (E1)

Tool Setting iov/DIV., 100 ms./DIV.

Condition Engine switch on (IG)
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Tool Setting: 10 V/DIV., 100 msJDIV.

(2) Waveform 2 (Reference)

CONTENT

A50-10 (IMO)- B31-104 (E1)

5V/DIV. 500 ms./DIV.

N
M — ITEM
: |||H|I Tester

GND= | ' { Connection
i . Tool Setting
|
|
|

. Condition

| within 3 seconds after starter operates and

initial combustion occurs, or within 3seconds
after engine switch first turned on (IG) after

battery disconnected and connected.

6. CHECK MAIN BODY ECU (INSTRUMENT PANEL JUNCTION BLOCK)

(a) Disconnect the 2B and 2E instrument panel junction block connectors.

(b) Disconnect the E50 and E51 main body ECU connectors.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

456/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

Main Body ECU (Instrument Panel Junction Block):

Rear Side:

I AEELT
2080

Front Side:

(c) Measure the resistance and voltage according to the value(s) in the table below.

CONDITION

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

TESTER WIRING TERMINAL SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
2E-17(GNDL)-Bedy | WeBi~Bedy Ground Always Belowl Q
ground ground [ {
E51-4(END2)~Budy |W-B~Body Ground Always Belowl Q
ground ground ‘_
Y - Body
ES1-1 (AM1) - Body ground*1 +B power supply Always 11to14V
ground L - Body
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TESTER WIRING TERMINAL |CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
ground* 2
W - Body
E50-6 (AM2) - Bod round*1
( ) 2e¥ g +B power supply Always 11to14V
ground L - Body
ground*2
2B-30 (BECU) - Body ||W - Body
+B | Al 11to14V
ground ground RUSCESIRRLY RS 2

e ¥1:forTMC Made

e ¥2: Except for TMC Made

If the result is not as specified, there may be a malfunction on the wire harness side.
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|Last Modified: 3-10-2010

| |From: 200901

Model Year: 2010

Model: Corolla Doc ID: RMO0O0O0027KKO1FX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): PROBLEM SYMPTOMS TABLE (2010 Corolla)

PROBLEM SYMPTOMS TABLE

HINT:

e Use the table below to help determine the cause of problem symptoms. If multiple suspected
areas are listed, the potential causes of the symptoms are listed in order of probability in the
"Suspected Area"” column of the table. Check each symptom by checking the suspected areas in
the order they are listed. Replace parts as necessary.

e Inspect the fuses and relays related to this system before inspecting the suspected areas below.

Engine Immobiliser System

SYMPTOM

SUSPECTED AREA

SEE PAGE

Engine does not start.

Key

ID code box power source circuit

Certification ECU power source circuit

Steering lock ECU power source circuit

Smart key system

SFI system

Wire harness or connector

3 e

|
o

Security indicatoris always ON.

Telltale light assembly

Certification ECU (smart key ECU assembly)

Security indicator is OFF.

Wire harness or connector

Telltale light assembly

Certification ECU (smart key ECU assembly)

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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|Last Modified: 3-10-2010 6.4 D [From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RM000001GV7030X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): DIAGNOSIS SYSTEM (2010 Corolla)

DIAGNOSIS SYSTEM

1. DESCRIPTION

(@) The certification ECU (smart key ECU assembly) controls the vehicle's engine immobiliser
system functions. Engine immobiliser system data and Diagnostic Trouble Code (DTC) can be
read through the vehicle's Data Link Connector 3 (DLC3).

In some cases, a malfunction may be occurring in the immobiliser system even though the
security indicator light is not illuminated.

When the system seems to be malfunctioning, use the Techstream to check for malfunctions and
perform repairs.

2. CHECK DLC3
(a) Check the DLC3 .

3. INSPECT BATTERY VOLTAGE
(a) Measure the battery voltage.

Standard Voltage:
11to14V

If the voltage is below 11 V, recharge orreplace the battery before proceeding to the next step.
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|Last Modified: 3-10-2010 6.4 D [From: 200901
Model Year: 2010 Model: Coralla |Doc ID: RM000001GV8024X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): DTC CHECK /CLEAR (2010 Corolla)

DTC CHECK / CLEAR

1. CHECK DTC
(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).
(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / (desired system) / Trouble Codes.

() Check the details of the DTC(s) @ ;

2. CLEAR DTC
(a) Connect the Techstream to the DLC3.
(b) Turn the engine switch on (IG).
(c) Turn the Techstream on.
(d) Enter the following menus: Body Electrical / (desired system) / Trouble Codes.

(e) Clearthe DTCs.
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|Last Modified: 3-10-2010 l6.4 U [From: 200901
Model Year: 2010 |Model: Corolla |Doc ID: RMOOOOOOQYEOD2CX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): DATA LIST /ACTIVE TEST (2010 Corolla)

DATA LIST / ACTIVE TEST

1. DATA LIST

HINT:

Using the Techstream to read the Data List allows the values or states of switches, sensors, actuators and
other items to be read without removing any parts. This non-intrusive inspection can be very useful because
intermittent conditions or signals may be discovered before parts or wiring is disturbed. Reading the Data List
information early in troubleshooting is one way to save diagnostic time.

NOTICE:

In the table below, the values listed under "Normal Condition" are reference values. Do not depend
solely on these reference values when deciding whether a part is faulty or not.

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key / Data List.

(e) Read the Data List according to the display on the Techstream.
Smart Key (Certification ECU (Smart Key ECU Assembly))

ESTER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE

ON: Engine switch on (ACC,
IG) or engine started -
OFF: Engine switch off

Engine switch on (IG) signal /

Ignition Switch ON or OFF

. . . ON: Engine switch on (ACC,
Engine switch on (ACC) signal /

i IG) or engine started -
ACC Switch S NGFCEE ) g :
O FF: Engine switch off
T — Immobiliser system status / SET: Key is not in cabin )
SET or UNSET UNSET: Key is in cabin
MATCH: Master key code is
Master key code signal / sent
Master Ke -
Y MATCH or NO MATCH NO MATCH: Unmatched
master key code is sent
MATCH: Sub-key (master
key) code is sent
Sub-key (Master key) code
Sub Key v ( Y) NO MATCH: Unmatched -

signal / MATCH or NO MATCH
g / sub-key (master key) code is

sent
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TESTER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE
BCC Transponder chip signal / OK or |OK: Correct data sent )
Malfunction NG NG: Incorrect data sent
Abnormal Transponder chip data / OK or OK: Data OK )
Status NG NG: Data error
Different Transponder chip signal / OK or |[OK: Correct data sent
Encrypt Code NG NG: Incorrect data sent
Different Serial . Transponder chip signal /OK or |OK: Correct data sent
Number NG NG: Incorrect data sent
T ip si OK: Correct data sent
R — ransponder chip signal / OK or )
NG NG: Incorrect data sent
Transponder chip signal / OK or |OK: Correct data sent
Response -
NG NG: Incorrect data sent

2. ACTIVE TEST

HINT:

Using the Techstream to perform Active Tests allows relays, VSVs, actuators and other items to be operated

without removing any parts. This non-intrusive functional inspection can be very useful because intermittent

operation may be discovered before parts or wiring is disturbed. Performing Active Tests early in

troubleshooting is one way to save diagnostic time. Data List information can be displayed while performing

Active Tests.

(a) Connect the Techstream to the DLC3.

(b) Turn the engine switch on (IG).

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Smart Key / Active Test.

(e) Perform the Active Test according to the display on the Techstream.

Smart Key (Certification ECU (Smart Key ECU Assembly))

TESTER DISPLAY

TEST PART

CONTROL RANGE

DIAGNOSTIC NOTE

Security Indicator

Security indicator light

ON/OFF

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

463/582



15.06.2021

Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

|Last Modified: 3-10-2010 l6.4 s

|From: 200901

Model Year: 2010 |Model: Corolla

Doc ID: RM000000QY6027X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): DIAGNOSTIC TROUBLE CODE CHART (2010 Corolla)

DIAGNOSTIC TROUBLE CODE CHART

1. CERTIFICATION ECU (SMART KEY ECU ASSEMBLY ) DIAGNOSTIC TROUBLE CODE CHART

Certification ECU (Smart Key ECU Assembly)

DTC
CODE

DETECTION ITEM

TROUBLE AREA

B2784

Antenna Coil Open / Short

1. Wire harness or connector
2. Engine switch

3. Certification ECU (smart key
ECU assembly)

B2785

Communication Malfunction between ECUs
Connected by LIN

1. Certification ECU (smart key
ECU assembly)

2.Main body ECU (instrument
panel junction block)

3. Steering lock ECU

4.1D code box (immobiliser code
ECU)

5. Wire harness or connector

B2786

No Response from Steering Lock ECU

1. Steering lock ECU

2. Certification ECU (smart key
ECU assembly)

3. Wire harness or connector

B2789

No Response from ID BOX

1.1ID code box (immobiliser code
ECU)

2. Certification ECU (smart key
ECU assembly)

3. Wire harness or connector

B278A

Short to GND in Immobiliser System
Power Source Circuit

1. Wire harness or connector
2. Engine switch

3. Certification ECU (smart key
ECU assembly)

B2790

ID BOX EEPROM Malfunction

ID code box (immobiliser code
ECU)

2. ECM DIAGNOSTIC TROUBLE CODE CHART

HINT:

The DTCs for the engine immobiliser system are specified above. If other codes are output, check the DTC chart

for the SFI system.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

464/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams
ECM
BTE DETECTION ITEM TROUBLE AREA SEE

CODE PAGE

B2799 ||Engine Immobiliser System Malfunction 1. Wire harness or connector
2.ECM
3.1ID code box (immobiliser
code ECU)

B279A ||Theft Deterrent System Communication Line 1. Wire harness or connector

High Fixation 2.ECM

3.1ID code box (immobiliser
code ECU)

B279C |Theft Deterrent System Presence Detection ECM m
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|Last Modified: 3-10-2010 l6.4 c [From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RMO0O0000QYJO3DX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): B2784: Antenna Coil Open / Short (2010 Corolla)

DTC B2784 Antenna Coil Open / Short

DESCRIPTION

This DTC is output when there is an open or short in the key coil (built into the engine switch).

DTC NO.., DTC DETECTION CONDITION TROUBLE AREA

e Wire harness or connector
B2784 Antenna coil is open/shorted e Certification ECU (smart key ECU assembly)
e Engine switch

WIRING DIAGRAM

~
10 9
CODE CODE
9 8
TXCT TXCT
S
E38 E36
Engine Switch Certification ECU (Smart
Key ECU Assembly)

INSPECTION PROCEDURE

NOTICE:
If the certification ECU (smart key ECU assembly) is replaced, register the key and ECU communication ID

.
PROCEDURE

1. ‘CHECK DTC OUTPUT
[ F

a) Clear the DTCs
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(b) Recheck for DTCs.

OK:
B2784 is not reoutput.

NG

CHECK HARNESS AND CONNECTOR
(CERTIFICATION ECU - ENGINE SWITCH)

(0] 4 } USE SIMULATION METHOD TO CHECK

2. |CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - ENGINE SWITCH)

(a) Disconnect the certification ECU (smart key ECU assembly) connector.

Front view of wire hamess connector:
(to Certification ECU (Smart Key ECU
Assambly))

Front view of wire harness connector
(to Engine Switch)

(c) Measure the resistance according to the

Standard Resistance:

TXCT C?SDE (b) Disconnect the engine switch connector.

value(s) in the table below.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E36-9 (CODE)-E38-10 (CODE) Always Below1l Q
E36-8 (TXCT) - E38-9 (TXCT) Always Below1l Q
E36-9 (CODE) - Body ground Always 10 kQ or higher
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TESTER CONNECTION CONDITION | SPECIFIED CONDITION

E36-8 (TXCT) - Body ground Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

3. |REPLACE ENGINE SWITCH

(a) Replace the engine switch .

NEXT
v

4. |CHECK DTC OUTPUT

(a) Clear the DTCs .

(b) Recheck for DTCs.

oK:
B2784 is not reoutput.

REPLACE CERTIFICATION ECU (SMART KEY ECU

NG > ASSEMBLY)

oK } END (ENGINE SWITCH IS DEFECTIVE)
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|Last Modified: 3-10-2010 l6.4 C From: 200901
Model Year: 2010 Model: Corolla Doc ID: RMOOOOO30N300MX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): B2785: Communication Malfunction between ECUs Connected by LIN (2010 Corolla)

DTC B2785 Communication Malf unction between ECUs Connected by LIN

DESCRIPTION

Referto DTC B2785 (LIN Communication System) E'

PDTE DTC DETECTION CONDITION TROUBLE AREA
NO.

e Certification ECU (smart
key ECU assembly)

e Main body ECU
(Instrument panel junction
block)

e Steering lock ECU

e ID code box (immobiliser
code ECU)

¢ Wire harness or connector

e Errorin LIN communication between ECUs
and an open or short in communication lines

e LIN communication from certification ECU
stops for a set amount of time or more

B2785

WIRING DIAGRAM

Referto DTC B2785 (LIN Communication System) .

INSPECTION PROCEDURE

Referto DTC B2785 (LIN Communication System) @
= Y0301
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|Last Modified: 3-10-2010 l6.4 |From: 200901

Model Year: 2010 '|Model: Corolla IDoc ID: RMOOOO0O30N400MX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): B2786: No Response from Steering Lock ECU (2010 Corolla)

DTC B2786 No Response from Steering Lock ECU

DESCRIPTION

Referto DTC B2786 (LIN Communication System) .

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

e Steering lock ECU
e Certification ECU

No communication between steering lock ECU and main
g (smart key ECU

B2786 |body ECU (instrument panel junction block) for more

assembly)
than 10 seconds e Wire harness or
connector

WIRING DIAGRAM

Referto DTC B2786 (LIN Communication System) .

INSPECTION PROCEDURE

Referto DTC B2786 (LIN Communication System) .

N GO TOVOTA o
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|Last Modified: 3-10-2010 6.4 C

[From: 200901

Model Year: 2010 Model: Corolla

Doc ID: RMOOOOO30N500LX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): B2789: No Response from ID BOX (2010 Corolla)

DTC B2789 No Response from ID BOX

DESCRIPTION

Referto DTC B2789 (LIN Communication System) E'

DTC DTC DETECTION CONDITION
NO.

TROUBLE AREA

for more than 10 seconds

No communication between certification ECU (smart key
B2789 [ECU assembly) and ID code box (immobiliser code ECU)

e ID code box
(immobiliser code
ECU)

e Certification ECU
(smart key ECU

assembly)
e Wire harness or
connector
WIRING DIAGRAM
Referto DTC B2789 (LIN Communication System) .
INSPECTION PROCEDURE
Referto DTC B2789 (LIN Communication System) .
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|Last Modified: 3-10-2010

l6.4 c

_From: 200901

Model Year: 2010

Model: Corolla

Doc ID: RMOOO0O0OOTUFO35X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): B278A: Short to GND in Immobiliser System Power Source Circuit (2010 Coralla)

DTC B278A

Short to GND in Immobiliser System Power Source Circuit

DESCRIPTION

This DTC is output when the engine switch power source supply line is open or shorted.

NO.

DTC DTC DETECTION CONDITION

TROUBLE AREA

B278A Engine switch power source supply line is
open or shorted

e Wire harness or connector
e Engine switch
e Certification ECU (smart key ECU

assembly)
WIRING DIAGRAM
R
14 30
VvC5 vC5s
8 40
AGND AGND
17
’ E
= N —
E38 E36
Engine Switch Certification ECU (Smart
Kay ECU Assambly)

INSPECTION PROCEDURE

NOTICE:

If the certification ECU (smart key ECU assembly) is replaced, register the key and ECU communication ID

.
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PROCEDURE

1. |CHECK DTC OUTPUT

(a) Clear the DTCs .

(b) Recheck for DTCs.

OK:
B278A is not reoutput.

CHECK HARNESS AND CONNECTOR

NG (CERTIFICATION ECU - ENGINE SWITCH)

oK } USE SIMULATION METHOD TO CHECK

2. |CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - ENGINE SWITCH)

(a) Disconnect the certification ECU (smart key ECU assembly) connector.

Front view of wire harmess connector:
(to Certification ECU (Smart Key ECU
Assembly))

VC5 E AGND

Front view of wire harness connector
(to Engine Swilch)

(b) Disconnect the engine switch connector.

(c) Measure the resistance according to the value(s) in the table below.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Standard Resistance:

I TESTER CONNECTION CONDITION SPECIFIED CONDITION
IE36-30 (VC5)-E38-14 (VC5) Always Below 1l Q

|E36-40 (AGND) - E38-8 (AGND) Always Below1l Q

|E36-17 (E) - Body ground Always Belowl Q

E36-30 (VC5) - Body ground Always 10 kQ or higher

E36-40 (AGND) - Body ground Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

3. |CHECK HARNESS AND CONNECTOR (ENGINE SWITCH POWER SOURCE)

(a) Reconnect the certification ECU (smart key ECU assembly) connector.

Component with harness connected:
(Certification ECU (Smart Key ECU
Assembly))

(b) Reconnect the engine switch connector.

|

=R

(c) Measure the voltage according to the value(s) in the table below.
Standard Voltage:

TESTERCONNECTION CONDITION SPECIFIED CONDITION
E36-30 (VC5) - Body ground |Key is not in cabin Below 1l V
E36-30 (VCS5) - Body ground Engine switch pressed 46to54V

NG } REPLACE CERTIFICATION ECU (SMART KEY ECU
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ASSEMBLY)

4. |CHECK HARNESS AND CONNECTOR (ENGINE SWITCH BODY GROUND)

Component with harness connected:
(Certification ECU (Smart Key ECU
Assambly))

(a) Measure the resistance according to the value(s) in
the table below.

Standard Resistance:

TESTER CONNECTION | CONDITION SPEECIETED:
CONDITION

E36-40 (AGND) - Body

qFaLng Always Below1l Q

REPLACE CERTIFICATION ECU (SMART KEY ECU

NG ’ ASSEMBLY)

OK ’ REPLACE ENGINE SWITCH

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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|Last Modified: 3-10-2010 l6.4

|From: 200901

Model Year: 2010

Model: Corolla

Doc ID: RM0O0O00O0O0OTUGO2PX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): B2790:ID BOX EEPROM Malfunction (2010 Corolla)

DTC

B2790

ID BOX EEPROM Malfunction

DESCRIPTION

This DTC is output when the ID code box (immobiliser code ECU) detects an internal malfunction.

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.
82790 ID code box (immobiliser code ECU) detects internal ID code box (immobiliser code
malfunction ECU)
INSPECTIONNROCEDURE
NOTICE:

If the ID code box (immobiliser code ECU) is replaced, register the ECU code and ECU communication ID

=)
PROCEDURE

1. |REPLACEID CODE BOX (IMMOBILISER CODE ECU)

(a) Replace the ID code box (immobiliser code ECU) .

NEXT
v

2. |ECU CODE REGISTRATION

(a) Register the ECU code .

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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NEXT

3. |ECUCOMMUNICATIONID REGISTRATION

(a) Register the ECU communication ID -

END (ID CODE BOX (IMMOBILISER CODE ECU)

NEXT ) IS DEFECTIVE)

EPYOYOTA "
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|Last Modified: 3-10-2010 6.4 C |From: 200901

Model Year: 2010 Model: Corolla |D0c ID: RM0O00000SIVO2YX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): B2799: Engine Immobiliser System Malfunction (2010 Corolla)

DTC B2799 Engine Immobiliser System Malfunction

DESCRIPTION

This DTC is output when one of the following occurs: 1) the ECM detects errors in its own
communications with the ID code box (immobiliser code ECU); 2) the ECM detects errors in the
communication lines; or 3) the ECU communication ID between the ID code box (immobiliser code
ECU) and ECM is different and an engine start is attempted. Before troubleshooting this DTC, make

sure that no certification ECU (smart key ECU assembly) DTCs are present. If present, troubleshoot
the certification ECU (smart key ECU assembly) DTCs first.

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

O ne of the following conditions is met:

e Wire harness or
connector

e ECM

e ID code box
(immobiliser code

e Error in communication between ECM and ID code
box (immobiliser code ECU)

B2799 e Error in communication lines

e Communication ID is different between ID code
box (immobiliser code ECU) and ECM during

. . ECU)
communication
WIRING DIAGRAM
T N
IMI L 8 EFIO
1 [
mo |2 2 er
— —
AS50 E22
ECM ID Code Box
(Immobiliser Code ECU)

INSPECTION PROCEDURE
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NOTICE:
e Ifthe ID code box (immobiliser code ECU) is replaced, register the ECU code and ECU

communication ID ;

e Ifthe ECM is replaced, register the ECU communication ID (

PROCEDURE

1. |CHECK DTC OUTPUT

(a) Clear the DTCs .

(b) Recheck for DTCs.

oK:
B2799 is not reoutput.

NG } RE-REGISTER ECU COMMUNICATION ID

oK } USE SIMULATION METHOD TO CHECK

2. |RE-REGISTER ECU COMMUNICATIONID

(a) Re-register the ECU communication ID .

NEXT
v

3. ||CHECK DTC OUTPUT

(a) Clear the DTCs .

(b) Recheck for DTCs.

oK:
B2799 is not reoutput.

NG } CHECK CONNECTION OF CONNECTOR

OK ’ END (ECU COMMUNICATION ID IS DEFECTIVE)
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4. |CHECK CONNECTION OF CONNECTOR

(a) Turn the engine switch off,
(b) Check that the connectors are properly connected to the ECM and ID code box
(immobiliser code ECU).

OK:
Connectors are properly connected.

NG ’ CONNECT CONNECTORS PROPERLY

5. |CHECK HARNESS AND CONNECTOR (ID CODE BOX - ECM)

(a) Disconnect the ID code box (immobiliser code ECU) connector.

(b) Disconnect the ECM connector.

Front view of wire harness conneclor;
(to ECM)

Front view of wire harness connector:
(to ID Code Box (Immobiliser Code
ECU))

(T J s SR W ==

& v
|;31&-!5.‘!l\‘l
o ) Y 1
BB | et )i

wl EEEEEE R
EEODOSE
. i.‘] SE 5728

e —

/ \
EFIl EFIO
MO IMI

2=

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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TESTER CONNECTION CONDITION SPECIFIED CONDITION
E22-5 (EFII) - Body ground Always 10 kQ or higher
E22-6 (EFIO) - Body ground |Always 10 kQ or higher

NG } REPAIR OR REPLACE HARNESS OR CONNECTOR

6. |REPLACE ECM

(a) Replace the ECM .

NEXT
v

7. |REGISTER ECU COMMUNICATIONID

(a) Register the ECU communication ID .

NEXT
v

8. |CHECK DTC OUTPUT

(a) Clear the DTCs .

(b) Recheck for DTCs.

oK:
B2799 is not reoutput.

NG ’ REPLACE ID CODE BOX (IMMOBILISER CODE ECU)
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OK > END (ECM IS DEFECTIVE)

B TOYOTA
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|Last Modified: 3-10-2010 6.4 C |From: 200901

Model Year: 2010 Model: Corolla IDoc ID: RMOOO0O0O2UBWO1AX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): B279A: Theft Deterrent System Communication Line High Fixation (2010 Corolla)

DTC B279A Theft Deterrent System Communication Line High Fixation

DESCRIPTION

If the communication line (EFIO-IMI) to the ID code box (immobiliser code ECU) is stuck on HI output,
the ECM outputs this DTC.

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

e Wire harness or

connector
HOTEA When communication line (EFIO-IMI) between ECM and e ID code box
the immobiliser code ECU is stuck on HI output (immobiliser code
ECU)
e ECM
WIRING DIAGRAM
o — R
11
i (A50 lerio
104
e1[(B31)
ECM E22
ID Code Box
(Immaobiliser Code ECU)

INSPECTION PROCEDURE

NOTICE:
e Ifthe ID code box (immobiliser code ECU) is replaced, register the ECU code and ECU

communication ID .

e Ifthe ECM Is replaced, register the ECU communication ID .
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1. |CHECK DTC OUTPUT

(a) Recheck for DTCs ,

HINT:

If any DTCs other than DTC B279A are output, troubleshoot those DTCs first.

Result:
RESULT PROCEED TO
DTC B279A is output A
B

DTC B279A and other DTCs are output

A
v

B > Go TO DTC CHART

2. |CHECK HARNESS AND CONNECTOR (ID CODE BOX - ECM)

(a) Disconnect the ID code box (immobiliser code ECU) connector.

(b) Disconnect the ECM connector.

Front view of wire harness connector:
{to ID Code Box {(Immobiliser Code

ECU))

L1]2[s]<]s]s]7[e])
i==—noor
EFIO

Front view of wire harness connector:
(to ECM)

-2 .-
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(c) Measure the resistance and voltage according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION I CONDITION SPECIFIED CONDITION
E22-6 (EFIO) - A50-11 (IMI) | Always Below1 Q
E22-6 (EFIO) - Body ground | Always 10 kQ or higher

Standard Voltage:

TESTER CONNECTION | CONDITION SPECIFIED CONDITION
E22-6 (EFIO) - Body ground | Always Below 1 V
A50-11 (IMI) - Body ground | Always Below 1 V

NG » REPAIR OR REPLACE HARNESS OR CONNECTOR

3. |CHECK ECM (INPUT)

(a) Reconnect the ID code box (immobiliser code ECU) connector.

(b) Reconnect the ECM connector.

(c) Measure the waveform.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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t] e o Lpal [l el oal sl | ool oA wliidiednh-a " o115 15
A . 5 5 7 D O 0 O 0 G W O 3 D

Normal Waveform T
AT
GND=» = 4| OW

MI

Waveform (Reference):

ITEM CONTENT

Terminal No. (Symbols) A50-11 (IMI)-B31-104 (E1)

Tool Setting 10 V/DIV., 100 msec./DIV.

Condition Engine switch on (IG)

NG ’ REPLACE ID CODE BOX (IMMOBILISER CODE ECU)

OK > REPLACE ECM

4. |REPLACEID CODE BOX (IMMOBILISER CODE ECU)

(a) Replace the ID code box (immobiliser code ECU) .

NEXT
v

5. |REGISTER ECU CODE

(a) Register the ECU code EI
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NEXT

6. |REGISTER ECU COMMUNICATIONID

(a) Register the ECU communication ID .

NEXT
v

7. |CHECK DTC OUTPUT

(a) Clear the DTCs

(b) Recheck for DTCs.

OK:
B279A is not reoutput.

NG > REPLACE EcM

END (ID CODE BOX (IMMOBILISER CODE ECU) IS
DEFECTIVE)

oK p
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|Last Modified: 3-10-2010 6.4 C |From: 200901
Model Year: 2010 Model: Corolla Doc ID: RM000002UBX019X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): B279C: Theft Deterrent System Presence Detection (2010 Corolla)

DTC B279C Theft Deterrent System Presence Detection

DESCRIPTION

Ifan ECM thatis incompatible with the engine immobiliser system is installed, the ECM outputs this
BEC-

DTC DTC DETECTION CONDITION \ TROUBLE
NO. AREA

When ECM that is incompatible with engine immobiliser system is

B2YAG installed

ECM

INSPECTIONNROCEDURE

NOTICE:
If the ECM is replaced, register the ECU communication ID -
PROCEDURE

1. |CHECK DTC OUTPUT

(a) Clear the DTCs .

(b) Recheck for DTCs.

oK:
DTC B279C is not reoutput.

NG > REPLACE ECM

OK ) USE SIMULATION METHOD TO CHECK
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|Last Modified: 3-10-2010 6.4 3 |From: 200901
Model Year: 2010 |ModeI:CoroIIa Doc ID: RM000001GV401YX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): Security Indicator Light Circuit (2010 Corolla)

Security Indicator Light Circuit

DESCRIPTION

The security indicator light blinks continuously due to a continuous signal received from the
certification ECU (smart key ECU assembly) while in the armed state.

WIRING DIAGRAM

)
12°2 ¥
2*1 11
E Security Indicator LP 2 IND
E48
Telltale Light Assembly
ol *1. for Telltale Light (wfo Clock)
= N —
; ; E36
"2 1 1
2: for Telltale Light {(w/ Clock) Contification ECU (Smart
Key ECU Assembly)

INSPECTION PROCEDURE

NOTICE:
If the certification ECU (smart key ECU assembly) is replaced, register the key and ECU communication ID

PROCEDURE

1. |PERFORM ACTIVE TEST USING TECHSTREAM

(a) Connect the Techstream to the DLC3.
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(b) Turn the engine switch on (IG).
(c) Turn the Techstream on.
(d) Enter the following menus: Body Electrical / Smart Key / Active Test,

(e) Perform the Active Test according to the display on the Techstream.
Smart Key (Certification ECU (Smart Key ECU Assembly))

TESTER DISPLAY TEST PART CONTROL RANGE DIAGNOSTIC NOTE
Security Indicator Security indicator light ON/OFF -
oK:

The security indicator light turns on and off according to the Techstream operation.

CHECK HARNESS AND CONNECTOR
NG ’ (CERTIFICATION ECU - TELLTALE LIGHT
ASSEMBLY)

REPLACE CERTIFICATION ECU (SMART KEY ECU

oK ’ ASSEMBLY)

CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - TELLTALE LIGHT

= ASSEMBLY)

(a) Disconnect the certification ECU (smart key ECU assembly) connector.

(b) Disconnect the telltale light assembly connector.

(c) for Telltale Light (w/o Clock):

(1) Measure the resistance according to the value(s) in
the table below.

Standard Resistance:

TESTER ' CONDITION SPECIFIED
CONNECTION CONDITION
E36-2 (IND) - E48-1
( ) Always Belowl Q
(LP)
E36-2 (IND) - Bod
( ) Y Always 10 kQ or higher

ground
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Front view of wire harness connector:
(to Certification ECU (Smart Key ECU
Assembly))

Front view of wire harness connector:
(to Tellta'e Light Assembly)

Front view of wire harness connector,
(to Certification ECU (Smart Key ECU

Assembly))
(d) for Telltale Light (w/ Clock):
—IND (1) Measure the resistance according to the value(s) in
y . N the table below.
= ]V-lf'ym-r'll:‘[ :
elels]el [slo]- URehhahahehshehs Standard Resistance:
[2] ez fefeapepadarfalaiad s [ 4 el ] _
MESTER CONDITION SPECIFIED

CONNECTION CONDITION
Front view of wire harness connector: .-IE36 B PRI LT T
(to Telitale Light Assembly) (LP)- ( ) = Aliays o

ERteR, | Fogs By Always 10 kQ or higher

ground

NG » REPAIR OR REPLACE HARNESS OR CONNECTOR
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3. |CHECK HARNESS AND CONNECTOR (TELLTALE LIGHT ASSEMBLY - BODY GROUND)

(a) for Telltale Light (w/o Clock):

Front view of wire harness connector

(to Teltale Light Assembiy) (1) Measure the resistance according to the value(s) in

the table below.

Standard Resistance:

TESTER CONDITION SPECIFIED
CONNECTION CONDITION

E48-2 (E) - Body

duiitid Always Belowl Q

(b) for Telltale Light (w/ Clock):

Front view of wire harness connector:

(to Telitale Light Assembly)
. ¥ (1) Measure the resistance according to the value(s) in

the table below,

Standard Resistance:

MESER: CONDITION. SPEECTEIED)
CONNECTION CONDITION

E48-12 (E) - Body

around Always Below 1l Q

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

OK > REPLACE TELLTALE LIGHT ASSEMBLY
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|Last Modified: 3-10-2010 6.4 3 [From: 200901
Model Year: 2010 |Model: Corolla |Doc ID: RMO0O0O0O0O0OW4502XX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): ID Code Box Power Source Circuit (2010 Coralla)

ID Code Box Power Source Circuit

DESCRIPTION

This circuit provides power to operate the ID code box (immobiliser code ECU).

WIRING DIAGRAM

—
OO OO L +B
FL MAIN ECU-B2
8
J' GND
= - S
E22
ID Code Box
(Immobiliser Code ECU)

INSPECTION PROCEDURE

NOTICE:
If the ID code box (immobiliser code ECU) is replaced, register the ECU code and ECU communication ID

.
PROCEDURE

1. |CHECK HARNESS AND CONNECTOR (ID CODE BOX - BATTERY)

(a) Disconnect the ID code box (immobiliser code ECU)
connector.
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Front view of wire hamess connector
(to ID Code Box (Immobiliser Code
ECU))

(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER CONNECTION CONDITION I SPECIFIED CONDITION

E22-1 (+B) - Body ground Always |11 to14 V

NG } REPAIR OR REPLACE HARNESS OR CONNECTOR,
OR REPLACE FUSE

2. |CHECK HARNESS AND CONNECTOR (ID CODE BOX - BODY GROUND)

Front view of wire harness connector:
{to ID Code Box (Immobiliser Code . ] .
ECU)) (a) Measure the resistance according to the value(s) in

the table below.

Standard Resistance:

TESTER CONNECTION |CONDITION SPECIFIED
CONDITION

E22-8 (GND) - Body
ground

Always Belowl Q

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR
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PROCEED TO NEXT CIRCUIT INSPECTION SHOWN

oK IN PROBLEM SYMPTOMS TABLE

ESTOYOTA

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/ 495/582



15.06.2021

Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

|Last Modified: 3-10-2010

6.4 ]

[From: 200901

Model Year: 2010

Model: Corolla

|DOCID: RMO0O0001P8X01PX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/ Smart Key
System): Certification ECU Power Source Circuit (2010 Corolla)

Certification ECU Power Source Circuit

DESCRIPTION

This is the power source circuit of the certification ECU (smart key ECU assembly).

The certification ECU (smart key ECU assembly) controls the following:

e Key verification confirmation

Electrical key oscillator (door, indoor and outside) control
Entry door LOCK/UNLOCK request to the main body ECU (instrument panel junction block)
Steering LOCK/UNLOCK request

Immobiliser SET/UNSET request to the ID code box (immobiliser code ECU)

WIRING DIAGRAM

pr—
N0 O~ oo o~_o— 18 IG
Pil G2 IGN
From Main Body ECU (Instrument —»- d 1A
Panel Junction Block) G2
OE™0 OO o T o~o—18 acc
ALT ACC-B ACC
From Main Body ECU (Instrument —»- 41
Panel Junction Block
) ACC
OO ! +B
ECU-B2
Q)
‘l
jj FL MAIN
imk

E36
Certification ECU (Smart

—

Key ECU Assembly)

INSPECTION PROCEDURE

NOTICE:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

496/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams

If the certification ECU (smart key ECU assembly) is replaced, register the key and ECU communication ID

]
PROCEDURE

1. |CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - BATTERY)

Front view of wire harness connector:
{to Certification ECU (Smart Key
ECU Assembly)

(a) Disconnect the certification ECU (smart key ECU
. : \ assembly) connector.
[~ l

M Updhbehahehebols
o feetad s [l rhd o
N —

(b) Measure the voltage according to the value(s) in the table below.
Standard Voltage:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E36-1 (+B) - Body ground Always 11tol4V
| E36-18 (IG) - Body ground | Engine switch off Below 1 V
E36-18 (IG) - Body ground Engine switch on (IG) 11tol14V
| E36-19 (ACC) - Body ground | Engine switch off Below1l V
|E36-19(ACC)-Bodyground Engine switch on (ACC) 11tol4V

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR,
OR REPLACE FUSE

2. |CHECK HARNESS AND CONNECTOR (CERTIFICATION ECU - BODY GROUND)
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ECU Assembly)

Front view of wire harness connector:
(to Certification ECU (Smart Key

Pj2fa|4]a]e]7 e ’IL'I LEI:IT‘!"J'II‘&'II"?
1a v 2 i fnlrehebd oot al + b @idwlsthat s
S— /LJ"

E

(a) Measure the resistance according to the value(s) in
the table below.

Standard Resistance:

MESTER: CONDITION SPECIFIED
CONNECTION CONDITION

E36-17 (E) - Body
ground

Always Below 1l Q

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

PROCEED TO NEXT CIRCUIT INSPECTION SHOWN
IN PROBLEM SYMPTOMS TABLE

OK
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|Last Modified: 3-10-2010 l6.4 L

From: 200901

Model Year: 2010 Model: Corolla

Doc ID: RMOO0O001R4A015X

System): PRECAUTION (2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key

PRECAUTION

1. PRECAUTIONS FOR THE KEY

(a) The key is a precision instrument. Be sure to observe the following:

(1) Do not drop or strike the key.

(2) Do not allow the key to be kept in a high temperature place for a long time.

(3) Do not use an ultrasonic washing machine to clean the key.

(4) Keep the key away from magnets or magnetized items during use.

(5) Do not attach any stickers to the key.

2. PRECAUTION FOR RECONNECTING THE BATTERY CABLE

(a) When reconnecting the cable to the negative (-) battery terminal, before starting the engine, wait
at least 5 seconds after turning the ignition switch to ON. The engine may start and stall ifitis

started immediately after reconnecting the battery cable.
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|Last Modified: 3-10-2010 6.4 R |From: 200901
Model Year: 2010 IModeI: Corolla |Doc ID: RM00000289L012X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): PARTS LOCATION (2010 Corolla)
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HOW TO PROCEED WITH TROUBLESHOOTING

HINT:

Use the following procedure to troubleshoot the engine immobiliser system.

*: Using the Techstream.

1. |VEHICLE BROUGHT TO WORKSHOP

NEXT

2. |CUSTOMER PROBLEM ANALYSIS

HINT:

e In troubleshooting, confirm that the problem symptoms have been accurately identified.
Preconceptions should be discarded in order to make an accurate judgment. To clearly
understand what the problem symptoms are, it is extremely important to ask the customer about
the problem and the conditions at the time the malfunction occurred.

e Gather as much information as possible for reference. Past problems that seem unrelated may
also help in some cases.

e The following 5 items are important points in the problem analysis:

What |Vehicle model, system name

When | Date, time, occurrence frequency
Where |Road conditions

Under what conditions? Driving conditions, weather conditions
How did it happen? Problem symptoms

NEXT
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3. |INSPECTBATTERY VOLTAGE

(a) Measure the battery voltage.

Standard Voltage:
11 to14V

If the voltage is below 11 V, recharge or replace the battery before proceeding to the next step.

NEXT
v

4.

CRANK ENGINE FOR MORE THAN 10 SECONDS

NEXT

5. |CHECK FOR DTC*

(a) Check for DTCs and note any codes that are output.

(b) Clear the DTCs.

(c) Recheck for DTCs. Try to duplicate the DTCs (SFI system or ECD system and engine
immobiliser system) by simulating the symptoms indicated by the DTCs.

Result:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

RESULT PROCEED TO
DTC (SFI system) recurs (for 2ZR-FE) A
DTC (SFI system) recurs (for 2AZ-FE) B
DTC (engine immobiliser system) recurs &
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RESULT PROCEED TO

DTC does not recur D

A ’ Go to DIAGNOSTIC TROUBLE CODE CHART
B > Go to DIAGNOSTIC TROUBLE CODE CHART

C > Go to DIAGNOSTIC TROUBLE CODE CHART

6. |READ VALUE USING TECHSTREAM*

(a) Connect the Techstream to the DLC3.

(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Immobiliser / Data List.

(e) Read the Data List according to the display on the Techstream.
Immobiliser (Transponder Key ECU Assembly)

MESEER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE
ON: Key is in ignition key
Key SW U.nlock warning switch cylinder o )
signal/ON or OFF OFF: No key is in ignition key
cylinder
oK:
On the Techstream screen, the item changes between ON and OFF according to the chart above.
NG }Go to DTC B2780
OK
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7. |PROBLEM SYMPTOMS TABLE

(a) Refer to Problem Symptoms Table .

Result:

RESULT PROCEED TO
Fault is not listed in problem symptoms table A
Fault is listed in problem symptoms table B

B’Gotosteps

A
v

8. |OVERALLANALYSIS AND TROUBLESHOOTING*

(a) Data List / Active Test
(b) Terminals of ECU

NEXT
v

9. |ADJUST, REPAIR OR REPLACE

NEXT

10. |CONFIRMATION TEST
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NEXT p> enp

B TOYOTA
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REGISTRATION
1. DESCRIPTION OF CODE REGISTRATION

HINT:

The key has 2 codes: the key code (immobiliser code) and the wireless code. Both of these codes need to be

registered. For the wireless code registration procedures, refer to Wireless Door Lock Control System .

(a) When adding master keys or sub keys (Additional registration):

(1) Register the key code (immobiliser code) in the transponder key ECU assembly.

TARGET ECU . REFER TO

Transponder key ECU assembly Procedure "B"

(b) When replacing the transponder key ECU assembly (New registration):

(1) Register the key code (immobiliser code) in the transponder key ECU assembly.

TARGET ECU I REFER TO

Transponder key ECU assembly |Procedure A"

(2) Register the ECU communication ID between the new transponder key ECU assembly and the
ECM.

TARGET ECU REFER TO

ECM Procedure "D"

(c) When replacing the ECM:

(1) Register the ECU communication ID between the transponder key ECU assembly and the new
ECM.

TARGET ECU | REFERTO

Transponder key ECU assembly |Procedure TE"

(d) When replacing the transponder key ECU assembly and the ECM:

(1) Register the key codes (immobiliser codes) in the new transponder key ECU assembly.
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TARGET ECU

REFER TO

Transponder key ECU assembly

Procedure "A"

(2) Register the ECU communication ID between the
new ECM.

new transponder key ECU assembly and the

| TARGET ECU

| REFERTO

|Transponder key ECU assembly

|Procedure =5

(e) When clearing the key code(s):
(1) Clear the key code(s) of lost key(s).

| TARGET ECU

I REFERTO

|Transponder key ECU assembly

| Procedure "C"

2. KEY REGISTRATION

(a) New key code registration (Procedure "A"):

NOTICE:

Make sure that no key codes are registered in the transponder key ECU assembly.

HINT:

e In this mode, a maximum of 3 key codes for 2 master keys and 1 sub-key can be registered. The
master keys and sub-key can be registered in any order because the transponder key ECU

assembly can distinguish between different types of keys.
* New key codes must be registered with the battery connected. The ignition switch can be either

on or off.

e When a new transponder key ECU assembly is installed, key codes must be registered in the

transponder key ECU assembly.

Automatic Key Code Registration (New Registration)

PROCEDURE

SECURITY INDICATOR LIGHT
CONDITION

1. Start

Blinking
HINT:

Until first key is inserted

2.Insert the master key into the ignition key cylinder.

ON

3. Techstream operation

1. Select Body Electrical
2. Select Immobiliser
3. Select Utility

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

QOFF for 1 second and then ON
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PROCEDURE SECURITY INDICATOR LIGHT
CONDITION

4. Select Key Registration
HINT:

After completing the above operation, proceed to the next
step in accordance with the prompts on the Techstream
screen.

4. Remove the key and then select Next on the Techstream. ON

5.Insert the master key to be registered and then select Next on

tha ThchEErsERT. OFF for 1 second and then ON

6. Remove the key and then select Next on the Techstream. ON

7.1Insert the sub-key to be registered and then select Next on the||OFF for 1 second and then ON for
Techstream. 0.5 seconds and then OFF

8. Remove the key. Blinking

9.End (Procedure "E")

HINT:

e When the engine immobiliser system is operating normally and the key is pulled out, the security
indicator light blinks continuously.

e Ifthe new key code registration fails, code 2-1 will be output through the security indicator light.
Trying to re-register an already registered key will cause code 2-2 to be output when the key is
inserted. If the number of registered key codes exceeds the maximum limit, code 2-3 will be
output through the security indicator light. The output details are shown below.
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Security Indicator Light:
0.2 sec.
| -
ON
Normal {(Immobiliser —‘
system is operating OFF
normally)
h 1.8 sec. I
0.25 sec.
1 sec.
—_——t— - -
- I _]—I—I_I—I_
Code 2 -1
OFF
- i
0.25 sec. \
0.5 sec.
0.25 sec.
1 sec.
— - -
N _|_|— —I._l—l | |_| |
— -
0.25 sec. \
0.5 sec.
0.25 sec.
1 sec.
—_—t—
ON
Code2-3 |‘|| ||||||’||
OFF
— -
0.25 sec. \
0.5 sec
N

(b) Finish the automatic key code registration mode. The automatic key code registration mode can
be forced to end when at least 1 key code (immobiliser code) for the master key has been

registered.

HINT:

Follow the instruction on the Techstream screen to end new key code registration mode.

3. REGISTRATION OF ADDITIONAL KEY

(a) Additional registration (Procedure "B"):
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HINT:

e A maximum of 5 key codes and 3 sub-key codes can be registered.
e Registration mode will end if any step is not completed within the specified time.
e When the ignition cylinder or the key cylinder set is replaced, remove the transmitter module from

the original master key. Then install this transmitter module to a new key and use the new key as
the master key. If necessary, use this master key to register other keys.

NOTICE:

When the ignition key cylinder has been replaced, locking and unlocking doors are possible with the new

master key's transmitter module (removed from the original master key). However, the new master key
will not be able to lock and unlock doors through the door key cylinder. Keep the original master key. If
the battery in the new master key's transmitter module fails, the original master key can be used to lock

and unlock doors through the door key cylinder.

Additional Registration

1.Start

PROCEDURE TIMETO SECURLEY
COMPLETE INDICATOR LIGHT
OPERATION CONDITION
Blinking
HINT:

Until first key is inserted

2.Insert the already registered master key into the

HINT:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

ignition key cylinder and turn the ignition switch to - OFF
ON.
3. Techstream operation
1. Select Body Electrical
2. Select Immobiliser
3. Select Utility
4. Select Key Registration
Within 120 sec. ON
HINT:
After completing the above operation, proceed
to the next step in accordance with the
prompts on the Techstream screen.
Within 20 sec.
HINT:
4. Remove the master key. ON
After the Techstream
instruction
5. Insert the key to be registered in the ignition ke
_ Y 9 9 4 Within 10 sec. Blinking
cylinder.
6. Wait for 60 sec. after the key is registered.
£ OFF
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PROCEDURE ' TIME TO ' SECURITY
COMPLETE INDICATOR LIGHT

OPERATION CONDITION

The security indicator light goes off.

7.Remove the key. - ' Blinking

8.End

HINT:

e A brief outline of key code registration procedures is shown above. For detailed information, refer
to the Techstream screen.

e When the engine immobiliser system is operating normally and the key is pulled out, the security
indicator light blinks continuously.

e Ifthe key code registration has failed in automatic key code registration mode, code 2-1 will be
output through the security indicator light. Trying to re-register an already registered key will
cause code 2-2 to be output when the key is inserted. If the number of registered key codes
exceeds the maximum limit, code 2-3 will be output through the security indicator light. The
details are shown in procedure "A".

4. ERASURE OF KEY CODE

(a) Key code erasure (Procedure "C"):
HINT:

e Performing this procedure will erase all key codes except for the master key, which is used for
erasing the key codes. In order to use a key whose code has been erased, a new key code must
be registered.

e This procedure will be canceled if each step is not completed within the specified time.

Key Code Erasure

PROCEDURE ' TIME TO SECURITY
COMPLETE INDICATOR LIGHT
OPERATION CONDITION
Blinking
1.Start - HINT:

Until first key is inserted

2.Insert the already registered master key in the
ignition key cylinder and turn the ignition switch to - OFF
ON.

3.Techstream operation

1. Select Body Electrical
. Select Immobiliser Within 120 sec. ON for 1 sec.then OFF

2
3. Select Utility
4. Select Transponder Code Erasure
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PROCEDURE TIMETO SECURITY
COMPLETE INDICATOR LIGHT

OPERATION CONDITION
HINT:
After completing the above operation, proceed

to the next step in accordance with the

prompts on the Techstream screen.

Within 10 sec.

HINT:
4. Remove the master key. ON
After the Techstream

instruction

5.End

HINT:

e A brief outline of key code registration procedures is shown above. For detailed information, refer
to the Techstream screen.

e When the engine immobiliser system is operating normally and the key is pulled out, the security
indicator light blinks continuously.

5. ECU COMMUNICATION ID REGISTRATION

(a) ECU communication ID registration (Procedure "D"):

NOTICE:

e When the transponder key ECU assembly is replaced, the ECU communication ID ofthe ECM
must be registered into the transponder key ECU assembly to match their ECU communication
IDs.

e The engine cannot be started unless the ECU communication IDs match.

e Do not turn the ignition switch from on to off 20 times or more before registering the ECU
communication ID. Turning the ignition switch from on to off 20 times or more will result in the
engine not starting unless the transponder key ECU assembly is replaced with a new one.

e After the registration, turning the ignition switch to the START position may not start the engine
on the first try. If so, turn the ignition switch to the START position again.

e After the engine is started, clear DTC B2799 (code for ECM's immobiliser communication error)
by either of the following:

- Using the Techstream.

- Disconnecting the battery for 30 seconds.

(1) Using SST, connect terminals TC and CG of the DLC3.
SST: 09843-18040
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[SST

DLC3

(2) Turn the ignition switch to ON and leave the vehicle as is for 30 minutes.

HINT:

Do not start the engine.

(3) Check that the engine starts.

(b) ECU communication ID registration (Procedure "E"):

NOTICE:

The ECU communication ID should be registered when the ECM and transponder key ECU assembly are
replaced or when the ECM only is replaced in order to match the ECU communication ID.

ECU Communication ID Registration

PROCEDURE SECURITY INDICATOR LIGHT
CONDITION
1.Start
2.Insert an already registered key into the ignition key
cylinder.
- OFF
3. Start the engine.
4. Check that the engine starts and stays on for more than
3 seconds.
5.End
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Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): SYSTEM DESCRIPTION (2010 Corolla)

SYSTEM DESCRIPTION

1. ENGINE IMMOBILISER SYSTEM DESCRIPTION

The engine immobiliser system is designed to prevent the vehicle from being stolen. This system uses
the transponder key ECU that stores the key codes of authorized ignition keys. If an attempt is made to
start the engine using an unauthorized key, the ECU sends a signal to the ECM to prohibit fuel delivery
and ignition, effectively disabling the engine.

2. FUNCTION OF MAIN COMPONENTS

COMPONENT

OUTLINE

Transponder key
coil/amplifier

When key is inserted in ignition key cylinder, key coil receives key code.
Then amplifier amplifies ID code and outputs it to transponder key ECU
assembly.

Unlock warning switch

Unlock warning switch assembly detects if key is in ignition key cylinder and

assembly outputs results to transponder key ECU assembly.
ECM receives ID verification results from transponder key ECU assembly.
ECM ECM also verifies ECUs. Then judgment of whether to immobiliser engine is

made.

Security indicator

Depending on operation of transponder key ECU assembly, security indicator
light comes on or starts blinking.

3. SYSTEM FUNCTION

(a) When the transponder key ECU assembly detects that the key unlock warning switch is ON, the
ECU provides current to the transponder key coil and produces an electric wave. A transponder
chip in the key grip receives the electric wave. Upon receiving the electric wave, the transponder
chip outputs a key ID code signal. The transponder key coil receives this signal, which is
amplified by the transponder key amplifier, and the signal is transmitted to the ECU.

The ECU matches the key ID code with the vehicle's ID code, which was previously registered in
the ECU, and communicates the results to the ECM.

After the identification results show that the key ID code matches the vehicle's ID code and the
ECU has confirmed their match: 1) the immobiliser system does not immobilise the engine and
the engine starting controls (fuel injection control and ignition control) enter standby mode; and
2) the ECU transmits a security indicator signal that communicates "indicator off" to the clock.
Then, the clock turns off the security indicator light.

(b) The security indicator blinking pattern is as shown below (when changing from the immobiliser set
status to the unset status):
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Security Indicator:
1.8 sec,
Lights up for 2 sec.
0.2 sec. 0.2 sec. (Sub key is in ignition key cylinder)
1.8 sec.

Normal (Immobiliser  ON - L r.___l_..-.i

system is operating —l | I

normally) OFF L !

Immobiliser Set Status Immobiliser Unset Status
Registration Key Recognition
N
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SYSTEM DIAGRAM
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Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): TERMINALS OF ECU (2010 Corolla)

TERMINALS OF ECU

1. CHECK TRANSPONDER KEY AMPLIFIER

(a) Disconnect the E29 transponder key amplifier connector.

(b) Measure the resistance according to the value(s) in the table below.

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
R - Body
E29-7 (AGND) - Bod round*1
( ) ody g Ground Always Belowl Q
ground V - Body
ground*2

e ¥1:for TMC Made
e ¥2: Except for TMC Made

If the result is not as specified, there may be a malfunction on the wire harness side.
(c) Reconnect the E29 transponder key amplifier connector.

(d) Measure the voltage according to the value(s) in the table below.

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
E29-1 (VC5) - B - R*1 No key is in ignition
Power source Below1l V
E29-7 (AGND) G-V*2 key cylinder
E29-1 (VC5) - B - R*1 Key is in ignition
Power source 46to54YV
E29-7 (AGND) G-V*2 key cylinder
E29-4 (CODE) - P - R¥1 Demodulated signal of ||No key is in ignition Below 1 V
E29-7 (AGND) SB-V*2 key code data key cylinder
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TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
_ _ P -R*1 : T
E29-4 (CODE) Demodulated signal of |Key is 1.n ignition Waveform 1
E29-7 (AGND) SB-V*2 key code data key cylinder
E29-5 (TXCT) - G - R*1 : No key is in ignition
K d tput | Bel 1V
E29-7 (AGND) BE - vx2 | CY Ccode outpUSIgnal | o cylinder G
E29-5 (TXCT) - G - R*1 ; Key is in ignition
K d tput | W fi 2
E29-7 (AGND) BE - v*2 || oY COCE OUERULSIGNAL | oy cylinder avetorm

e *1:for TMC Made

e ¥2: Except for TMC Made

If the result is not as specified, the transponder key amplifier may have a malfunction.

(e) Inspect using an oscilloscope.

(1) Waveform 1 (Reference)

ITester Connection|E29-4 (CODE)-E29-7 (AGND)

IToo] Setting |2 V/DIV., 20 ms./DIV.

GIND -+ I

Tool Setting: 2 V/DIV.. 20 ms./DIV.

GND S g - . S S N

Tool Setting: 2 V/DIV., 10 ms./DIV.

|Condition |Key is inignition key cylinder

(2) Waveform 2 (Reference)

ITester Connection||E29-5 (TXCT) - E29-7 (AGND)

ITooI Setting 2V/DIV.,, 10 ms./DIV.

Condition Key is in ignition key cylinder

2. CHECK TRANSPONDER KEY ECU ASSEMBLY

(a) Disconnect the E21 transponder key ECU assembly connector.
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(b) Measure the resistance and voltage according to the value(s) in the table below.

TESITER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
E21-16 (GND) - BR - Bod
( ) ody Ground Always Below1l Q
Body ground ground
E21-1 (+B)- E21-16||W - BR*1
Batter Always 11to14V
(GND) BR - BR*2 Y ¥
E21-2 (IG)-E21-16 Ignition switch
(GND) ae) B -BR s?gnal Ignition switch off Below 1V
E21-2 (IG)-E21-16 Ignition switch s 5
B - BR 2 Ignition switch ON 11to14 V
(GND) signal
E21-3 (KSW) - Unlock warning No key is in ignition .
L-BR 10 kQ high
E21-16 (GND) switch signal key cylinder SEIHENEF
E21-3 (KSW) - Unlock warning Key is in ignition key
L-BR Bel 1Q
E21-16 (GND) switch signal cylinder oW

e ¥*1:for TMC Made
e ¥2: Exceptfor TMC Made

If the result is not as specified, there may be a malfunction on the wire harness side.

(c) Reconnect the E21 transponder key ECU assembly connector.

(d) Measure the resistance and voltage according to the value(s) in the table below.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
R - Body
- - round*1
E2L-5 (REND] g Ground Always Below1l Q
Body ground V - Body
ground* 2
E21-3 (KSW) - Unlock warning o .
E21-16 (GND) L - BR switchsignal No key is in ignition key cylinder 11toid Vv
E21-3 (KSW) - Unlock warning L e -
L-BR K t k lind Bel 1V
E21-16 (GND) switch signal ey is in ignition key cylinder elow
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TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
E21-14 (VC5)- |[B-R*1
E21-5 (ﬁEGND)) - Power source No key is in ignition key cylinder Below 1 V
E21-14 (VC5)- |B-R*1
E21-5 (»’-EGND)) & RS Power source Key is in ignition key cylinder 46to54V
Transponder key
E21-4 (TXCT)- |G -R*1 amplifier e .
No k t k lind Below 1 V
E21-5 (AGND) ||BE - V*2 [communication oRey IS 1N IgmUonkEy, cynnaer elow
signal
Transponder key
E21-4 (TXCT)- |G -R*1 amplifier o -
Key is in ignition key cylinder Waveform 1
E21-5 (AGND) ||BE - V*2 |communication 4 9 yey
signal
Transponder key
E21-15 (CODE) ||P - R¥1 amplifier o .
No key is in ignition key cylinder Below 1 V
-E21-5 (AGND) [sB-V*2 [communication y g Yy
signal
Transponder key
E21-15 (CODE) ||P - R*1 amplifier AR )
K t k lind Wavefi 2
-E21-5 (AGND) ||SB - V*2 [communication €y Is In ignition key cylinder averorm
signal
E21-13 (EFIO) -
E21-16 EGND)) P -BR ECM output signal ||Ignition switch off Below1 V
E21-13 (EFIO) -
E21-16 EGND)) P -BR ECM output signal ||Ignition switch ON Waveform 3
E21-12 (EFII) - . . - )
LG - BR ECM input signal Ignition switch off 10to 14 V
E21-16 (GND) put sig 9
Within 3 seconds after starter
operates and initial combustion
E21-12 (EFII) - - . occurs, or within 3seconds after
LG - BR ECM input signal Waveform 4
E21-16 (GND) P g ignition switch first turned on
(IG) after battery disconnected
and connected.
E21-9 (D) - Diagnostic tester ; . :
W - BR Without & Bel 1V
E21-16 (GND) communication Hhout communication slow
E21-9 (D) - Diagnostic tester : _ Pulse
W - BR During communication
E21-16 (GND) communication g generation
E21-7 (CTY) - BR - BR*1 |Door courtesy )
Switch pushed 11to14 V
E21-16 (GND) ||R-BR*2 |signal P
E21-7 (CTY) - BR - BR*1 | Door courtesy )
Switch free Below 1 V
E21-16 (GND) ||R-BR*2 |signal
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TESTER | wirinGg | TERMINAL CONDITION SPECIFIED
CONNECTION COLOR _ DESCRIPTION CONDITION
E21-8 (IND) - Security indicator
E21-16( (GN)D) Y - BR &TgHial y Security indicator light is on 11tol14V
E21-8 (IND) - Security indicator o ) .
Y - BR Security indicator light is off Below 1 V
E21-16 (GND) signal Y 9

e *1:forTMC Made
e ¥2: Except for TMC Made

If the result is not as specified, the transponder key ECU assembly may have a malfunction.

(e) Inspect using an oscilloscope.

(1) Waveform 1 (Reference)

|Tester Connection||E21-4 (TXCT)-E21-5 (AGND)

ITool Setting 2V/DIV., 10 ms./DIV.

GNDs Condition Key is in ignition key cylinder

Tool Setting: 2 V/DIV., 10 ms./DIV.

(2) Waveform 2 (Reference)

Tester Connection|E21-15 (CODE) -E21-5 (AGND)

l Tool Setting 2V/DIV., 20 ms./DIV.
GND 8 pued--- L - iom | IConditEon Key is in ignition key cylinder

Tool Setting: 2 VIDIV., 20 ms./DIV.

(3) Waveform 3 (Reference)
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Tester Connection|E21-13 (EFIO)-E21-16 (GND)

Tool Setting 2V/DIV., 15s./DIV.

Condition Ignition switch ON

GND‘ ............. SYRIL L (N M . -

Tool Setting: 2 VIDIV., 1 s/DIV.

N
(4) Waveform 4 (Reference)
- 01 Tester
' ||IH|I I E21-12 (EFII)-E21-16 (GND
. ! Connection ( ) ( )
GND | ; - ' _
NSNS (—— Tool Setting |5 V/DIV., 500 ms./DIV.
| Within 3 seconds after starter operates and
| 1 Canditiah initial combustion occurs, or within 3seconds
Pomlemm i fmi e} after ignition switch first turned on (IG) after
. battery disconnected and connected.

3. CHECK ECM

(a) Measure the voltage according to the value(s) in the table below.

ﬁ Y ' \
9 wlwl A I L RN AR NN RN EA R njiogs]s ¢ 1
W |IE || |MO7 |3 |00 | E]|ITIIE|NS| M D] IE LIS Is] a3 )17
AR “je & |e i | a2 1K Wi Y EAR A E W i .Il (i -!-' X 1 ] )] { n
ot ]t Loa oo | e || mofomfmfoe]os]rafua]on|n|ocfeo]om]nrfee|m]ne) dijanfrafssfar]oe]as e
Ieafig it fion] oe 9 |87 |08 J A5 | e A |e Jadjan || AT MW | sjas]da] el a2
] b ] EaRd WE< ) R WL R T R EY (B (e R U0 () R Ly RAET CUE (L O S (i) A solssls|s on]oalnenz]| % || %
\ J \ 2,
TESTER WIRING TERMINAL CONDITION SPECIFIED
CONNECTION COLOR || DESCRIPTION CONDITION
A50-11 (IMI) - Transponder key s ;
P - BR Ignition switch off Below 1l V
B31-104 (E1) ECU input signal 9
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TESTER WIRING | TERMINAL CONDITION SPECIFIED
CONNECTION COLOR DESCRIPTION CONDITION
ASO-11 (IMI)- |, pp  [[Transponderkey |, . ion switch ON Waveform 1
B31-104 (E1) ECU input signal 9
A50-10 (IMQO)- |LG-B - Transponder key . .
Ignition switch off i10to14 V
B31-104 (E1) BR ECU output signal 9
Within 3 seconds after starter
operates and initial combustion
A50-10 (IMO)- |LG-B - Transponder key |occurs, or within 3seconds after WSVEsFiT2
B31-104 (E1) BR ECU output signal |ignition switch first turned on (IG)
after battery disconnected and
connected.

If the result is not as specified, the ECM may have a malfunction.

(b) Inspect using an oscilloscope.

(1) Waveform 1 (Reference)

Tester Connection|A50-11 (IMI)-B31-104 (E1)

Tool Setting 2V/DIV., 1s./DIV.

Condition Ignition switch ON

GND* - ndn nadnnie ol s oo ned s vohondenahes

Tool Setting: 2 VIDIV., 1 s./DIV

N
(2) Waveform 2 (Reference)
- ' Tester
' ' A50-10 (IMO)-B31-104 (E1
. |||H|I . Connection ( ) (EL)
GND = ¥ 1 _
I = Tool Setting |5 V/DIV. 500 ms./DIV.
: Within 3 seconds after starter operates and
| . initial combustion occurs, or within 3seconds
| Condition e : -
after ignition switch first turned on (IG) after
5 battery disconnected and connected.
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|Last Modified: 3-10-2010 lo.aT |From: 200901

Model Year: 2010 Model: Corolla |DocID: RM0O0000292I017X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): PROBLEM SYMPTOMS TABLE (2010 Corolla)

PROBLEM SYMPTOMS TABLE

HINT:

e Use the table below to help determine the cause of problem symptoms. If multiple suspected
areas are listed, the potential causes of the symptoms are listed in order of probability in the
"Suspected Area"” column of the table. Check each symptom by checking the suspected areas in
the order they are listed. Replace parts as necessary.

e Inspect the fuses and relays related to this system before inspecting the suspected areas below.

Engine Immobiliser System

SYMPTOM SUSPECTED AREA SEE PAGE

Door courtesy switch circuit

Unable to register the key. Wire harness or connector

Transponder key ECU assembly

Key

ECU power source circuit

Engine does not start. SFI system (for 2AZ-FE)

SFI system (for 2ZR-FE)

Transponder key ECU assembly

Transponder key ECU assembly

Security indicator is always ON. Wire harness or connector

Telltale light assembly

Transponder key ECU assembly

Security indicator is OFF. |Wire harness or connector |

|Te|lta|e light assembly

TTH T DN &

Security indicator is blinking abnormally. Transponder key ECU assembly

Wire harness or connector

]
.

Engine immobiliser system DTCs are not output.

Transponder key ECU assembly

5> GZYOYOTA - |
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|Last Modified: 3-10-2010 6.4 D [From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RMO00001GV7031X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): DIAGNOSIS SYSTEM (2010 Corolla)

DIAGNOSIS SYSTEM

1. DESCRIPTION

(a) The transponder key ECU controls the vehicle's immobiliser system functions. Immobiliser
system data and Diagnostic Trouble Code (DTC) can be read through the vehicle's Data Link
Connector 3 (DLC3).

In some cases, a malfunction may be occurring in the immobiliser system even though the
security indicator light is not illuminated.

When the system seems to be malfunctioning, use the Techstream to check for malfunctions and
perform repairs.

2. CHECK DLC3
(a) Check the DLC3 .

3. INSPECT BATTERY VOLTAGE
(a) Measure the battery voltage.

Standard Voltage:
11to14V

If the voltage is below 11 V, recharge orreplace the battery before proceeding to the next step.
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|Last Modified: 3-10-2010 6.4 U

|From: 200901

Model Year: 2010

|Model: Coraolla

Doc ID: RMOOO0O0O1GVAO15X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): DATA LIST /ACTIVE TEST (2010 Corolla)

DATA LIST / ACTIVE TEST

1. DATA LIST

HINT:

Using the Techstream to read the Data List allows the values or states of switches, sensors, actuators and

other items to be read without removing any parts. This non-intrusive inspection can be very useful because

intermittent conditions or signals may be discovered before parts or wiring is disturbed. Reading the Data List

information early in troubleshooting is one way to save diagnostic time.

NOTICE:

In the table below, the values listed under "Normal Condition" are reference values. Do not depend
solely on these reference values when deciding whether a part is faulty or not.

(a) Connect the Techstream to the DLC3.
(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Immobiliser / Data List.

(e) Read the Data List according to the display on the Techstream.

Immobiliser (Transponder Key ECU Assembly)

OFF: Ignition switch ACC or
OFF

TESTER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE
ON: Key is in ignition key
Unlock warning switch signal/ON |[cylinder
Key SW o gnal/ ! S :
or OFF OFF: No key is in ignition
key cylinder
ON: Ignition switch ON or
- : ; START
IG SW Ignition switch signal/ON or OFF -

Immobiliser

Immobiliser system status/SET
or UNSET

UNSET: Ignition switch ON
SET: Without key

Permit (Start)

Permit (Start) signal/OK or NG

NG: No permission for
engine start
OK: Engine start permission

Response

Transponder chip data/NG or OK

NG: Data error
OK: Data OK

Frame Error

Transponder chip data/NG or OK
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TESTER
DISPLAY

MEASUREMENT ITEM/RANGE

NORMAL CONDITION

DIAGNOSTIC
NOTE

Different Serial

Transponder chip data/NG or OK

NG: Data error

Bcc Malfunction

Transponder chip data/NG or OK

sent
OK: Correct data being sent

Number OK: Data OK
Different NG: Data error

Transponder chip data/NG or OK -
Encrypt Code OK: Data OK
Abnormal NG: Data error

Transponder chip data/NG or OK -
Status OK: Data OK

NG: Incorrect data being

Sub key code signal/ NOMATCH

NOMATCH: Non-matching
sub key code is sent

Sub Ke -
Y or MATCH MATCH: Sub key code is
sent
NOMATCH: Non-matching
Master key code master key code is sent
Master Key . . =
signal/NOMATCH or MATCH MATCH: Master key code is
sent
Transponder Number of registered sub key/min. [Number of registered sub i
S-Code 0, max. 15 key
Transponder Number of registered master Number of registered master )
M-Code key/min. 0, max. 15 key

Reg Code Space
Full

Memory space for key codes
registration/NOT FULL or FULL

NOT FULL: More key code
registration possible
FULL: No more key code
registration possible

+B

Power source/BRAKE or Normal

BRAKE: Power source open
NORMAL: Power source
normal

Antenna Coil
Status

Transponder key amplifier coil
condition/Normal or Fail

NORMAL: Antenna coil is
normal

FAIL: Antenna coil is
malfunctioning

2. ACTIVE TEST

HINT:

Using the Techstream to perform Active Tests allows relays, VSVs, actuators and other items to be operated

without removing any parts. This non-intrusive functional inspection can be very useful because intermittent

operation may be discovered before parts or wiring is disturbed. Performing Active Tests early in

troubleshooting is one way to save diagnostic time. Data List information can be displayed while performing

Active Tests.
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(a) Connect the Techstream to the DLC3.
(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Immobiliser / Active Test.

(e) Perform the Active Test according to the display on the Techstream.

Immobiliser (Transponder Key ECU Assembly)

TESTER DISPLAY TEST PART CONTROL RANGE DIAGNOSTIC NOTE
Security Indicator Security indicator Light ON/OFF -
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|Last Modified: 3-10-2010 6.4 D [From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RM0O00001GV8025X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): DTC CHECK /CLEAR (2010 Corolla)

DTC CHECK / CLEAR

1. CHECK DTC
(a) Connect the Techstream to the DLC3.
(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / (desired system) / Trouble Codes.

() Check the details of the DTC(s) @ ;

2. CLEAR DTC
(a) Connect the Techstream to the DLC3.
(b) Turn the ignition switch to ON.
(c) Turn the Techstream on.
(d) Enter the following menus: Body Electrical / (desired system) / Trouble Codes.

(e) Clearthe DTCs.
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ILast Modified: 3-10-2010 6.4 C From: 200901

Model Year: 2010 Model: Corolla Doc ID: RMOOOO0O1GVOO0O1EX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): B2780: Push Switch / Key Unlock Warning Switch Malfunction (2010 Corolla)

DTC B2780 Push Switch / Key Unlock Warning Switch Malfunction

DESCRIPTION

This DTC will be output if the transponder key ECU assembly does not detect that the unlock warning
switch is ON even when the ignition switch is ON. Under normal conditions, the unlock warning switch
assembly is ON when the ignition switchis ON.

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

e Wire harness or connector

Unlock warning switch
"Unlock warning switch ON" is not detected when ° g

B2780 | .. ’ : assembly
ignition switch is ON e Transponder key ECU
assembly
WIRING DIAGRAM
Y
2l .~ N Hksw
ES
Unlock Warning Switch
= —
E21
Transponder Key ECU
Assembly

INSPECTION PROCEDURE

NOTICE:

If the transponder key ECU assembly is replaced, register the key and ECU communication ID .

PROCEDURE
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1. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Immobiliser / Data List.

(e) Read the Data List according to the display on the Techstream.

Immobiliser (Transponder Key ECU Assembly)

TESTER MEASUREMENT ITEM/RANGE . NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE
ON: Key is in ignition key
Key SW Unlock warning switch cylinder
signal/ON or OFF OFF: No key is in ignition key
cylinder
OK:

On the Techstream screen, the item changes between ON and OFF according to the chart above.

NG ’ INSPECT UNLOCK WARNING SWITCH ASSEMBLY

oK ’ REPLACE TRANSPONDER KEY ECU ASSEMBLY

2.

INSPECT UNLOCK WARNING SWITCH ASSEMBLY

Free

Pushed

Component without harness connected:;
(Unlock Warning Switch Assembly)

L

I
2]

(b) Measure the resistance according to the value(s) in the table below.
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Standard Resistance:

TESTER CONNECTION SWITCH POSITION | SPECIFIED CONDITION
Switch pushed
1-2 Below 1l Q
(Key set)
Switch free
1-2 10 kQ or higher
(Key removed)

NG } REPLACE UNLOCK WARNING SWITCH ASSEMBLY

3. |CHECK HARNESS AND CONNECTOR (UNLOCK WARNING SWITCH - BODY GROUND)

e o G e heraae comrhr (a) Measure the resistance according to the value(s) in
I { | T ¥
(to Unlock Warning Switch Assembly) the table below.

Standard Resistance:

@ i ESTER CONDITION SPECIFIED
CONNECTION CONDITION
|E5-2 - Body ground Always |Be]ow 1Q

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

4. |CHECK HARNESS AND CONNECTOR (TRANSPONDER KEY ECU - UNLOCK WARNING
" |SWITCH)

(a) Disconnect the transponder key ECU assembly
connector.
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Front view of wire harness connector:
(to Transponder Key ECU Assembly)

@
@@lﬁ

o7 1o NEREL s

-] A+

KSW

Front view of wire harness connector:
(to Unlock Warning Switch Assembly)

(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTERCONNECTION CONDITION SPECIFIED CONDITION
E21-3 (KSW) - E5-1 |Always Belowl Q
E5-1 - Body ground Always 110 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

OK ’ REPLACE TRANSPONDER KEY ECU ASSEMBLY
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Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): DIAGNOSTIC TROUBLE CODE CHART (2010 Corolla)

DIAGNOSTIC TROUBLE CODE CHART

1. TRANSPONDER KEY ECU DIAGNOSTIC TROUBLE CODE CHART
Transponder Key ECU Assembly

DTC
CODE

DETECTION ITEM

TROUBLE AREA

SEE
PAGE

B2780

Push Switch / Key Unlock Warning Switch
Malfunction

1. Wire harness or connector
2. Unlock warning switch
assembly

3. Transponder key ECU
assembly

B2784

Antenna Coil Open / Short

1. Wire harness or connector
2. Transponder key amplifier
3. Transponder key ECU
assembly

B2793

Transponder Chip Malfunction

Key

|
L

B2794

Unmatched Encryption Code

Key

B2795

Unmatched Key Code

Key

|
2

B2796

No Communication in Immobiliser System

1. Key

2. Transponder key amplifier
3. Transponder key ECU
assembly

|
:

B2797

Communication Malfunction No. 1

1. Key

2. Transponder key amplifier
3. Transponder key ECU
assembly

B2798

Communication Malfunction No. 2

1. Key

2. Transponder key amplifier
3. Transponder key ECU
assembly

|
2

2. ECM DIAGNOSTIC TROUBLE CODE CHART

HINT:

The DTCs for the engine immobiliser system are specified above. If other codes are output, check the DTC chart

for the SFI system.

ECM

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/

535/582



15.06.2021 Theft+Deterrent+%26+Keyless+Entry - Auto Service Repair Manuals and Wiring Diagrams
DTE DETECTION ITEM TROUBLE AREA SEE
CODE PAGE
B2799 |Engine Immobiliser System Malfunction 1. Wire harness or connector | WFO !l
2.ECM
3.Transponder key ECU
assembly
B279A ||Theft Deterrent System Communication Line 1. Wire harness or connector |_? !|
High Fixation 2.Transponder key ECU
assembly
3.ECM
B279C ||Theft Deterrent System Presence Detection ECM |__U_O,__j|
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|Last Modified: 3-10-2010

l6.4 C |From: 200901

Model Year: 2010

Model: Corolla |DocID: RMO0O0001GV501DX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): B2784: Antenna Coil Open / Short (2010 Corolla)

DTC B2784

Antenna Coil Open / Short

DESCRIPTION

The transponder key coil is built into the transponder key amplifier and receives a key code signal from
the transponder chip in the key. This signal is amplified by the amplifier, then it is output to the

transponder key ECU assembly.

DTC NO. DTC DETECTION CONDITION TROUBLE AREA

e Wire harness or connector

B2784 Antenna coil is open/shorted e Transponder key amplifier

e Transponder key ECU assembly

WIRING DIAGRAM

)
VC5 |1 14 vC5
ANTH1
* CODE |4 15 CODE
Coil =
)
TXCT |5 4 TXCT
AGND |7 51 AGND
ANT2
S
Amplifier €21
Transponder Key ECU
Assembly
E29
Transponder Key Amplifier

INSPECTION PROCEDURE

NOTICE:

If the transponder key ECU assembly is replaced, register the key and ECU communication ID .
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PROCEDURE

1. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Immobiliser / Data List.

(e) Read the Data List according to the display on the Techstream.
Immobiliser (Transponder Key ECU Assembly)

TESTER MEASUREMENT ITEM/RANGE NORMAL CONDITION DIAGNOSTIC
DISPLAY NOTE
Normal: Antenna coil is
Antenna Coil Transponder key amplifier coil normal
Status condition/Normal or Fail Fail: Antenna coil is

malfunctioning

oK:
On the Techstream screen, the item displays Normal according to the chart above.

NG ’ CHECK HARNESS AND CONNECTOR (TRANSPONDER
KEY ECU - TRANSPONDER KEY AMPLIFIER)

OK > REPLACE TRANSPONDER KEY ECU ASSEMBLY

CHECK HARNESS AND CONNECTOR (TRANSPONDER KEY ECU - TRANSPONDER KEY

= AMPLIFIER)

(a) Disconnect the transponder key ECU assembly connector.

(b) Disconnect the transponder key amplifier connector.
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Front view of wire harness connector:
(to Transponder Key ECU Assembly)

e
360 *"UI”]‘-"‘JJ)':'_&\‘-&GND

TXCT

vC5 CODE

Front view of wire harness connector:;
(to Transponder Key Amplifier)

Halrlalawl=s

[\
VC5 CODE TXCT AGND

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION _ CONDITION SPECIFIED CONDITION
E21-4 (TXCT)- E29-5 (TXCT) | Always Below1l Q
E21-5 (AGND) - E29-7 (AGND) Always Below1 Q
| E21-14 (VC5)- E29-1 (VC5) | Always Below1 Q
| E21-15 (CODE) - E29-4 (CODE) Always Below1 Q
E21-4 (TXCT) - Body ground Always 10 kQ or higher
E21-5 (AGND) - Bod_y ground Always 10 kQ or higher
E21-14 (VC5) - Body ground Always 10 kQ or higher
E21-15 (CODE) - Body ground Always 10 kQ or higher
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= POWER SOURCE)

INSPECT TRANSPONDER KEY ECU ASSEMBLY (TRANSPONDER KEY AMPLIFIER

(a) Reconnect the transponder key ECU assembly connector.

Component with harness connected:
(Transponder Key ECU Assembly)

(b) Reconnect the transponder key amplifier connector.

(c) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E21-14 (VC5) - Body ground No key is in ignition key cylinder Below 1 V
E21-14 (VC5) - Body ground Key is in ignition key cylinder 46to5.4V

NG } REPLACE TRANSPONDER KEY ECU ASSEMBLY

GROUND)

INSPECT TRANSPONDER KEY ECU ASSEMBLY (TRANSPONDER KEY AMPLIFIER

(a) Measure the resistance according to the value(s) in

the table below.

Standard Resistance:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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Component with harness connected
{Transponder Key ECU Assembly)

‘ TESTER CONNECTION |[CONDITION SPECIFIED
A\ CONDITION

[e21-5 (AGND) - Body

ground Always Below 1l Q

NG ’ REPLACE TRANSPONDER KEY ECU ASSEMBLY

oK ’ REPLACE TRANSPONDER KEY AMPLIFIER

EBTOV0 Ao
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|Last Modified: 3-10-2010 6.4 c |From: 200901

Model Year: 2010 Model: Corolla

Doc ID: RM0O000O01GV1016X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): B2793: Transponder Chip Malfunction (2010 Corolla)

DTC B2793 Transponder Chip Malfunction

DESCRIPTION

This DTC is output when a malfunction is found in the key during key code registration or a key code is

not registered normally. Replace the key if the key code registration is not performed normally and this
DTC is detected.

| DTC NO. DTC DETECTION CONDITION TROUBLE AREA

| B2793 Transponder chip malfunction

. Key

INSPECTIONNROCEDURE
NOTICE:
If the key is replaced, register the key 5

PROCEDURE

1. |CLEARDTC

(a) Clear the DTCs .

NEXT
v

2. |RE-REGISTER KEY

(a) Re-register the key .
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NEXT

3. |CHECK ENGINE START

(a) Check that the engine starts.

OK:
The engine starts.

NG > REPLACE KEY

OK } END (KEY REGISTRATION IS DEFECTIVE)

[ TOYOTA -
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|Last Modified: 3-10-2010 l6.4 c |From: 200901

Model Year: 2010 Model: Corolla Doc ID: RMO00001GV2011X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): B2794: Unmatched Encryption Code (2010 Corolla)

DTC B2794 Unmatched Encryption Code

DESCRIPTION

This DTC is output when a key with an incomplete key code is inserted into the ignition key cylinder.

I DTC NO. | DTC DETECTION CONDITION I TROUBLE AREA

| B2794 |Key with incomplete key code is inserted |Key

INSPECTIONNROCEDURE
NOTICE:

If the key is replaced, register the key 5
PROCEDURE

1. |REPLACE KEY

(a) Replace the key.

NEXT
v

2. |KEY REGISTRATION

(a) Register the key .

NEXT } END (KEY IS DEFECTIVE)
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|Last Modified: 3-10-2010 l6.4 c |From: 200901

Model Year: 2010 Model: Corolla IDoc ID: RMO0O0O0O0O1GUWO11X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): B2795: Unmatched Key Code (2010 Corolla)

DTC B2795 Unmatched Key Code

DESCRIPTION

This DTC is output when a key with a key code that has not been registered in the ECU is inserted into
the ignition key cylinder.

DTC NO. DTC DETECTION CONDITION TROUBLE AREA

B2795 Key with unregistered key code is inserted Key

INSPECTIONNROCEDURE

NOTICE:

If the key is replaced, register the key .
PROCEDURE

1. |CLEARDTC

(a) Clear the DTCs .

NEXT
v

2. |RE-REGISTER KEY

(a) Re-register the key .

NEXT
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3. |CHECK ENGINE START

(a) Check that the engine starts.

OK:
The engine starts.

NG > REPLACE KEY

OK > END (KEY REGISTRATION IS DEFECTIVE)
G JOYOTA
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|Last Modified: 3-10-2010 6.4 |From: 200901
Model Year: 2010 |M0de|: Corolla lDoc ID: RMOO0O001GUXOD1EX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): B2796,B2798: No Communication in Immobiliser System (2010 Corolla)

DTC B2796 No Communication in Immobiliser System
DTC B2798 Communication Malfunction No. 2
DESCRIPTION

These DTCs are output if a key that does not have a transponder chip is inserted into the ignition key
cylinder or if communication between the key and the transponder key ECU assembly is impossible.

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.

e Key

e Transponder key

B2796 |The key code cannot be transmitted amplifier

® Transponder key ECU
assembly

* Key

e Transponder key
amplifier

e Transponder key ECU
assembly

Key code identification cannot be completed within the

B2798
specified time (0.15 to 0.5 sec.)

WIRING DIAGRAM
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Transponder Key Amplifier

e
VvCS5 |1 14 VC5
ANT1
‘ CODE |4 15 CODE
Coll =
.
TXCT |5 4 T*XCT
AGND |7 5 AGND
ANT2
 I—
Amplifier E21
Transponder Key ECU
Assembly
E29

INSPECTION PROCEDURE

NOTICE:

e Ifthe transponder key ECU assembly is replaced, register the key and ECU communication ID

e Ifthe key is replaced, register the key E‘

PROCEDURE

1. |READ VALUE USING TECHSTREAM

(a) Connect the Techstream to the DLC3.

(b) Turn the ignition switch to ON.

(c) Turn the Techstream on.

(d) Enter the following menus: Body Electrical / Immobiliser / Data List.

(e) Read the Data List according to the display on the Techstream.

Immobiliser (Transponder Key ECU Assembly)

TESTER
DISPLAY

MEASUREMENT ITEM/RANGE

| NORMAL CONDITION

DIAGNOSTIC
NOTE

Immobiliser

Immobiliser system status/SET or
UNSET

UNSET: Ignition switch

ON
SET: Without key

OK:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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On the Techstream screen, the item changes between UNSET and SET according to the chart
above.

NG > CHECK KEY

OK » REPLACE TRANSPONDER KEY ECU ASSEMBLY

2. |CHECK KEY

(a) Insert the vehicle's other key into the ignition key cylinder.

(b) Check that the engine starts with this key.

OK:
The engine starts.

NG > REPLACE TRANSPONDER KEY AMPLIFIER

3. |RE-REGISTER KEY

(a) Re-register the key .

NEXT
v

4. |CHECK ENGINE START

(a) Check that the engine starts.

oK:
The engine starts.

NG > REPLACE KEY

oK > END (KEY REGISTRATION IS DEFECTIVE)
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5. |REPLACE TRANSPONDER KEY AMPLIFIER

(a) Replace the transponder key amplifier .

NEXT
v

6. |CHECK ENGINE START

(a) Check that the engine starts.

oK:
The engine starts.

NG > REPLACE TRANSPONDER KEY ECU ASSEMBLY

oK ’ END (TRANSPONDER KEY AMPLIFIER IS
DEFECTIVE)
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|Last Modified: 3-10-2010 l6.4 C |From: 200901

Model Year: 2010

Model: Corolla Doc ID: RMOOO0OO1GUYO1EX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): B2797: Communication Malfunction No. 1 (2010 Corolla)

DTC B2797

Communication Malf unction No. 1

DESCRIPTION

This DTC is output when an error occurs in communication between the transponder key amplifier and

the transponder key ECU assembly.

HINT:

Some noise is found in the communication line.

DTC
NO.

DTC DETECTION CONDITION

TROUBLE AREA

B27ZS7

Keys are positioned too close to each other, or noise
occurs in communication line

e Key

e Transponder key
amplifier

e Transponder key ECU
assembly

WIRING DIAGRAM

CODE

15

E29

Transponder Key Amplifier

E21

CODE

| N—
Transponder Key ECU Assembly

INSPECTION PROCEDURE

NOTICE:

If the transponder key ECU assembly is replaced, register the key and ECU communication ID :
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PROCEDURE
1. |CHECK KEY
(a) Check whether the ignition key being used is near
other ignition keys, as shown in the illustration. Also,
check whether the key ring is in contact with the key
rip.
Example: gnp
Result:
RESULT - PROCEED
TO
Key is not near other keys and key ring is not in A
contact with key grip.
s
Key is near other keys and/or key ring is in B

contact with key grip.

A ’ REPLACE TRANSPONDER KEY AMPLIFIER

2. |CHECK DTC OUTPUT

(a) Separate the keys from each other, or remove the key ring.

(b) Clear the DTCs .

(c) Insert a key into the ignition key cylinder and remove the key. Repeat for all the other
keys of the vehicle.

OK:
No code is output.

NG ’ REPLACE TRANSPONDER KEY AMPLIFIER

OK | END (KEYS ARE POSITIONED TOO CLOSE TO EACH
OTHER)
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3. |REPLACE TRANSPONDER KEY AMPLIFIER

(a) Replace the transponder key amplifier .

NEXT
v

4. |CHECK ENGINE START

(a) Check that the engine starts.

oK:
The engine starts.

NG > REPLACE TRANSPONDER KEY ECU ASSEMBLY

oK ’ END (TRANSPONDER KEY AMPLIFIER IS
DEFECTIVE)
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|Last Modified: 3-10-2010 6.4 |[From: 200901

Model Year: 2010 |ModeI:Cor0|Ia Doc ID: RM000002M6X01DX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): B2799: Engine Immobiliser System Malfunction (2010 Corolla)

DTC

B2799

Engine Immobiliser System Malfunction

DESCRIPTION

This DTC is output when one of the following occurs: 1) the ECM detects errors in its own
communications with the transponder key ECU assembly; 2) the ECM detects errors in the

communication lines; or 3) the ECU communication ID between the transponder key ECU assembly and
ECM is different and an engine start is attempted.

Before troubleshooting for this DTC, make sure that no transponder key ECU assembly DTCs are
present. If present, troubleshoot the transponder key ECU assembly DTCs first.

e Communication ID is different during

communication with transponder key ECU
assembly

DTC DTC DETECTION CONDITION TROUBLE AREA
NO.
O ne of following conditions is met:
e Error in communication between ECM and e Wire harness or
transponder key ECU assembly connector
B2799 e Error in communication lines e ECM

e Transponder key
ECU assembly

WIRING DIAGRAM
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{_\ /'_\
Mo 10 12 gy
i P ' erio
N E21\ J
AS50 Transponder Key ECU
ECM Assembly

INSPECTION PROCEDURE

NOTICE:

e Ifthe transponder key ECU assembly is replaced, register the key and ECU communication ID

e Ifthe ECM is replaced, register the ECU communication ID .

PROCEDURE

1. |CHECK DTC OUTPUT

(a) Clear the DTCs .

(b) Recheck for DTCs.

OoK:
DTC B2799 is not reoutput.

NG ’ RE-REGISTER ECU COMMUNICATION ID

OK } USE SIMULATION METHOD TO CHECK

2. |RE-REGISTER ECU COMMUNICATIONID

(a) Re-register the ECU communication ID .
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NEXT

3. |CHECK DTC OUTPUT

(a) Clear the DTCs .

(b) Recheck for DTCs.

oK:
DTC B2799 is not reoutput.

NG } CHECK CONNECTION OF CONNECTOR

oK > END (ECU COMMUNICATION ID IS DEFECTIVE)

4. |CHECK CONNECTION OF CONNECTOR

(a) Turn the ignition switch off.

(b) Check that the connectors are properly connected to the ECM and the transponder key
ECU.

OoK:
Connectors are properly connected.

NG ’ CONNECT CONNECTORS PROPERLY

5. |CHECK HARNESS AND CONNECTOR (TRANSPONDER KEY ECU - ECM)

(a) Disconnect the transponder key ECU assembly connector.

(b) Disconnect the ECM connector.
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Front view of wire harness connector:
(to Transponder Key ECU Assembly)

D,

JE

=|=
=

IODCTDERDED
’ i L

EFIl  EFIO

Front view of wire harness connector:

{to ECM)

IMO IMI

(c) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E21-12 (EFII)- A50-10 (IMO) Always Below1 Q
E21-13 (EFIO)- AS50-11 (IMI) Always Below 1l Q

E21-12 (EFII) - Body ground Always 10 kQ or higher
E21-13 (EFIO) - Body ground | Always 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

6.

REPLACE ECM

(a) Replace the ECM.

for 2ZR-FE)
for 2AZ-FE)

NEXT

v
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7. |REGISTER ECU COMMUNICATIONID

(a) Register the ECU communication ID -

NEXT
v

8. |CHECK DTC OUTPUT

(a) Clear the DTCs | %@

(b) Recheck for DTCs.

OoK:
DTC B2799 is not reoutput.

NG ’ REPLACE TRANSPONDER KEY ECU ASSEMBLY

OK > END (ECM IS DEFECTIVE)

EPT0Y0 A
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|Last Modified: 3-10-2010 l6.4 C From: 200901

Model Year: 2010 Model: Corolla Doc ID: RMOOOO0O2UEBOOOX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): B279A: Theft Deterrent System Communication Line High Fixation (2010 Corolla)

DTC B279A

Theft Deterrent System Communication Line High Fixation

DESCRIPTION

If the communication line (EFIO-IMI) to the transponder key ECU assembly is stuck on HI output, the
ECM outputs this DTC.

DTC DTC DETECTION CONDITION . TROUBLE AREA
NO.

e Wire harness or

connector
Communication line (EFIO-IMI) between ECM and the
BRZIA transponder key ECU assembly is stuck on HI output * Tenspanderisy
P y Y P ECU assembly
e ECM

WIRING DIAGRAM

 EEEE—— /_'\
11
e Blerio
104
E1(B31)
e/ = N —
E21
ECM Transponder Key ECU Assembly

INSPECTION PROCEDURE

NOTICE:

e Ifthe transponder key ECU assembly is replaced, register the key and ECU communication ID

.

e Ifthe ECM is replaced, register the ECU communication ID .
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PROCEDURE

1. |CHECK DTC OUTPUT

(a) Recheck for DTCs ,
HINT:

If any DTCs other than DTC B279A are output, troubleshoot those DTCs first.

Result:
RESULT j PROCEED TO
DTC B279A and other DTCs reoutput A
DTC B279A reoutput B

A Go TO DTC CHART

2. |CHECK HARNESS AND CONNECTOR (TRANSPONDER KEY ECU - ECM)

(a) Disconnect the transponder key ECU assembly connector.

(b) Disconnect the ECM connector.

Front view of wire harness connector. Front view of wire harness connector:
(to Transponder Key ECU Assembly) (to ECM)

&D

E Mﬁ Sy

I00CAERDE]

ryl:
>

=
"

2
=

EFIO
IMI
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(c) Measure the resistance and voltage according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E21-13 (EFIO)- A50-11 (IMI) Always Belowl Q
E21-13 (EFIO) - Body ground Always 10 kQ or higher

Standard Voltage:

TESTER CONNECTION CONDITION SPECIFIED CONDITION

E21-13 (EFIO) - Body ground Always Below 1 V

NG > REPAIR OR REPLACE HARNESS OR CONNECTOR

3. ||CHECK ECM (INPUT)

(a) Reconnect the transponder key ECU assembly connector.

(b) Reconnect the ECM connector.

(c) Measure the waveform.

Component with harness connected; (ECM)

Normal Waveform

GND =} --F--t--b-- i N U ant e

«-LOowW
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Waveform 1 (Reference):

ITEM CONTENT
Terminal No. (Symbols) A50-11 (IMI)-B31-104 (E1)
Tool Setting 2V/DIV., 1s./DIV.
Condition Ignition switch ON

Result:
RESULT PROCEED TO

OK (for 2ZR-FE) A
OK (for 2AZ-FE) B
NG C

B > REPLACE ECM

A } REPLACE ECM

4. |REPLACE TRANSPONDER KEY ECU ASSEMBLY

(a) Replace the transponder key ECU assembly .

NEXT
v

5. |REGISTER KEY

(a) Register the key .

NEXT
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6. |REGISTER ECU COMMUNICATIONID

(a) Register the ECU communication ID .

NEXT
v

7. |CHECK DTC OUTPUT

(a) Clear the DTCs .
(b) Recheck for DTCs.

oK:
B279A is not reoutput.
Result:
RESULT | PROCEED TO
NG (for 2ZR-FE) A
NG (for 2ZA-FE) B
0K C

B > REPLACE ECM
A ) REPLACE ECM

C ’ END (TRANSPONDER KEY ECU IS DEFECTIVE)
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|Last Modified: 3-10-2010 l6.4 3 |From: 200901
Model Year: 2010 |M0de|: Corolla Doc ID: RM000001GV401ZX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): Security Indicator Light Circuit (2010 Corolla)

Security Indicator Light Circuit

DESCRIPTION

The security indicator light blinks continuously due to a continuous signal received from the
transponder key ECU assembly while in the armed state.

WIRING DIAGRAM

)
12°2 ¥
2*1 11
E Security Indicator LP 8 IND
E48
Telltale Light Assembly
ol *1. for Telltale Light (wfo Clock)
= N —
*2: for Telitale Light (w/ Clock) E21
Transponder Key ECU
Assembly

INSPECTION PROCEDURE

NOTICE:

If the transponder key ECU assembly is replaced, register the key and ECU communication ID 2

PROCEDURE

1. |PERFORM ACTIVE TEST USING TECHSTREAM

(a) Connect the Techstream to the DLC3.
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(b) Turn the ignition switch to ON.
(c) Turn the Techstream on.
(d) Enter the following menus: Body Electrical / Immobiliser / Active Test.

(e) Perform the Active Test according to the display on the Techstream.

Immobiliser (Transponder Key ECU Assembly)

| TESTER DISPLAY TEST PART CONTROL RANGE DIAGNOSTIC NOTE
[Security Indicator Security indicator light ON/OFF -
oK:

The security indicator turns on and off according to the Techstream operation.

CHECK HARNESS AND CONNECTOR (TRANSPONDER

NG ’ KEY ECU - SECURITY INDICATOR LIGHT)

oK > REPLACE TRANSPONDER KEY ECU ASSEMBLY

CHECK HARNESS AND CONNECTOR (TRANSPONDER KEY ECU - SECURITY

= INDICATOR LIGHT)

(a) Disconnect the transponder key ECU assembly connector.

(b) Disconnect the telltale light assembly connector.

(c) for Telltale Light (w/o Clock):

(1) Measure the resistance according to the value(s) in
the table below.

Standard Resistance:

MESTER CONDITION SPECIFIED

CONNECTION CONDITION
e S Always Below1l Q
(LP)
E238 (IHD)~Bany Always 10 kQ or higher

ground
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Front view of wire harness connector:
(to Transponder Key ECU Assembly)

&D

[_[f e ﬂ”?”
J8NE ‘.Z.‘[|\]".":I]l1-1?l?1\\

IND

Front wiew of wire hamess conneclor:
(to Tellale Light Assembly)

Front view of wire hamess connector:
(to Transponder Key ECU Assembly)

G&2D (d) for Telltale Light (w/ Clock):
’ ...L[ =P ]d. c (1) Measure the resistance according to the value(s) in
nnR) LT

213

the table below.

-a:‘.'_lE|'I]':‘:-IZt!l-1?Ih 16

Standard Resistance:

IND

TESTER CONDITION SPECIFIED

Front view of wire harness conneclor: CONNECTION Gl ol
(to Telltale Light Assembly) - |

E21-8 (IND) - E48-5

Always Below1l Q
(LP) !

E21-8 (IND) - Body

Graiiid Always 10 kQ or higher

{7189 fal11)12]
- el

=

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR
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3. |CHECK HARNESS AND CONNECTOR (SECURITY INDICATOR LIGHT - BODY GROUND)

(a) for Telltale Light (w/o Clock):

Front view of wire harness connector

(to Teltale Light Assembiy) (1) Measure the resistance according to the value(s) in

the table below.

Standard Resistance:

TESTER CONDITION SPECIFIED
CONNECTION CONDITION

E48-2 (E) - Body

duiitid Always Belowl Q

(b) for Telltale Light (w/ Clock):

Front view of wire harness connector:

(to Telitale Light Assembly)
. ¥ (1) Measure the resistance according to the value(s) in

the table below,

Standard Resistance:

MESER: CONDITION. SPEECTEIED)
CONNECTION CONDITION

E48-12 (E) - Body

around Always Below 1l Q

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

OK > REPLACE TELLTALE LIGHT ASSEMBLY

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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|Last Modified: 3-10-2010 l6.4 C |From: 200901
Model Year: 2010 Model: Corolla Doc ID: RMOOOOO2UECO00OX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): B279C: Theft Deterrent System Presence Detection (2010 Corolla)

DTC B279C Theft Deterrent System Presence Detection

DESCRIPTION

Ifan ECM thatis incompatible with the engine immobiliser system is installed, the ECM outputs this
BEC-

DTC NO. DTC DETECTION CONDITION TROUBLE AREA

B279C ||ECM thatis incompatible with engine immobiliser system is installed ECM

INSPECTIONNROCEDURE

NOTICE:
If the ECM is replaced, register the ECU communication ID -

PROCEDURE

1. |CHECK DTC OUTPUT

(a) Clear the DTCs .

(b) Recheck for DTCs.

OK:
DTC B279C is not reoutput.
Result:
RESULT PROCEED TO
DTC B279C is reoutput (for 2ZR-FE) ‘ A
DTC B279C is reoutput (for 2AZ-FE) B
DTC B279C is not reoutput | C

B } REPLACE ECM

EOYOYOTA - |
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|Last Modified: 3-10-2010 6.4 3 |From: 2002901
Model Year: 2010 |Model: Corolla IDoc ID: RMO00001GUZ00OSX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): Door Courtesy Switch Circuit (2010 Corolla)

Door Courtesy Switch Circuit

DESCRIPTION

When an additional transponder key is registered, the transponder key ECU assembly detects the front
door courtesy light switch open/close condition, and enters the key registration mode.

WIRING DIAGRAM

r—
o Tery
L3
Front Door Courtesy Switch LH
= -~

E21
Transponder Key ECU Assembly

INSPECTION PROCEDURE

NOTICE:

If the transponder key ECU assembly is replaced, register the key and ECU communication ID ’

PROCEDURE

CHECK HARNESS AND CONNECTOR (FRONTDOOR COURTESY LIGHT SWITCH

L. CIRCUIT)

(a) Disconnect the transponder key ECU assembly
connector.
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Front view of wire harness conneclor:
(to Transponder Key ECU Assembly)

e ICRET qn%-.‘s»t;
N

@ [l

=
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(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION

CONDITION

SPECIFIED CONDITION

E21-7 (CTY) - Body ground

. Courtesy switch pushed

(Door closed)

10 kQ or higher

E21-7 (CTY) - Body ground

Courtesy switch free
(Door open)

Belowl Q

NG INSPECT FRONT DOOR COURTESY LIGHT SWITCH

ASSEMBLY

oK > REPLACE TRANSPONDER KEY ECU ASSEMBLY

2. |INSPECT FRONT DOOR COURTESY LIGHT SWITCH ASSEMBLY

Component without harmess connected:
(Door Courtesy Light Swilch)

Free
4. Pushed
e

Switch Body

(a) Remove the driver side front door courtesy light switch

:

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION SWITCH CONDITION | SPECIFIED CONDITION

Courtesy switch pushed

1 - Switch bod
Y (Door closed)

10 kQ or higher

Courtesy switch free
1 - Switch body 4 Below1l Q

(Door open)

REPLACE FRONT DOOR COURTESY LIGHT SWITCH

NG ASSEMBLY

REPAIR OR REPLACE HARNESS OR CONNECTOR
OK ’ (TRANSPONDER KEY ECU - FRONT DOOR
COURTESY LIGHT SWITCH)

& G YOYOT
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|Last Modified: 3-10-2010 l6.4 3 [From: 200901

Model Year: 2010 |Mode1: Corolla |Doc ID: RMO0O0001GUUOL17X

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): ECU Power Source Circuit (2010 Corolla)

ECU Power Source Circuit

DESCRIPTION

This circuit provides power to operate the transponder key ECU assembly.

WIRING DIAGRAM

Except for TMC Made 2AZ-FE:
N
1
O~O +B
ECU-B2
2
OO O~O o0 YO I1G
P/l 1G2 IGN
1
OO TIAM2 2 162} 6 o0 s 5 anD
AM2 1G2 NO,
E4 RN G2
P Ignilion Switch
\; FL MAIN
&
Battery = EE‘I
Transponder Key ECU
Assembly
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for TMC Made. Except for TMC Made 2ZR-FE:

pr—
1
O +B
ECU-B2
2
OO O~ o0 OO IG
P/ 1G2 IGN
o 7| AM2 A IG2| 6 o 16 GND
AM2 NO. 2
Ed 1G2
. lgnition Switch
§ FL MAIN
@
= N
E21

Transponder Key ECU
Assembly

INSPECTION PROCEDURE

NOTICE:

If the transponder key ECU assembly is replaced, register the key and ECU communication ID 2

DURE

PROCE

1. |CHECK HARNESS AND CONNECTOR (TRANSPONDER KEY ECU - BATTERY)

@ A

A # [a[roft izt sfrapspre

r-_"

L

\)h/‘

+B IG

Front view of wire harmess connector:
(to Transponder Key ECU Assembly)

connector.

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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(b) Measure the voltage according to the value(s) in the table below.

Standard Voltage:

TESTER CONNECTION CONDITION SPECIFIED CONDITION
E21-1 (+B) - Body ground Always 1itoi4d Vv
E21-2 (IG) - Body ground Ignition switch off Below 1 V
E21-2 (IG) - Body ground Ignition switch ON 11toil4vVv

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR,
OR REPLACE FUSE

2. |CHECK HARNESS AND CONNECTOR (TRANSPONDER KEY ECU - BODY GROUND)

Front view of wire hamess connector
(to Transponder Key ECU Assembly)

@ éﬂhdfﬂmu

IUDBTRERTCT,

I

GND

(a) Measure the resistance according to the value(s) in
the table below.

Standard Resistance:

TESTER CONNECTION |CONDITION| SPECIFIED
CONDITION

E21-16 (GND) - Body

ground Always Belowl Q

NG } REPAIR OR REPLACE HARNESS OR CONNECTOR

PROCEED TO NEXT CIRCUIT INSPECTION SHOWN

OK IN PROBLEM SYMPTOMS TABLE

S TOYOT A |
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|Last Modified: 3-10-2010 l6.4 3 [From: 200901
Model Year: 2010 Model: Corolla |Doc ID: RM0O00001GUVOO0ZX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENGINE IMMOBILISER SYSTEM (w/o Smart Key
System): Diagnosis Circuit (2010 Corolla)

Diagnosis Circuit

DESCRIPTION

This circuit is used to read the DTCs that are output from the transponder key ECU assembly with the
Techstream.

WIRING DIAGRAM

I
7 9
SIL D
4
CcG J
ET ) £21
DLC3 Transponder Key ECU
Assembly

INSPECTION PROCEDURE

NOTICE:

If the transponder key ECU assembly is replaced, register the key and ECU communication ID ’

PROCEDURE

CHECK HARNESS AND CONNECTOR (DLC3 - TRANSPONDER KEY ECU AND BODY

1. lGRouUND)

(a) Disconnect the transponder key ECU assembly
connector.
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Front view of wire harness connector:
{to Transponder Key ECU Assembly)

€

A~==D
".' l-f .{L '_|
'L EME ulul"\-
D
Front view of wire hamess connector:
(to DLC3)

;112345579
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(b) Measure the resistance according to the value(s) in the table below.

Standard Resistance:

TESTER CONNECTION CONDITION . SPECIFIED CONDITION |
E21-9 (D)-E11-7 (SIL) | Always Below1l Q
E11-4 (CG) - Body ground Always Belowl Q
E21-9 (D) - Body ground Always . 10 kQ or higher

NG ’ REPAIR OR REPLACE HARNESS OR CONNECTOR

OK ’ REPLACE TRANSPONDER KEY ECU ASSEMBLY

https://cardiagn.com/theft-deterrent-keyless-entry-2010-corolla/
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15.06.2021
Last Modified: 3-10-2010 |6.4|< From: 200901
Model Year: 2010 IModel: Corolla Doc ID: RMO00002Y7Z00GX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENTRY LOCK AND UNLOCK SWITCH:
COMPONENTS (2010 Corolla)

COMPONENTS
ILLUSTRATION
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@FRONT DOOR SERVICE
HOLE COVER

FRONT DOOR TRIM BOARD
SUB-ASSEMBLY

FRONT DOOR INSIDE
HANDLE BEZEL

@ Non-reusable part

P

HOLE PLUG R
@ BUTYL TARE R i =
£_; e = N
I., -] . il .;.__‘. f | 7 g
v\ ( . \ { e | \
N P BB B {] A
f-'-"\ 0/ A
A rl‘ £, f i
=N .l |

FRONT DOOR
TRIM BRACKET\&P:)

FRONT DOOR INSIDE
HANDLE SUB-ASSEMBLY

FRONT ARMREST UPPER BASE PANEL

ILLUSTRATION
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FRONT DOOR OUTSIDE HANDLE COVER —v

B YOYOTA
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|Last Modified: 3-10-2010

6.4 A

From: 200901

Model Year: 2010

Model: Corolla

Doc ID: RM000002Y8000CX

(2010 Corolla)

Title: THEFT DETERRENT / KEYLESS ENTRY: ENTRY LOCK AND UNLOCK SWITCH: REMOVAL

REMOVAL

1. REMOVE FRONT DOOR INSIDE HANDLE BEZEL

2. REMOVE FRONT ARMREST UPPER BASE PANEL

3. REMOVE FRONT DOOR TRIM BOARD SUB-ASSEMBLY

4. REMOVE FRONT DOOR INSIDE HANDLE SUB-ASSEMBLY

5. REMOVE FRONT DOOR TRIM BRACKET

6. REMOVE FRONT DOOR SERVICE HOLE COVER

7. REMOVE FRONT DOOR OUTSIDE HANDLE COVER

8. REMOVE FRONT DOOR OUTSIDE HANDLE ASSEMBLY

(a) Disconnect the connector.

(b) Remove the front door outside handle assembly as shown

in the illustration.

YOV A
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|Last Modified: 3-10-2010 l6.4 G From: 200901

Model Year: 2010 |M0de[:CoroIIa Doc ID: RMOO0O0D02Y7Y0OOHX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENTRY LOCK AND UNLOCK SWITCH: INSPECTION
(2010 Corolla)

INSPECTION

1. INSPECT FRONT DOOR OUTSIDE HANDLE ASSEMBLY LH

(a) Measure the resistance according to the value(s) in the
table below.

Standard Resistance:

TESTER CONDITION SPECIFIED
CONNECTION CONDITION
Component without harness connecled: Ti-1 (TRG-)-T1i-3 Lock switch not
{Front Door Outside Handle Assembly LH) ( ) 10 kQ or higher
(TRG+) pushed
T1i-1(TRG-)-T1-3 Lock switch
Below 1l Q
=\ ~ TRG- (TRG+) pushed
@ |y
A e
H

If the result is not specified, replace the front door outside
handle assembly LH.

2. INSPECT FRONT DOOR OUTSIDE HANDLE ASSEMBLY RH

(a) Measure the resistance according to the value(s) in the
table below.

Standard Resistance:

TESTER CONDITION SPECIFIED
CONNECTION CONDITION
Component without harness connected: S1-1 (TRG-)-51-3 . Lock switch not ;
(Front Door Qutside Handla Assembly RH) (TRG+) pushed 10 kQ or higher
S1-1 (TRG-)-51-3 Lock switch
Below1 Q
(TRG+) pushed
H

If the result is not specified, replace the front door outside
handle assembly RH.
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Last Modified: 3-10-2010 l6.4 A |From: 200901
Model Year: 2010 IMudel:CoroIIa IDocID: RMOO0O002Y7X00CX

Title: THEFT DETERRENT / KEYLESS ENTRY: ENTRY LOCK AND UNLOCK SWITCH:
INSTALLATION (2010 Corolla)

INSTALLATION

1. INSTALL FRONT DOOR OUTSIDE HANDLE ASSEMBLY

assembly into the front door outside handle frame.

> C\"‘F\ : (a) Insert the front end of the front door outside handle
\E\ 0 ==

(b) Insert the rear end of the front door outside handle assembly into the front door outside handle
frame. Next, slide the front door outside handle assembly toward the front of the vehicle to install
it.

W == ¥ _1-_-5 - (c) Connect the connector.
’ oz

2. INSTALL FRONT DOOR OUTSIDE HANDLE COVER

3. INSTALL FRONT DOOR SERVICE HOLE COVER IE]

4. INSTALL FRONTDOOR TRIM BRACKET

5. INSTALL FRONT DOOR INSIDE HANDLE SUB-ASSEMBLY

6. INSTALL FRONT DOOR TRIM BOARD SUB-ASSEMBLY

7. INSTALL FRONT ARMREST UPPER BASE PANEL (for Driver Side without Power Window)

8. INSTALL FRONTDOOR INSIDE HANDLE BEZEL
|6

L TOYOH ﬂﬂ
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